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THE RAPID ADVANCEMENT OF INFORMATION 
and communication technologies has acceler-
ated the intelligent transition of power systems. 
A key enabling component of this transition is 
advanced metering infrastructure (AMI), which 
integrates smart meters (SMs), communication 
networks, and data management platforms to 
support bidirectional information exchange be-
tween utilities and electricity consumers. SMs are 
capable of measuring electricity consumption at 
high temporal resolution and transmitting the 
collected data to utilities in near real time. The 
availability of such high-frequency smart meter-
ing data significantly enhances the observability 
of demand-side behaviors, enabling utilities and 
distribution system operators (DSOs) to perform 
more accurate load monitoring, demand fore-
casting, and operational planning. Moreover, 
high-frequency smart metering data support 
the implementation of demand response (DR) 
programs. By enabling more efficient utilization 
of demand-side resources and facilitating the 
integration of distributed and renewable energy 
resources, AMI has become critical digital infra-
structure for achieving reliable and sustainable 
operation of modern power systems.

Despite these operational benefits, the large-
scale collection of high-frequency smart meter-
ing data raises significant concerns regarding 
consumer privacy. Previous studies have shown 
that techniques such as nonintrusive load moni-
toring (NILM) can analyze SM measurements to 
infer appliance-level electricity usage and house-
hold activities. Consequently, sensitive informa-
tion, such as occupancy patterns, daily routines, 
and appliance operating schedules, can be in-
ferred from smart metering data. These privacy 
risks are further amplified by the widespread de-
ployment of SMs and the centralized collection, 
transmission, and storage of smart metering 
data within AMI systems. Unauthorized access, 
data leakage, or improper use of such data may 
expose highly sensitive details about the private 
lives of consumers.

Beyond individual privacy risks, insufficient 
protection of smart metering data may also un-
dermine the long-term development of smart 
grids. If consumers perceive that their smart 
metering data may be collected, analyzed, or 
shared without adequate protection, they may 
resist the installation or operation of SMs. In sev-
eral countries, such concerns have already trig-
gered public opposition, regulatory debates, and 
the introduction of customer opt-out policies 
that allow consumers to restrict the collection or 

transmission of smart metering data. However, 
large-scale opt-out decisions or strict limitations 
on high-frequency smart metering data collec-
tion can significantly reduce the availability of 
high-frequency smart metering data required 
for DR, dynamic pricing, and advanced grid op-
eration. The resulting reduction in data availabil-
ity may weaken the ability of utilities and DSOs to 
perform accurate load forecasting, maintain grid 
stability, and effectively integrate renewable en-
ergy resources. Consequently, unresolved privacy 
concerns not only erode consumer trust but also 
hinder the establishment of a secure and trust-
worthy energy data infrastructure. Such an infra-
structure is essential for leveraging demand-side 
resources to support energy sustainability in 
smart grids.

Addressing the inherent tension between 
strong privacy protection and data availability 
remains a critical challenge. This article propos-
es a privacy-aware smart metering mechanism 
to enable secure and controlled acquisition of 
demand-side resources. Guided by the principle 
of data minimization, the proposed mechanism 
limits smart metering data collection to the 
minimum level necessary to support essential 
smart grid services. Specifically, a privacy-pre-
serving sampling boundary model is developed 
to determine the maximum admissible sam-
pling interval that preserves the effectiveness 
of demand-side management. By appropriately 
adjusting the sampling interval, the proposed 
model reduces the risk of privacy leakage while 
maintaining the operational value of smart 
metering data. To enforce these sampling 
boundaries in a secure and verifiable man-
ner, a cryptographic downsampling method 
based on timed-release encryption (TRE) is fur-
ther introduced to regulate the data sampling 
frequency of SMs. In addition, the proposed 
mechanism explicitly incorporates heteroge-
neous consumer privacy preferences, enabling 
consumers to actively participate in the protec-
tion of their smart metering data. Through this 
integrated design, the proposed mechanism 
enables privacy-aware collection of smart me-
tering data while ensuring the data availability 
required for DR, renewable energy integration, 
and advanced grid operation. Consequently, 
the proposed privacy-aware smart metering 
mechanism provides a systematic framework 
for balancing privacy protection and data util-
ity, contributing to the development of secure 
energy data infrastructures that support energy 
sustainability in smart grids.

T
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Related Work
Extensive research has investigated privacy pro-
tection approaches for high-frequency smart me-
tering data in AMI systems. From a measurement 
perspective, privacy protection in AMI systems 
can be characterized by three key dimensions: 
sampling frequency, attribution, and exactness. 
Sampling frequency determines the temporal 
resolution of smart metering data, attribution 
concerns whether metering data can be linked 
to specific consumers, and exactness refers to the 
precision of the reported measurements. Existing 
studies have proposed different privacy protec-
tion approaches along these three dimensions.

Sampling Frequency Protection
Reducing the sampling frequency of SMs is one 
of the most direct and effective approaches for 
mitigating privacy risks in AMI systems. Lower 
temporal resolution reduces the amount of be-
havioral information that can be inferred from 
smart metering data. Cardenas et al. formulated 
privacy-preserving DR as a discrete-time control 
problem and derived the maximum allowable 
sampling interval that minimizes consumer data 
exposure while preserving the effectiveness of 
direct load control programs. Zhang et al. pro-
posed a two-channel smart metering framework 
that employs data downsampling to mask sensi-
tive behavioral patterns. By introducing an artifi-
cial intelligence-based adversary equipped with 
deep learning models, their study quantified 
the privacy boundaries associated with different 
sampling resolutions and identified the downs-
ampling rates required to prevent appliance de-
tectability through NILM.

Although reducing the sampling frequency 
can effectively limit behavioral information leak-
age, excessively coarse sampling intervals may 
reduce the availability of high-frequency smart 
metering data required for advanced smart grid 
operations.

Attribution Protection
Another line of research focuses on preventing 
the association between smart metering data 
and specific consumers. These approaches typi-
cally rely on anonymization, pseudonymization, 
or spatial aggregation mechanisms. Afrin and 
Mishra proposed an anonymized authentication 
framework that assigns separate pseudonyms 
to low-frequency billing data and high-frequen-
cy operational data, thereby preventing service 
providers from linking fine-grained electricity 
consumption patterns to specific consumers. In 

the context of distributed energy resource man-
agement systems, Alsaid et al. applied a k-ano-
nymity approach combined with a dynamically 
generated generalization hierarchy to conceal 
personally identifiable information during grid 
communications. Adewole and Torra further 
proposed DFTMicroagg, which integrates the 
discrete Fourier transform with microaggrega-
tion to anonymize high-dimensional time-series 
smart metering data while preserving data utility 
for tasks such as load forecasting.

Despite these theoretical guarantees, attribu-
tion protection approaches face several practi-
cal limitations. Anonymized datasets may still be 
vulnerable to reidentification attacks using ex-
ternal background knowledge or appliance load 
signatures extracted via NILM. Moreover, these 
approaches primarily focus on anonymizing data 
after collection, rather than limiting the amount 
of sensitive information generated during the 
data acquisition process.

Data Exactness Protection
A third category of research protects consumer 
privacy by reducing the exactness of smart meter-
ing data. Representative approaches include load 
shaping and differential privacy mechanisms. 
Load shaping modifies observable load profiles 
by using local energy storage. Kalogridis et al. 
proposed a load signature moderator that com-
bines grid power with battery storage to obscure 
appliance load signatures. McLaughlin et al. in-
troduced nonintrusive load leveling to maintain a 
constant load profile observed by the SM, thereby 
masking appliance switching events. Li et al. later 
developed a deep reinforcement learning-based 
approach to optimize battery operation against 
NILM attacks. Algorithmic approaches based on 
differential privacy protect smart metering data 
by injecting noise into meter readings. Barbosa et 
al. proposed a lightweight Laplacian noise mech-
anism to achieve ε-differential privacy at the SM 
level. Wang et al. further analyzed the relation-
ship between the differential privacy budget and 
NILM inference accuracy within a compressive 
sensing framework.

However, both load shaping and differential 
privacy approaches inevitably degrade the ex-
actness of smart metering data. Battery-based 
methods are inherently constrained by storage 
capacity and cannot completely hide appliance 
signatures, particularly during battery recharge 
periods. Differential privacy approaches, while 
providing rigorous mathematical privacy guar-
antees, may significantly reduce measurement 

Authorized licensed use limited to: Universidade de Macau. Downloaded on October 30,2026 at 08:23:35 UTC from IEEE Xplore.  Restrictions apply. 



62	 IEEE Energy Sustainability Magazine	 November 2026

fidelity when applied to high-resolution time-
series data. This degradation may conflict with 
applications requiring accurate and auditable 
measurements, such as electricity billing.

Research Gaps
The above studies provide important technical 
foundations for protecting consumer privacy in 
AMI systems. Nevertheless, several fundamental 
challenges remain.

First, many existing privacy protection ap-
proaches treat privacy protection and data util-
ity as a zero-sum tradeoff, where stronger privacy 
guarantees are achieved at the cost of reduced 
availability or accuracy of smart metering data. 
However, AMI systems serve two fundamental 
functions: 1) metering for billing, which requires 
accurate and auditable measurements for in-
dividual consumers, and 2) metering for grid 
operations, which requires high-frequency me-
tering data to support load monitoring, DR, and 
renewable energy integration. Overly aggressive 
privacy protection mechanisms may significantly 
degrade data quality, thereby undermining grid 
operational functions or compromising billing ac-
countability. Designing privacy-aware smart me-
tering mechanisms that preserve both data utility 
for grid operations and measurement integrity for 
billing therefore remains a critical challenge.

Second, most existing approaches implicitly 
assume homogeneous consumer privacy pref-
erences. In practice, electricity consumers ex-
hibit diverse attitudes toward privacy protection 
and data sharing. While some consumers prefer 
strong privacy protection with minimal data dis-
closure, others may be willing to share more de-
tailed data to support grid operations or obtain 
potential incentives. Ignoring such heterogeneity 
may lead to rigid privacy protection mechanisms 
that fail to accommodate the diverse expecta-
tions of real-world smart grid participants. Effec-
tive privacy protection should therefore adopt a 
user-centric design, enabling consumers to par-
ticipate in privacy decisions and control the col-
lection and use of their smart metering data.

These limitations highlight the need for pri-
vacy-aware smart metering mechanisms for 
demand-side resources that can balance privacy 
protection, data utility, and heterogeneous con-
sumer privacy preferences.

Contributions
To address the limitations of existing privacy pro-
tection approaches for smart metering data, this 
article proposes a privacy-aware smart meter-

ing mechanism for demand-side resources. The 
main contributions of this article are summa-
rized as follows:

	➤ A privacy-preserving sampling boundary 
model is proposed to determine the maxi-
mum admissible sampling interval that 
preserves the effectiveness of demand-
side management while reducing the risk 
of privacy leakage.

	➤ A cryptographic downsampling method 
based on TRE is developed to enforce the 
sampling boundaries in a secure and verifi-
able manner. It cryptographically limits real-
time behavioral exposure against inference 
attacks while fully preserving the lossless 
exactness of high-frequency metering data.

	➤ The privacy-aware smart metering mecha-
nism is designed to enable controlled ac-
quisition of demand-side resources while 
explicitly incorporating heterogeneous con-
sumer privacy preferences. The proposed 
mechanism allows consumers to partici-
pate in privacy protection and provides a 
practical framework for balancing privacy 
protection and data utility in AMI systems.

Architecture of the Privacy-Aware  
Smart Metering Mechanism

Entities
The architecture of the proposed mechanism 
consists of five primary entities, each with clearly 
defined responsibilities and trust assumptions.

1)  Private key generator: The private key gener-
ator (PKG) is a trusted authority responsible 
for initialization and identity-based private 
key extraction. It generates the master secret 
keys and provisions identity-based private 
keys to authorized receivers. After initializa-
tion, the PKG remains offline except during 
scheduled secure provisioning events.

2)  Time server: The time server (TS) is an inde-
pendent authority responsible for generat-
ing time-dependent trapdoors associated 
with predefined release time slots. It main-
tains a time master secret and publishes a 
global time public key. Time trapdoors are 
periodically broadcast by the TS, and they 
enable the decryption of ciphertexts that 
are cryptographically time locked to their 
corresponding future time slots.

3)  DSO: The DSO is the authorized data receiv-
er that collects smart metering data to exe-
cute smart grid operations, such as DR and 
load monitoring. Successful decryption of 
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the received ciphertexts requires both the 
identity-based private key issued by the 
PKG and the corresponding time trapdoor 
released by the TS.

4)  Electricity consumer: The electricity con-
sumer is the end user whose electricity 
consumption is measured by the AMI sys-
tem for various purposes, including routine 
billing and participation in demand-side 
management programs. Consumers may 
exhibit heterogeneous privacy preferences 
regarding their smart metering data. They 
interact with the proposed mechanism by 
selecting a personalized privacy parameter 
that determines the temporal resolution of 
the disclosed data.

5)  SM: The SM is a resource-constrained de-
vice deployed at the consumer premises. 
It measures electricity consumption at 
the native sampling frequency. Based on 
the selected privacy parameter, the SM 
encrypts smart metering data under the 
identity of the DSO and a designated re-
lease time slot, thereby performing the 
cryptographic downsampling process.

Workflow
The proposed privacy-aware smart metering 
mechanism operates through five sequential 
phases, as illustrated in Figure 1.

Initialization
During the initialization phase, the cryptograph-
ic parameters are established by the trusted au-

thorities. The PKG generates the master secret 
keys and provisions the identity-based private 
key to the DSO. Concurrently, the TS generates 
the time master secret and publishes the global 
time public key.

Privacy-Preserving Sampling Boundary 
Calculation
The DSO calculates the maximum admissible 
sampling interval Nmax based on the security and 
operational stability requirements of the smart 
grid. This boundary provides a principled guide-
line for data minimization by determining the 
maximum sampling sparsity that the smart grid 
can tolerate without compromising operational 
functions, such as DR.

Privacy Parameter Negotiation
To reduce the management complexity asso-
ciated with arbitrary heterogeneous sampling 
intervals, the continuous safe region 1,Nmax  is 
mapped to a discrete menu of privacy levels. 
The DSO publishes a set of available sampling 
intervals, for example, N a N N∈{ }1, , , ,max billing  where 
a represents an intermediate privacy level 
1< <( )a Nmax  and Nbilling

 represents a sparse inter-
val dedicated to billing purposes (e.g., daily or 
monthly). The Nbilling

 interval is not involved in DR 
or real-time grid operations and is therefore not 
subject to the sampling boundary constraint. 
Consumers select a personalized sampling in-
terval Ni from this menu according to their indi-
vidual privacy preferences. Since higher privacy 
levels consume the limited uncertainty budget 
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figure 1.  The architecture and operational workflow of the proposed privacy-aware smart metering mechanism.
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of the smart grid, future implementations may 
incorporate incentive or pricing mechanisms 
into this phase. Such mechanisms could guide 
consumer selections through ex ante price sig-
nals or ex post cost allocations.

Cryptographic Downsampling
Once the personalized sampling interval Ni 
is determined, the SM continues to measure 
electricity consumption at the native sampling 
frequency. Unlike conventional physical downs-
ampling that permanently discards high-resolu-
tion data and degrades measurement exactness, 
the proposed mechanism decouples physical 
data acquisition from data disclosure by enforc-
ing access control at the cryptographic layer. 
Within each time window of length Ni , only one 
selected meter reading is cryptographically time 
locked to the current time slot, enabling imme-
diate decryption. The remaining Ni −1 intermedi-
ate readings are cryptographically time locked 
to future release time slots using the time public 
key published by the TS. All encrypted readings 
are subsequently transmitted to the DSO.

Hierarchical Data Access and Grid Operation
After receiving the ciphertexts, the DSO performs 
hierarchical data access. For real-time smart grid 
operations, the DSO uses its identity-based pri-
vate key together with the currently available 
time trapdoor released by the TS to immediate-
ly decrypt the single authorized reading within 
each Ni window. The intermediate readings re-
main encrypted and inaccessible. Only when the 
designated future time slots arrive and the TS 
broadcasts the corresponding time trapdoors can 
the DSO decrypt these high-resolution historical 
data. This delayed access paradigm ensures that 
detailed behavioral patterns are protected from 
real-time privacy inference attacks, such as NILM. 
Meanwhile, the mechanism preserves the exact-
ness of smart metering data for offline analytics, 
auditing, and billing verification.

Privacy-Preserving Sampling Boundary 
Calculation
This section derives an upper bound on the SM 
sampling interval that preserves the operational 
reliability of the smart grid. Following the proba-
bilistic modeling framework established in ex-
isting studies, the uncertainty introduced by 
reduced data sampling is quantified. A constraint 
is then formulated to characterize the maximum 
level of aggregate uncertainty that the smart grid 
can tolerate while maintaining stable operation. 

Based on this constraint, the maximum admissi-
ble homogeneous sampling interval, denoted by 
Nmax , is derived. The resulting sampling boundary 
provides a principled guideline for privacy-aware 
smart metering. It defines the safe region within 
which the sampling interval can be increased to 
enhance consumer privacy while ensuring that 
the quality of the metering data remains suffi-
cient for DR control and other grid operational 
functions.

Uncertainty Propagation of Electricity 
Consumption
To quantify how reduced data sampling affects 
grid observability, the evolution of electricity con-
sumption uncertainty is first modeled at the in-
dividual consumer level.

The electricity consumption of consumer i is 
described by the following discrete-time state 
equation:

	 y y u di k i i k i i k i k, , , ,+ = + +1 α β 	 (1)

where yi k,
 denotes the electricity consumption at 

time step k and ui k,
 is the control signal issued by 

the smart grid for DR. The parameter α i charac-
terizes the inertia of the consumption dynamics, 
while βi captures the responsiveness of the load 
to the control signal. To ensure the stability of 
the consumption dynamics, it is assumed that 
| | .α i < 1  The disturbance term di k,

 represents sto-
chastic fluctuations in electricity consumption 
caused by unmodeled behavioral and environ-
mental factors. It is modeled as an independent 
Gaussian random variable with zero mean and 
variance σ d i, .

2  Disturbances are assumed to be in-
dependent across both time and consumers.

Let Fk denote the information set available to 
the grid at time step k. Conditional on Fk , future 
uncertainty arises solely from the disturbance 
sequence. Suppose consumer i selects a person-
alized sampling interval Ni ∈ +

Z , meaning that the 
grid receives a meter reading from this consum-
er only once every Ni steps.

Let m denote the number of forward predic-
tion steps since the last measurement at time 
k , where 0 < ≤m Ni . By iterating 1( ), the electricity 
consumption at time k m+  can be expressed as

	 y y u di k m i
m

i k i
m

m

i i k i k, , , ,+

− −

=

−

+ +
= + +( )∑α α β

1

0

1
ℓ

ℓ
ℓ ℓ 	 (2)

where ℓ serves as the step index within the unob-
served prediction window.

Since the control inputs are deterministic 
given Fk , the uncertainty of yi k m, +  originates solely 
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from the disturbance terms. Applying the index 
substitution r m= − −1 ℓ, the conditional variance 
of the predicted consumption becomes

	 Var yi k m k d i i
r

r

m

, , .
+

=

−

( ) = ∑F σ α
2 2

0

1

	 (3)

For | | ,α i < 1  the geometric series in 3( ) admits 
the closed-form expression

	 Var yi k m k d i
i
m

i
, , .

+( ) =
−

−
F σ

α

α

2
2

2

1
1

	 (4)

Consider a distribution system with n consum-
ers. The aggregate electricity demand at time 
k m+  is defined as

	 Y yk m i k m
i

n

+ +

=

= ∑ , .
1

	 (5)

Under the independence assumption of indi-
vidual disturbances, the uncertainty of the ag-
gregate demand equals the sum of individual 
variances.

	 V k m Y yk m k
i

n

i k m ktotal Var Var+( ) = ( ) = ( )+

=

+∑F F
1

, .	 (6)

Equation 6( ) shows that increasing the sam-
pling interval increases the uncertainty of the 
aggregate demand estimation, thereby reduc-
ing the accuracy of DR control.

Grid Security Budget Constraint
DR control aims to maintain the aggregate elec-
tricity demand close to a desired operating tar-
get. Let Yk m+

∗  denote the target aggregate demand 
at the future time step k m+ , and let Yb denote the 
maximum allowable deviation from this target. 
The grid operational reliability requirement can 
therefore be expressed through the following 
probabilistic constraint:

	 Pr Y Y Yk m k m b+ +

∗
− ≤( ) ≥ −1 ε	 (7)

where ε denotes the acceptable probability of 
constraint violation.

The DR controller is assumed to achieve unbi-
ased tracking in expectation such that

	 E Y Yk m k k m+ +

∗



 =F .	 (8)

Under the Gaussian disturbance assumption 
introduced in the previous section, the aggre-
gate demand follows the conditional distribution

	 Y N Y V k mk m k k m+ +

∗
∼ +( )( )F , total

	 (9)

where V k mtotal +( ) is the aggregate demand un-
certainty derived in 6( ).

Based on the properties of the normal distri-
bution, the probability in 7( ) can be expressed as

	 Pr *

total

Y Y Y
Y

V k m
k m k m b

b
+ +− ≤( ) =

+( )














−2 1Φ 	 (10)

where Φ( )⋅  denotes the cumulative distribution 
function of the standard normal distribution.

Enforcing the probabilistic reliability require-
ment in 7( ) yields the following bound on the ag-
gregate demand uncertainty:

	 V k m
Yb

total budget+( ) ≤

−




























−
Φ

Σ
1

2

1
2
ε

≜ .	 (11)

The quantity Σbudget represents the maximum 
aggregate uncertainty that the grid can tolerate 
while maintaining the required operational reli-
ability.

Derivation of the Maximum Sampling 
Boundary
Consider first a homogeneous sampling config-
uration in which all consumers adopt the same 
sampling interval N. Within each sampling pe-
riod, the grid performs state prediction without 
receiving new measurements. As shown in the 
previous section, the prediction variance of con-
sumer i increases with the prediction horizon 
and reaches its maximum at the end of the sam-
pling interval ( ).m N=  The corresponding peak 
variance is therefore

	 v Ni d i
i
N

i

( ) = −
−

σ
α
α, .2
2

2

1
1

	 (12)

Aggregating over all consumers yields the 
worst-case aggregate demand uncertainty with-
in the sampling interval.

	 V N d i
i

n
i
N

i
worst ( ) =

−

−=

∑σ
α

α
, .2

1

2

2

1
1

	 (13)

Since 0 12
≤ <α i , the term 1 2−α i

N increases mono-
tonically with N. Consequently, the function 
V Nworst ( ) monotonically increasing in N and con-
verges to the steady-state aggregate variance 
limit.

	 V d i

ii

n

∞

σ

α
=

−=

∑
, .

2

2
1 1

	 (14)
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Combining the worst-case uncertainty in (13) 
with the grid security budget constraint derived 
in (11), the maximum admissible homogeneous 
sampling interval is defined as

	 N N V Nmax worst budget= ∈ ( ) ≤ ∑{ }+
max Z : 	 (15)

where Z+ denotes the set of positive integers. 
The value Nmax therefore characterizes the larg-
est sampling interval that preserves the required 
grid reliability level.

In practice, consumers may adopt heteroge-
neous sampling intervals reflecting different pri-
vacy preferences. Let each consumer select an 
individual interval N Ni ≤ max . For any prediction ho-
rizon m Ni≤ , the individual variance satisfies

	 Var maxy v N v Ni k m k i i i, .
+( ) ≤ ( ) ≤ ( )F 	 (16)

Summing over all consumers yields

	 V k m V Ntotal worst max budget+( ) ≤ ( ) ≤ Σ .	 (17)

Therefore, any heterogeneous sampling con-
figuration satisfying N Ni ≤ max remains within the 
prescribed grid security budget. The derived 
boundary thus provides a principled upper limit 
on privacy-preserving sampling intervals, ensur-
ing the reliability requirements of DR operation.

Cryptographic Downsampling Method
This section presents the cryptographic downs-
ampling method that operationalizes the priva-
cy-preserving sampling boundary derived in the 
previous section. The objective is to enforce the 
personalized sampling interval Ni without com-
promising the native high-frequency sensing ca-
pabilities of SMs.

The design is motivated by the observation 
that the privacy sensitivity of smart metering 
data is highest when the data are immediately 
available in plaintext and gradually decreases 
as disclosure is delayed. Instead of physically re-
ducing the sampling frequency, the proposed 
method controls the temporal availability and 
preserves the temporal confidentiality of the col-
lected smart metering data. Within each sam-
pling interval Ni , only one reading is immediately 
decryptable to support real-time grid monitor-
ing and control, while the remaining interme-
diate readings are encrypted and released at 
designated future time slots.

Preliminaries
Let p be a large prime. Let G1 , G2 , and GT be cy-
clic groups of order p, where G1 and G2 are addi-
tive groups and GT is a multiplicative group. Let 
P1 1∈G  and P2 2∈G  denote generators of G1 and G2 , 
respectively.

A bilinear pairing is defined as

	 e T:G G G1 2× → 	 (18)

which satisfies the following properties:
	➤ Bilinearity: For all X∈G1 , Y∈G2 , and a b p, ,∈Z  
it holds that e aX bY e X Y ab( , ) ( , ) .=

	➤ Nondegeneracy: e P P
T

( , ) .1 2 1≠ G
	➤ Efficient computability: There exists a poly-
nomial-time algorithm for evaluating e( , ).⋅ ⋅

The proposed construction employs asym-
metric (type 3) bilinear groups, where the pairing 
is defined between distinct source groups G1 and 
G2 , and no efficiently computable isomorphism 
exists between them. Such groups can be instan-
tiated using pairing-friendly elliptic curves (e.g., 
BLS12-381), which offer roughly 128-b security un-
der standard parameter settings while maintain-
ing compact system parameters.

Cryptographic Construction
The proposed cryptographic downsampling 
method combines identity-based encryption 
(IBE) with a TRE mechanism. The construction 
consists of five polynomial-time algorithms.

1)  Setup: Given the security parameter λ , the 
PKG and TS jointly initialize the system. The 
PKG generates a master secret key s p←Z  
and computes the master public key.

	 P sPpub = ∈2 2G .	 (19)

Concurrently, the TS generates a time mas-
ter secret θ ←Zp and publishes the time 
public key.

	 T Ppub = ∈θ 2 2G .	 (20)

Three hash functions are modeled as ran-
dom oracles.

	
H

H

H
T

L L

L

m r

1 1

2

3

0 1

0 1

0 1 0 1

: { , }

: { , }

: { , } { , }

*

* tag

→

→

→

+

G
G 	 (21)

where Lm denotes the bit length of a binary-
encoded meter reading, Lr is the length of 
an auxiliary random string, and Ltag denotes 
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the integrity tag length. The operators  and 
⊕ denote string concatenation and bitwise 
XOR, respectively.

The public parameters are defined as

	Params pub pub={ }p e P P P T H H HT, , , , , , , , , , , .G G G1 2 1 2 1 2 3

� (22)

2)  Key generation: For each operational epoch 
j, let epoch j ∈

∗{ , }0 1  be its unique string iden-
tifier and IDDSO ∈

∗{ , }0 1  be the identity of the 
DSO. The PKG generates the identity-based 
private key of the DSO.

	 d sHj jDSO DSOID epoch, .= ( )∈1 1 G 	 (23)

3)  TS release: For a designated release time 
slot T

τ
∈

∗{ , }0 1  within epoch j, the TS gener-
ates and broadcasts the corresponding 
time trapdoor.

	 st H TTτ
θ τ= ( )∈1 1G .	 (24)

This trapdoor enables the decryption of ci-
phertexts cryptographically time locked to 
that time slot.

4)  Encrypt: Let M Lm∈ { , }0 1  denote the binary 
representation of a meter reading col-
lected within the sampling interval. The 
SM first computes or retrieves from of-
fline precomputation the pairing-derived 
element

	Ω j j Te H P e H T T, , , .τ τ= ( )( )⋅ ( )( )∈1 1ID epochDSO pub pub G
� (25)

During the online encryption phase, the 
SM generates a random scalar ρ ←Zp and 
an auxiliary random string ξ ← { , } ,0 1 Lr  and it 
computes

	 C P1 2 2= ∈ρ G 	 (26)

where C1 serves as the ephemeral public 
value associated with the encryption ran-
domness.

Next, the SM derives a session key by ex-
ponentiating the pairing-derived element 
Ω j ,τ with the same randomness ρ .

	 K j T= ∈Ω , .τ
ρ G 	 (27)

The SM then encrypts the meter reading 
by applying a hash-based mask to the ran-
domized message M  ξ( ).

	 C M H K2 2= ( )⊕ ( )ξ .	 (28)

Finally, a verification tag η is generated to 
ensure the structural integrity of the cipher-
text during decryption.

	 η ξ= ( )H C M3 1   .	 (29)

The resulting ciphertext is defined as

	 CT C C T j= 1 2, , , , .η
τ
epoch 	 (30)

5)  Decrypt: Upon receiving the ciphertext 
CT, the DSO first derives the encapsulated 
shared secret associated with the cipher-
text.

	 ′ = +( )K e d st Cj TDSO, , .
τ 1 	 (31)

This pairing operation reconstructs the 
same session key used during encryption.

Next, the DSO removes the hash-based 
mask from the ciphertext payload to recov-
er a candidate plaintext.

	 ′ ′ ′= ⊕ ( )M C H Kξ 2 2 .	 (32)

Finally, the integrity is verified by checking

	 η ξ= ( )′ ′H C M3 1   .	 (33)

If the verification succeeds, the algorithm 
outputs the recovered original reading M.

Case Studies
This section provides a comprehensive evalua-
tion of the proposed privacy-aware smart me-
tering mechanism from three complementary 
perspectives: system-level effectiveness, security, 
and computational feasibility.

First, the effectiveness of the proposed pri-
vacy-preserving sampling boundary model is 
validated through numerical simulations using 
real-world smart metering data. This evaluation 
specifically examines whether the derived maxi-
mum admissible sampling interval Nmax can ef-
fectively bound aggregate demand uncertainty 
while preserving the operational reliability of DR 
programs. Second, the security properties of the 
cryptographic downsampling method are ana-
lyzed, demonstrating its capability to securely 
regulate data disclosure in strict accordance with 
the defined privacy-preserving sampling bound-
ary. Finally, the computational feasibility of the 
proposed mechanism is assessed, verifying that 
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the underlying cryptographic operations are 
highly optimized and fully viable for deployment 
on resource-constrained SMs.

System-Level Effectiveness
To evaluate the effectiveness of the proposed 
privacy-preserving sampling boundary model, 
numerical simulations are conducted using re-
al-world smart metering data from the Pecan 
Street Dataport, which provides a native sam-
pling resolution of 15 min. A cluster of 25 residen-
tial consumers in Austin, TX, USA, is selected to 
represent a typical community microgrid or lo-
cal aggregation node. The evaluation focuses on 
August 2018, a summer period characterized by 
pronounced electricity demand and frequent 
operation of flexible demand-side resources, 
such as air-conditioners and electric vehicles.

The simulation configuration follows the ana-
lytical framework developed in the preceding 
sections. In particular, the parameters of the dis-
crete-time state equation describing electricity 
consumption dynamics are identified from his-
torical load profiles of the selected consumers. 
The grid operational reliability parameters are 
set to Yb = 14 kW and ε =0 05. , which require the 
aggregate electricity demand to remain within 
the operational boundaries with a probability of 
at least 95%.

Figure 2 gives the baseline aggregate electric-
ity demand of the selected residential consum-
ers over a representative summer day. The red 
dashed lines denote the operational boundar-
ies defined by the target aggregate demand 
Yk m+

*  and the maximum allowable deviation Yb . 
The frequent proximity to or violation of these 
boundaries indicates the necessity of DR actions 

to maintain grid stability, which in turn requires 
sufficiently accurate and timely observations of 
aggregate electricity demand.

According to the uncertainty propagation 
model, reducing the SM sampling frequency in-
creases the number of unobserved time steps 
and leads to the accumulation of estimation 
uncertainty. Using historical load data, the con-
sumption dynamics are identified through au-
toregressive modeling, yielding an average load 
inertia coefficient of 0 51.  and an average distur-
bance standard deviation of 1 06.  kW. The steady-
state aggregate variance limit is calculated as 
53 59.  kW2. This result indicates that excessively 
large sampling intervals would lead to unaccept-
able degradation of operational reliability, high-
lighting the necessity of imposing a finite upper 
bound on the sampling interval.

Figure 3 graphs the relationship between 
the sampling interval and operational reliability, 
measured by the probability Pr Y Y Yk m k m b+ +

− ≤( )* . 
The results show that the maximum admissible 
sampling interval is Nmax = 5, which corresponds to 
a temporal resolution of 75 min. At this boundary, 
the operational reliability remains above the re-
quired threshold of 0 95. , satisfying the reliability 
requirement defined by ε =0 05. .

As the sampling interval increases, the predic-
tion horizon between successive observations 
expands, leading to the accumulation of aggre-
gate demand uncertainty. Consequently, the 
probability that the aggregate demand remains 
within the operational boundaries decreases 
monotonically with N. When the sampling in-
terval is small, frequent observations effectively 
constrain uncertainty and enable reliable DR op-
eration. However, as N increases, the aggregate 
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figure 3.  The operational reliability as a function 
of the sampling interval.
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uncertainty approaches the steady-state limit 
derived in the previous section, resulting in a pro-
gressive decline in reliability.

For N N≤ max , the worst-case aggregate de-
mand uncertainty remains within the maximum 
allowable deviation Yb = 14 kW, ensuring that DR 
control can maintain the aggregate demand 
within operational constraints with the required 
confidence level. In contrast, sampling intervals 
exceeding Nmax cause the uncertainty to surpass 
the grid security budget and thus cannot guar-
antee stable system operation.

These results provide empirical validation 
of the proposed privacy-preserving sampling 
boundary model. The identified bound Nmax es-
tablishes the maximum admissible level of 
sampling reduction that preserves operational 
reliability while limiting the temporal resolution 
of observable consumption patterns. The derived 
boundary also enables flexible privacy configura-
tions. Individual consumers may select personal-
ized sampling intervals N Ni∈ 1, max  according to 
their privacy preferences, while the aggregate 
demand uncertainty remains within the pre-
scribed security budget.

In summary, the simulation results confirm 
that the proposed sampling boundary provides 
a principled mechanism for balancing privacy 
protection and data utility.

Security Analysis

Threat Model
The security analysis considers the following 
threat assumptions:

	➤ External adversaries: These adversaries are 
capable of eavesdropping on communica-
tion channels, intercepting ciphertexts, 
and attempting data manipulation.

	➤ DSO: The DSO is assumed to be honest 
but curious, following the protocol while 
potentially trying to infer fine-grained con-
sumption patterns from accessible data. 
The DSO stores identity-based private 
keys in a hardware security module and 
securely erases expired keys after the cor-
responding epoch ends.

	➤ PKG and TS: The PKG and TS are trusted 
entities operating in independent domains 
without collusion.

	➤ Communication infrastructure: The com-
munication infrastructure provides origin 
authentication, antireplay protection, and 
device authorization via standard smart 
grid protocols.

Security Claims
The following claims provide a structured anal-
ysis of the security properties of the proposed 
cryptographic downsampling method. The ar-
guments are based on standard cryptographic 
assumptions and are intended to provide secu-
rity intuition suitable for smart grid engineering 
applications.

	➤ Security claim 1 (data confidentiality): The 
proposed method preserves the confiden-
tiality of smart metering data against poly-
nomial-time adversaries under an identi-
ty-based timed-release chosen-plaintext 
attack model.

	� Justification: The ciphertext payload is 
constructed as C M H K2 2= ( )⊕ ( )ξ , where 
K is a pairing-derived session key de-
pendent on the system parameters, 
the DSO identity, the epoch identifier, 
the release time slot, and the encryp-
tion randomness. An adversary observ-
ing the ciphertext can obtain C1 , C2 , and 
the public parameters but cannot de-
rive the session key K without access to 
both the identity-based private key d jDSO,

 
and the corresponding time trapdoor 
stTτ

. Under the hardness assumption of 
the underlying bilinear pairing problem 
and modeling H2 ⋅( ) as a random oracle, 
the keystream H K2 ( ) is computationally 
indistinguishable from a random string. 
Therefore, the ciphertext does not reveal 
any meaningful information about the 
meter reading M.

	� Implication for smart grids: This prop-
erty ensures that high-frequency smart 
metering data cannot be inferred by 
external adversaries or prematurely ac-
cessed by internal system entities. It 
effectively protects consumer privacy 
against data leakage and behavioral in-
ference attacks, such as NILM.

	➤ Security claim 2 (integrity and tamper de-
tection): The proposed method enables 
the probabilistic detection of ciphertext 
tampering and transmission errors.

	� Justification: Each ciphertext includes 
a verification tag η ξ= ( )H C M3 1   . Dur-
ing decryption, the DSO recomputes 
the tag using ′ ′M ξ . Any modification of 
the ciphertext propagates to these re-
covered values. Due to the second-pre-
image resistance of H3 , forging a valid 
tag without knowledge of the original 
plaintext is computationally infeasible. 
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Consequently, tampered ciphertexts 
will fail the verification process with 
overwhelming probability. This ensures 
that random transmission errors or ma-
licious bit flipping attacks on the cipher-
text are effectively detected. Note that η 
provides postdecryption integrity veri-
fication rather than full authenticated 
encryption; the origin authenticity of the 
SM is instead assured by the aforemen-
tioned underlying authenticated com-
munication channel.

	� Implication for smart grids: This prop-
erty prevents corrupted or manipulated 
metering data from being accepted by 
the DSO, thereby avoiding incorrect load 
estimation or erroneous DR actions.

	➤ Security claim 3 (temporal privacy protec-
tion): The proposed method enforces de-
layed access to smart metering data and 
prevents premature disclosure before the 
designated release time.

	� Justification: Within each sampling in-
terval, meter readings are encrypted 
and cryptographically time locked to 
specific future time slots. Before the TS 
releases the corresponding time trap-
door, the ciphertexts remain computa-
tionally indistinguishable from random 
values under the confidentiality guaran-
tee. Therefore, neither the honest-but-
curious DSO nor external adversaries 
can access the plaintext data during the 
protected time window.

	� Implication for smart grids: This delayed 
disclosure limits the real-time exposure 
of detailed consumption patterns. It ef-
fectively mitigates privacy risks from 
behavioral inference attacks like NILM 
while still allowing lossless data access 
for offline analysis and auditing.

	➤ Security claim 4 (identity binding and re-
play resilience): The proposed method 
supports resistance to message injection 
and replay attacks when combined with 
standard authenticated communication 
protocols.

	� Justification: Ciphertexts are generated 
using IBE tied to the identity of the DSO, 
ensuring that only the intended recipi-
ent can decrypt them. In addition, each 
ciphertext includes the epoch identi-
fier and the release time slot, explicitly 
binding it to a specific temporal context. 
When combined with replay protection 

mechanisms at the communication lay-
er, replayed or injected messages out-
side their valid temporal context can be 
efficiently detected and discarded.

	� Implication for smart grids: This proper-
ty ensures that outdated or maliciously 
injected metering data cannot disrupt 
grid monitoring or operational control 
processes.

	➤ Property 1 (data exactness): The proposed 
method preserves the exactness of smart 
metering data.

	� Justification: Unlike privacy-preserving 
approaches that modify or perturb data, 
the proposed method encrypts the orig-
inal meter readings directly. After the 
designated release time, the DSO recov-
ers the exact plaintext through the de-
cryption process, ensuring lossless data 
recovery.

	� Implication for smart grids: This guar-
antees that applications requiring accu-
rate and auditable data, such as billing, 
settlement, and historical load forecast-
ing, are not compromised by the privacy 
protection mechanism.

Computational Feasibility for SMs
Although bilinear pairings are inherently re-
source intensive, the proposed cryptographic 
downsampling method is meticulously opti-
mized for the hardware constraints of the SM. 
The computationally heavy pairing operations 
necessary to derive Ω j ,τ remain entirely indepen-
dent of both the real-time meter reading and the 
random scalar ρ . As a result, the SM can precom-
pute and store these elements offline during idle 
periods. During the time-critical online encryp-
tion phase, the SM executes zero pairings, requir-
ing only a single lightweight scalar multiplication 
in G2 to calculate C P1 2= ρ , alongside one exponen-
tiation to compute the session key K j= Ω , .

τ

ρ  This 
decoupling strategy minimizes the online com-
putational overhead, thereby ensuring that high-
frequency data sampling is not bottlenecked by 
cryptographic processing on the SM.

Conclusions
This article presented a privacy-aware smart me-
tering mechanism for demand-side resources 
in power systems, addressing the fundamen-
tal tension between consumer privacy protec-
tion and the data availability required for smart 
grid operations. A privacy-preserving sampling 
boundary model was developed to determine 
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the maximum admissible sampling interval that 
preserves the operational reliability of DR, and 
a cryptographic downsampling method based 
on TRE was introduced to securely enforce the 
designated sampling interval. By integrating 
sampling boundary analysis, cryptographic en-
forcement, and heterogeneous consumer pri-
vacy preferences, the proposed mechanism 
establishes a systematic framework for privacy-
aware acquisition while maintaining the opera-
tional value of demand-side resources, thereby 
promoting energy sustainability in smart grids.

Several directions remain for future research. 
First, the current method assumes that the PKG 
and TS operate independently without collu-
sion. More robust designs that remain secure 
under partial trust or collusion scenarios war-
rant further investigation. Promising mitiga-
tion directions include employing threshold 
cryptography to distribute the functionalities 
of the PKG and TS across multiple independent 
nodes or adopting decentralized multiauthor-
ity architectures to eliminate single points of 
trust and reduce the impact of potential col-
lusion. Second, the sampling boundary model 
may be extended to incorporate additional en-
vironmental and operational factors, such as 
temperature variations, weather conditions, 
and renewable generation uncertainties. In ad-
dition, the current case study involves only a 
relatively small population of residential con-
sumers. Future work should therefore validate 
the model in larger-scale aggregation scenarios 
to assess its computational efficiency, bound-
ary estimation accuracy, and scalability under 
more complex operating conditions. Third, the 
response delay and dynamic characteristics of 
DR programs can be explicitly modeled to fur-
ther improve the realism of operational analysis. 
Fourth, future work should quantitatively evalu-
ate the proposed mechanism against main-
stream privacy protection approaches, such as 
differential privacy, under representative NILM 
inference attacks. Such studies would pro-
vide a more comprehensive assessment of the 

proposed mechanism privacy protection effec-
tiveness and the associated privacy–utility trad-
eoffs. Finally, incentive mechanisms that guide 
consumer participation under heterogeneous 
privacy preferences represent an important di-
rection for enabling the practical deployment of 
privacy-aware smart metering mechanisms.
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