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Abstract—The global power system transition highlights the
potential contribution of flexible loads as regulation resources
for addressing fluctuations from emerging renewable energies.
To dispatch flexible loads accurately and instantly, the power
systems impose higher requirements of communication accessi-
bility on local access services in communication systems, i.e.,
massive terminal access, frequent interaction, and cost-efficient
accessibility. Thus, to enhance communication accessibility, this
paper proposes a bi-level optimization framework to deploy
hybrid Internet of Things (IoT) terminals for dispatching large-
scale flexible loads by load aggregators to provide regulation
resources in power systems. The framework includes: 1) a
deployment strategy of hybrid IoT terminals considering various
communication performances; 2) a bi-level optimization model
integrating the interaction between the power system regulation
scheme and the communication system deployment strategy;
3) an iterative algorithm addressing communication demands
of load aggregators and the communication performance of
different IoT terminals. Moreover, the numerical results demon-
strate the proposed strategy can provide effective communication
accessibility and further improve local access services.

Index Terms—Local access services, large-scale flexible loads,
communication accessibility, communication performance, IoT
terminals.

I. INTRODUCTION
A. Motivation

HE GLOBAL power system is striving towards a rapid
clean energy transition to advanced low emission power
systems [1]. Renewable energy offers significant advantages
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by emitting minimal to no greenhouse gases in power systems
transition [2]. Nevertheless, renewable energies may result in
intermittent and fluctuating power output, particularly for wind
turbine (WT) and photovoltaic (PV) generators. The daily
fluctuations may exceed 500 GW in China in the coming
decade, imposing substantial pressure on the power supply and
load balance within power systems [3]. It thereby necessitates
more regulation resources from both generators and large-scale
flexible loads. Significantly, traditional generators provide
limited regulation resources due to the diminishing penetration
on the supply side. Thus, dispatching large-scale flexible
loads by load aggregators (LAs) holds greater potential in
contributing regulation resources in power systems [4].

Communication accessibility is the fundamental require-
ment of local access services for LAs to provide regulation
resources [5]. Only when they establish communication acces-
sibility, the LAs can upload the operational data to the power
system operator (PWSO) and the PWSO can issue the dispatch
signal to LAs [6]. In communication systems, from wireline
to wireless technologies (e.g., power line communication
(PLC) [7], micropower wireless (MPW) [8], and ZigBee [9]),
hybrid Internet of Things (IoT) technologies have been widely
applied by the communication system operator (CMSO) to dis-
patch large-scale flexible loads in power systems and practical
industries [10]. The related research can be categorized into
three aspects:

(i) The IoT Architecture for Managing Flexible Loads:
There are various flexible loads in power systems. Efficiently
managing these resources necessitates a hierarchical commu-
nication paradigm that encompasses diverse data processing
stages, such as load units, load aggregators, and the system
operator. Thus, the IoT architecture is essential for power
systems of different scales. For instance, Gonzélez et al. [11]
establishes one IoT platform for the components in microgrids
involved in hybrid auxiliary services, with a focus on end-
users and stakeholders. Spano et al. [12] and Viswanath et al.
[13] design a larger-scale IoT system in power systems, to
dispatch large-scale flexible loads through the integration of
diverse wireless or wired protocols.

(ii) The IloT-Assisted Power System Operation: The IoT
terminals are typically deployed at the load sides, such as
buildings, homes, and consumers in parks. They possess com-
munication, computation, and storage capabilities, which are
vital for the operation of power systems. Thus, Ciavarella et al.

1949-3053 © 2025 IEEE. All rights reserved, including rights for text and data mining, and training of artificial intelligence
and similar technologies. Personal use is permitted, but republication/redistribution requires IEEE permission.

Sec h
Authorized licensed use limited to: Z%ejlt g University. Downloaded on

e

t s://W_WW.ieee.or%ﬁublioations rights/index.html for more inform:

tion.
ember 05,2025 at 08:48:09 UTC ;T‘rom IEEE Xplore. Restrictions apply.


https://orcid.org/0000-0002-0593-3892
https://orcid.org/0000-0002-2299-7580
https://orcid.org/0000-0002-1495-4644

3858

[14] utilize IoT’s communication capability to dispatch power
loads for contingency management in power systems. With
computation capability adopted, Zhang et al. [15] applies
some data-driven algorithm on IoT terminals to conduct edge
computing. And Yu et al. [16] and Ma et al. [17] analyze the
normal and abnormal situation in power systems using data
from IoTs. The non-intrusive appliance monitoring method is
implemented for flexible loads in smart homes in [16]. And
the device fault is identified in [17] to develop an advanced
repair strategy utilizing loT-collected real-time data.

(iii) The IoT Accompanying Cyber Attacks: With the grow-
ing number of flexible loads in power systems, the IoT
technologies have become an essential approach to ensure
the accessibility of data related to flexible loads [17]. In
the future power systems, the deployment of IoT terminals
promotes a more open and flexible power and communication
systems [18]. However, it results in much more threats for
cybersecurity as the attacks can be launched on the IoT
terminals, such as denial-of-service attacks [19]. Especially
for dispatching large-scale loads and data-based services, the
system is high vulnerable due to the increasing number of IoT
terminals in [20] and more attacked data in [21], respectively.
In this context, Chen et al. [22] investigates how to enhance
the system redundancy to mitigate potential [oT accompanying
latency attacks.

The existing research studies the application of IoT on
flexible load control, as a supporting technical platform, a
massive data source, and potential weak sections on cyber
attacks. However, the above research gives the assumption that
the IoT terminals have already been deployed for the power
terminals. Actually, the continuous growth of flexible loads
represents significant regulation resources to be dispatched
in the power system. However, they do not have specific
IoT terminals to provide communication, computation, and
storage functions. Thus, it is very urgent to investigate the IoT
deployment problem. The deployment of 10T terminals mainly
confronts three challenges:

i) Massive Power and loT Terminal Access: During the
power system transition, large-scale flexible loads working as
power terminals are involved in providing regulation resources.
The involvement leads to significant communication accessi-
bility demands [23]. Thus, extensive IoT terminals will be
utilized to implement substantial measurement and control
functions to fulfill communication accessibility.

ii) Frequent Interaction Between Terminals: The develop-
ment of IoT technologies activates the participation of flexible
loads in power systems [24]. During the dispatch process,
LAs with large-scale flexible loads are expected to upload
their local data and receive the regulation signal to and
from the PWSO, respectively [25]. This signifies the frequent
interaction between power terminals and IoT terminals.

iii) Cost-effective Communication Accessibility: For the
local access services, the IoT terminals exhibit varying
communication performances, leading to diverse deployment
costs [26]. Indiscriminate investments in massive IoT terminals
are cost enormous for dispatching large-scale flexible loads by
LAs. Cost-effective terminal accessibility is a pressing require-
ment for local access services in communication systems.
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B. Literature Review

The current research is increasingly acknowledging the sig-
nificance of communication accessibility for LAs. Zhang et al.
[27] explore the planning strategy of wireless IoT terminals for
effective communication accessibility in power systems. Also,
emphasizing wireless IoT terminals, Feng et al. [28] propose
a smart power system incorporating an optimal combination
of Wi-Fi and Cellular networks. Devidas and Ramesh [29]
additionally explore the integration within ZigBee. Wireline
communications are also utilized for local access services [30].
The PLC is the primary technology of wireline IoT ter-
minals to achieve communication accessibility for flexible
loads, particularly for residential and utility purposes [7], [31].
Specifically, Liu et al. [32] investigate the PLC access systems
in European power systems. However, the research work solely
focuses on the application of either wireline or wireless IoT
terminals. They neglect the potential benefits of hybrid IoT
terminals that combine both wireline and wireless technolo-
gies, which could enhance the performance of local access
services to dispatch flexible loads [33].

Not only are IoT terminals essential for the communica-
tion accessibility of LAs, but LAs’ regulation strategies also
impact the deployment of IoT terminals. It highlights the
significance of the interaction between communication and
power systems [34], while the current research on local access
services is restricted to the pure communication domain.
Xu and Wang [35] establish the wireless access and relay
network in power systems. Mesh routers and clients are
deployed for communication accessibility. However, the com-
munication performance, such as data transmission rate (DTR)
and data traffic, is determined without considering the actual
communication demands from the PWSO. The deployment of
IoT terminals is further investigated in [29] and [36]. In [29],
the combination of IoT terminals is constrained by factors
such as data latency. In [36], the impact of power networks
is reduced to the power pricing model, resulting in the
allocation of communication resources in cellular networks.
Consequently, these studies fail to account for the impact of
the power dispatch strategy on communication accessibility in
communication systems.

C. Contributions

To the best of our knowledge, how to deploy hybrid IoT
terminals for local access services to dispatch large-scale
flexible loads by LAs has not been investigated in power
systems. Thus, we propose an optimal deployment strategy
of hybrid IoT terminals in power systems. On one hand,
we employ diverse communication performance of hybrid
IoT terminals for enhanced communication accessibility to
dispatch large-scale flexible loads by LAs. On the other hand,
the impacts of LAs’ regulation strategies are established as
communication demands for the deployment strategy of hybrid
IoT terminals.

The contributions are illustrated as follows:

1) A deployment strategy of hybrid IoT terminals is
developed to provide communication accessibility for LAs
with large-scale flexible loads in power systems. Different LAs
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have distinct communication demands influenced by regulation
power. According to these demands, this strategy can effec-
tively deploy the quantity and types of IoT terminals to ensure
adequate communication performance, i.e., transmission rate,
latency, and traffic.

2) A bi-level optimization model is formulated for the
interaction of power and communication systems. In the upper-
level model, the PWSO acquires the dispatch strategy of LAs
and generates communication demands. In the lower-level
model, according to the communication demands, the CMSO
deploys the hybrid IoT terminals to facilitate communica-
tion accessibility of local access services. A percentile-based
scenario extraction approach is adopted to streamline the
communication demands across multiple dispatch strategies
and deliver the expected communication demands.

3) An iterative algorithm is utilized to address the bi-level
optimization problem by balancing the power communi-
cation demands and communication service performance.
Furthermore, the deployment problem for hybrid IoT terminals
in the lower-level model is formulated as a mixed integer non-
linear programming (MINLP) problem. The MINLP problem
comprises various integer variables, products of integer vari-
ables, and bilinear terms. This paper reformulates the MINLP
problem into tractable forms employed in off-the-shelf solvers.

The rest of the paper is organized as follows. Section II
formulates the deployment strategy of hybrid IoT terminals
to dispatch large-scale flexible loads. Section III establishes
the communication accessibility-impacted dispatch strategy
for large-scale flexible loads in power systems. Section IV
develops the bi-level optimization problem, transforms the
MINLP problem into tractable forms, and establishes the
iterative algorithm. Section V validates the effectiveness and
performance of the proposed method in IEEE 33-bus and
123-bus systems. Section VI concludes this paper.

II. PROBLEM ARCHITECTURE

In the problem architecture shown in Fig. 1, there are two
entities in the power and communication systems, namely
the PWSO and the CMSO. In the power system, the PWSO
dispatches the regulation resources from LAs with large-scale
flexible loads to maintain the power balance between power
sources and load consumption, while the dispatch process
depends on the communication services. Thus, in the com-
munication system, the CMSO implements the deployment
strategy of hybrid IoTs for LAs with large-scale flexible loads.
By deploying IoT terminals, the CMSO can offer local access
services for the dispatch strategy of the PWSO.

The relationship among IoT terminals, flexible loads, LAs,
CMSO, and PWSO is further illustrated in Fig. 2. The central
part describes the data communication process for dispatch-
ing regulation resources. For uplink transmission, first, LAs’
operational data is collected by IoT terminals. And then, the
data is transmitted to PWSO by the communication networks
charged by the CMSO. The data is ultimately received by
the PWSO. For downlink transmission, the PWSO issues
the dispatch signals by the communication services of the
CMSO. The data is received by IoT terminals and finally
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Fig. 1. IoT-based communication accessibility of large-scale flexible loads
in power and communication systems.
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Fig. 2. The architecture among IoT, LAs, the CMSO, and the PWSO.

issued to the LAs. The red line highlights the bidirectional
data transmission between the PWSO and IoT, the dispatch
strategy can be well conducted. The blue line highlights the
dispatch-related entities, i.e., the PWSO and LAs. We can see
that the CMSO is positioned between LAs and the PWSO. It
serves as an operator providing communication services for
data transmission between LAs and the PWSO to dispatch
large-scale flexible loads.

To further justify the collaboration among the PWSO, the
CMSO, and the LAs, we give an example based on the
incentive mechanism of Guangdong Power Grid Corporation
in China. In Guangdong, China, there are two major entities
in power and communication systems. One is the Guangdong
Power Grid Corporation acting as the PWSO, responsible
for the dispatch of power systems. The other is Guangdong
Information and Technology Co., Ltd, serving as the CMSO,
responsible for the planning and operation business of the
power communication system.

Why does the Guangdong Power Grid Corporation develop
an independent company for the power communication system
and further establish the incentive mechanism between the
PWSO and the CMSO? The Corporation initially has some
construction projects to enhance the communication systems
for the communication accessibility of power systems. The
projects are supposed to be carried out by all the power
supply bureaus of the Corporation. But, in realistic situations,
these bureaus perceive it as a significant investment. They
believe that investing in communication systems would result
in a prolonged period before experiencing any enhancement
in the power systems. On the contrary, if they channel the
investment directly into power systems, such as upgrading

Authorized licensed use limited to: Zhejiang University. Downloaded on September 05,2025 at 08:48:09 UTC from IEEE Xplore. Restrictions apply.



3860

the power equipment, they can achieve immediate and more
direct improvements in the power systems. Thus, these bureaus
tend to allocate the investment towards enhancing power
devices. This completely contradicts the investment intention
of the Guangdong Power Grid Corporation and even their
stakeholder, the China Southern Power Grid.

To solve the problem, the Guangdong Power Grid
Corporation establishes the Guangdong Information and
Technology Co., Ltd to specialize in the power communication
business, including the construction and operation of power
communication systems [37]. This mechanism -effectively
solves the above problems. On one hand, the substantial
investment is shouldered by the Guangdong Information and
Technology Co., Ltd instead of the power supply bureaus. The
power supply bureaus thereby can pay much less money to
obtain the improved communication services without bearing
the burden of significant investment. On the other hand, the
communication system business is entrusted to the specific
entity, i.e., the Guangdong Information and Technology Co.,
Ltd, to ensure the security of property and communica-
tion service requirements. The Guangdong Information and
Technology Co., Ltd generates profits by offering communica-
tion services to various power entities, such as LAs, operators,
and the bureaus, leveraging its ownership of communication
network assets.

To sum up, the above business for power and commu-
nication systems in Guangdong, China provides a realistic
incentive mechanism. In this work, we utilize the PWSO, the
CMSO, and the LAs rather than the above specific company
names to illustrate a general framework.

It should be noted that data privacy for any entities is
important. There are critical data management rules governing
the data communication process (encompassing collection,
transmission, reception, and analysis) concerning the PWSO
and CMSO. These rules stipulate that the data is forbid-
den to transfer to any third party other than the PWSO
and the CMSO. By this way, the affiliated entities will
take their responsibility to prevent the disclosure of users’
sensitive information [38]. Under circumstances where legal
obligations and responsibilities necessitate, the PWSO and
CMSO are permitted to share essential data with governmental
bodies and other third parties. And the rules are supposed
to be determined and improved collaboratively by both the
PWSO and CMSO. Besides, the data from the IoT terminals
is transmitted based on effective and safe encrypted data
transmission technologies, such as differential privacy-based
approaches [39].

III. THE DEPLOYMENT STRATEGY OF HYBRID 10T
TERMINALS TO DISPATCH LARGE-SCALE
FLEXIBLE LOADS

This section develops a deployment strategy of hybrid
IoT terminals. The various communication performances of
hybrid IoT terminals are optimally employed by considering
the diverse communication demands of LAs. In the objective
function, the costs of deploying hybrid IoT terminals and
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the income from local access services are defined as the
components of the CMSQO’s net income.

A. Objective Function

The objective function of the CMSO is to maximize the net
income, which can be formulated into:

max QCMSO — dem + thc _ Ceai _ Cm’ )

where Q4™ and Q4 represent the income from communica-
tion performance and data traffic, respectively. The variables
C%¥ and C™ represent the equivalent average capital costs and
annual maintenance costs, respectively.

1) IoT Terminal Deployment Costs:

a) Average capital costs: To deploy hybrid IoT terminals,
the CMSO covers the capital costs. The expense can be
converted over the regulation periods throughout the entire life
period of IoT terminals [40]. There are K IoT types considered
by the CMSO. The equivalent average capital expenditure is
formulated as:

eai __ r(1+r)Y
c _—(Hr)y_lzck, )

where r and Y denote the discount rate and expected utilization
lifetime of the deployed IoT terminals, respectively. The
symbols k and K denote the index and set of IoT types,
respectively. The variable C; denotes the capital costs of IoT
type k terminals.

b) Annual maintenance costs: Each year, there are nec-
essary maintenance costs for these IoT terminals [41]:

"= "ok, ©)
kel

where o denotes the maintenance cost coefficient.

2) Local Access Service Income: The communication ser-
vice in power communication systems comprises the local
access service and the remote communication service. As
shown in Fig. 3, the local access service enables bidirectional
communication between the power terminals and the gateways
by deploying necessary [oT terminals for flexible loads. The
remote communication service enables bidirectional commu-
nication between the gateways and the PWSO using fiber
networks, wireless public networks, wireless private networks,
and other means. It is clear that the deployment of IoT termi-
nals plays a crucial role as the fundamental infrastructure, as
the data must be gathered by IoT terminals before being sent to
remote communication networks. And the local access service
plays a pivotal role in the logistical foundation of remote
communication services, as it ensures data accessibility. In this
work, we investigate the communication performance of local
access services provided by IoT terminals, including the DTR,
transmission latency, and data traffic from flexible loads.

a) Charging for communication performance: Inspired
by the pricing scheme in wireless networks [42], when the
DTR is lower, the communication charge will decrease with
the increasing DTR. It benefits the CMSO by stimulating
communication demands. However, for the higher DTRs, the
communication charge will increase as the DTR increases to
reduce the operation costs.
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Fig. 3. The structure of the communication service in power systems.

In this paper, we introduce similar charge functions to
the CMSO. The CMSO decreases the data transmission
costs for LA units, to inspire more communication demands,
while increasing the income when the transmission rate
exceeds some conditions. The relationship can be defined as
a quadratic function, satisfying f(v*)' = 0,v* > 0,f(v*)" >
0. Specifically, the income of the total communication
performance is calculated by:

QP =p. T [a@)?® = bvi +c]
i€l

- Z Z Z(wiutil,lt,d + widri(,jt,d)’ @

deDteT i€l

where D and T denote the 365 days and 24 periods, respec-
tively, indicating all the utilization periods of IoT terminals in
a year. The variable v; is the total DTR of LA i after deploying
hybrid IoT terminals. The parameters a, b, and c¢ are cost
coefficients. The variables ‘L'il’lt’ 4 and ti(,jt, 4 are the uplink and
downlink transmission latency, respectively. The parameters
@} and @} are the latency penalty coefficients for uplink
and downlink, respectively. Since the lower DTR has a larger
income but does not demonstrate lower latency compared to
a higher DTR, the second part of the income serves as the
penalty for high latency. The symbols d, ¢, and i denote the
index of days, periods in a day, and LAs. The symbols D,
T, and Z are corresponding sets, respectively. It should be
noted that we consider the charging for DTR is always exist
for every period since it is purely related to the IoT terminal
deployment.

b) Charging for data traffic: The CMSO also charges for
the data traffic, both operational data transmitted via uplink
and control signal data transmitted via downlink. The charging
scheme is established by:

gle — Z Z Z(X?KUAP}J’d/Qi + )\?KdAP},t,d/Qi), (5)

deDteT ieZ

where 1Y and A? are traffic unit prices of uplink data and
downlink data, respectively. The symbols «" and «¢ denote
the unit data traffic of one flexible load unit via uplink
and downlink, respectively. The variable AP}’L 4 denotes the
regulation power of LA i. The parameter p; indicates the
average regulation power of one flexible load unit by one LA.
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B. Allocation Constraints of loT Terminals

1) Communication Demand  Constraints: In  power
systems, the PWSO dispatches large-scale flexible loads
by LAs. The dispatch strategy is represented by AP;‘j 4=
[APll’t’d, R AP%J’d, e, AP}’t’d]. The LAs propose various
communication demands for local access services. To
be specific, the communication demands of large-scale
flexible loads indicate the specific requirements of local
data transmission and reception when they are dispatched
to provide regulation resources by the PWSO. These
requirements include i) the physical constraints of IoT
technology access (wired IoTs are not suitable for movable
types of LAs [43]); ii) the limitations of the DTR; iii) the
constraints on the transmission latency in response to the
dispatch strategy; iv) communication protocols based on
DL/T 698.45, providing the standardized information model.
Satisfying these demands, the CMSO then deploys the hybrid
IoT terminals for LAs to dispatch large-scale flexible loads,
providing regulation resources. Thus, the IoT terminals should
satisfy the following constraints.

a) Hybrid IoT types: There are K types of IoT terminals
deployed for LAs in the power systems. Different types of IoTs
affect the communication DTR, latency, and costs. Consider
that each LA supports multiple types of IoTs and all the
flexible loads within the same LA share the IoT terminals. We
define the integer variable x;x € N to indicate the quantity
of IoT type k terminals deployed to the LA i. The set N
encompasses nonnegative integers.

b) DTRs of diverse LAs: The data transmission process
between the PWSO and LAs is essential. Initially, LA i
uploads its operating status data to the PWSO using the IoT
terminals as a DTR of v;. Subsequently, following the dispatch
strategy, the PWSO issues the control signals to LA i with the
same DTR. The DTR for uplink and downlink is considered
to be uniform, expressed as follows:

D keic XikPr

vi= Y xikbi-Ib(1 + M1 N
1

kekC

)s (6)

where by represents the bandwidth of the communication
channel when the LA i is deployed with IoT type k. The
parameter Pj represents the transmission power of the commu-
nication channels. The parameter Ny denotes the noise power
of the communication channel. The parameter M; represents
the electromagnetic interference power when electric devices
work [44]. It should be noted that the LA i’s DTR doesn’t vary
with periods or days since it is determined by the terminals.

Besides, the DTR is limited by the requirements of the
PWSO, derived by:

vi >V, (7

where v, is the least value based on the requirement of
the PWSO. For example, according to the standard GB/T
15148-2024 of China, Technical specifications for power load
management system, the DTR is not allowed to be equal or
less than 2400 bps.

c) Transmission latency: As shown in Fig. 3, the trans-
mission latency consists of the uplink latency rl."‘t’ 4 and
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downlink latency rﬁh 4+ The uplink latency indicates the trans-
mission time consumed for uplink data transmission from
data generation from the IoT terminals to data received by
PWSO, forwarded through the gateways. The downlink latency
indicates the transmission time consumed for downlink data
transmission from the PWSO to the IoT terminals, forwarded
through the gateways.
They can be expressed by, respectively:

Tind = Til,lid F T T = Ti(,j;}d + Ti(,igd’ ®)
where the superscript 1 and r represent the latency for the
data transmission between [oT terminals and the gateway and
between the gateway and the PWSO, respectively.

For the data transmission between IoT terminals and the
gateway, the latency should satisfy:

1 dl
itd = TipaVio th,a’ = TiraVi> ©)
where F d and F d represent the data traffic uploaded by
LA and 1ssued by the PWSO, respectively. And v; indicates
the DTR of the communication link from LA i to the gateway.
Based on the simplified model in [45], we derive the data

traffic:

qutd = KUAP}',t,d/Qi + Y,

d 1 d

Fttd =Kk"AP; /0 + 77, (10)

For the data transmission between the gateway and the
PWSO, the latency should satisfy:

u ur f d _ _dr f

Uiva =Tita” Viea=Tira”> (11

where vf indicates the transmission rate of the communication

link. This work considers the communication network between

the gateway and the PWSO as the fiber network. Thus, the

transmission latency 1: d and '1: d can be neglected due to
the high DTR of fiber. Thus Eq (8) is derived by

dl

L (12)

u o ul d o
Titd ~ Vind Titad ™

Thus, the total transmission latency can be limited by:

g+ Tha ST (13)

where T' is the data latency limit by the CMSO, which
refers to the standard “Technical specifications for power load
management system” (GB/T 15148-2024) of China [46].

d) Communication protocols: According to the standard
GB/T 15148-2024 of China, Technical specifications for power
load management system [46], both the uplink and downlink
transmission are suggested to follow the requirements of the
standard DL/T 698.45 [47].
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2) Deployment Constraints:
a) Coupling relationship between IoTs types and LAs:
Generally, the types of hybrid IoT terminals for local access
services are divided into two types, i.e., wireline and wireless,
as follows:
K=K*UK®, Vke K, e K,

s €K, (14)

where K¢ and K° are the sets of wireline and wireless
IoT types, respectively. The indexes e and s satisfy e =
{1,....,K%,s = {K° 4+ 1,...,K® + K*}. The symbols K*®
and K® are the numbers of wireline and wireless IoT types,
respectively.

Thus, we further specify binary variables u{ and u} to
indicate that the LA i is deployed with wireline or wireless
IoTs, respectively, satisfying:

u§ -u; =0, uf +u; =0, uf,u} €B, (15)

where the set B encompasses binary integers.
uf =1, if Jx;. >0, Ve € K¢, (16)

ui =1, if x5 >0, Vs e K°

The CMSO offers wireline and wireless IoT technologies
in communication systems, while there are various large-
scale flexible loads by LAs in the power systems. It is
complicated to study the allocation of different types of IoT
terminals for each type of flexible load. Thus, according to
the movability characteristics-based model [48], we categorize
LAs with large-scale flexible loads as either movable or
immovable loads. These categories are denoted as plml for
movable loads and p}ml for immovable loads, respectively. For
example, on the one hand, movable loads indicates electric
vehicles and other mobile loads. On the other hand, immovable
loads encompass devices like air conditioners, energy storage,
and others. Thus, the external characteristics of LAs can be
represented by:

ml +pl§ml — 1, IOi 1m1 _ 07 101 ’pzlml cB.

l

a7)

We assume that the external characteristics (i.e., movable or
immovable abilities) of each LA remain constant within one
regulation period.

For the CMSO, the different types of wired and wireless
IoTs affect the deployment of IoTs, taking into account the
movability characteristics of diverse flexible loads. In contrast
to wired IoT technologies, the wireless IoT technologies are
supposed to be a feasible way for movable flexible loads,
such as electric vehicles and loads where the wire is hard to
access [43]. Thus, the relationship between IoT types and LAs
can be expressed by:

uj =0,

if o =1. (18)

b) Connectivity constraints for IoT terminals: There are
multiple types of IoT terminals available for local access
services. The quantity of various IoT terminals denoted by N
is calculated as follows:

NP =Y ik

iel

19)
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For the IoT terminals with connectivity constraints, the con-
troller needs to be installed for the terminals. The connectivity
is limited by:

Ny = IN&/s°T, (20)
where the function symbol f[x] denotes the smallest integer
greater than or equal to x. The parameter ¢¢ denotes the
maximum quantity of connected terminals for IoT type k.

c) Operational reliability constraints for loT terminals:
For the operation of IoT terminals, they may fail to work
as some possibility. Thus, we adopt the simplified N-1 prin-
ciple for terminals in communication systems. The CMSO
deploys the backup terminals for each IoT to provide high-
reliability communication accessibility. Thus, the terminal
number should be:

NO™ = nN™,
N = nNy, 1)
where the parameter n indicates the “N-1" principle for IoT
terminals in communication systems. The CMSO deploys n—1
backup terminals for each IoT terminal. This work considers
one backup terminal for one primary terminal.
The capital costs of IoT type k terminals are expressed by:
Ci = PN 4 ENO, (22)
where c,f‘ and ci denote unit costs of terminals and controllers,
respectively.

IV. COMMUNICATION ACCESSIBILITY-IMPACTED
DISPATCH STRATEGY FOR REGULATION POWER

A. Objective Function

The objective of the PWSQO’s dispatch strategy is to mini-
mize the total value of electricity costs and local access service
costs in the power systems, which can be formulated into:

CPWSO Cdcs

min =C% + (23)
where C* and C9° represent the annual electricity costs and
local access service costs, respectively.

1) Electricity Costs: Consider the operational costs of
power systems over a year within 365 days. The PWSO
dispatches the generation power from the utility grid and
distributed energy resource generators. Also, the PWSO dis-
patches large-scale flexible loads by LAs to provide regulation
resources. Thus, the annual electricity cost of the PWSO is

calculated as follows:

=30 [a®(P5, ) + DEPS, 4 + ]

deDteT geG

+ 3 (praAPl, ).

deDteT i€l

(24)

where P?t’ 4 denotes the generation power from generators.
The parameter p;, represents the unit price of regulation
resources. The parameters a2, b2, and c¢® are the cost
coefficients. The symbol G is the set of generators.
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2) Local Access Service Costs: Dispatching regulation
resources from LAs generates data communication demands.
Naturally, the PWSO shall pay for local access services
as Cdes,

Cdcs — thc + dem’ (25)

where the detailed local access service costs (i.e., data traffic
costs and performance costs) are the negative of the detailed
income of local access services for the CMSO in Egs. (4)-(5).

B. Dispatch Constraints of Generators and LAs

1) Communication  Accessibility-Impacted  Regulation
Constraints: The communication accessibility suggests that
with the deployment of IoT terminals, the LA i can be
dispatched. However, it can not be dispatched in the absence of
deployed terminals. The communication accessibility indicator
is expressed by:

L ifvi#E0 .
CAita = {0’ if v =0 Viel. (26)
The regulation power APLL 4 Of LA i is derived by:
1,0 1,a . _
AP — Plra—Plg HCAa=1 ’ @7)
itd = o, if CAjq=0

where P r.q and P r.q are the scheduled load power and
dlspatched power of LA i, respectively.

Moreover, the LAs are expected to adhere to the following
constraints:

1+
AP”d < APltd APztd’ (28a)
- 1a 1+ 1.- l.a 1+
PlldSPltdSPltd’ QitdEQi,t,dEQi,t,d’ (28b)
Qi?d =prt 1.4 tan arccos ¢, (28¢)

where ¢ll- denotes the power factor of LA i. The subscripts —
and + indicate the lower and upper limits of the variables,
respectively.

2) Power Constraints for Generators: The generators
should satisfy the generation power limitations, derived by:

Qgtd — Qgtd — Qgtd’(29a)
(29b)

<p: < pst

25"
P g.td — " gtd

g.td
Qg,z,d = Pg’t’d tan arccos ¢,

where ¢§ denotes the power factor of generator g.

3) Uncertainties From WTs and PVs: The chance con-
straint is employed to consider the uncertainties from WT and
PV generators in power systems [49], as follows.

(30)
€1y

PriPy <Pyfy = 1—¢%, VgeW,
PriPl < PP} > 1 &P, Vges,

indicate the generation power of WTs
pv.f
Py

pv
where Py and Py

and PVs, respectively. The parameters P;‘f and are the
forecast power of WT and PV generators, respectively. The
symbols e and PV are the risk that the generation power
exceeds the forecast power of WTs and PVs, respectively. The
sets W and S include the WT and PV generators, respectively.
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The tractable formulation of Eq. (31) is derived by
Py < Pyl — o7 (e™)8Y, Vg e W,
PR < PRI — =1 (eP)8P, Vg e S,

(32)
(33)

where the bias between generation power and forecast
power of WT and PV generators follows normal distribution
oY, 6%)?) and ¢ (uP', (8PY)?). The mean is zero and the
symbols §% and §PV are the standard deviations of WT and
PV generation power, respectively.

4) Power Balance Constraints for Electricity Buses: The
nodal power balance of each bus should be constrained by:

2 l,a bi _
Poita = Poia~ ZbeBm P) =0, Vme M,
g l,a b _
Qm,t,d - Qm,l,a’ - Zbel’)’m Qbr =0, Vm e M. (34)

where the symbols Pgr and Q'Zr are the active and reactive
power flow of branch b, respectively. The set B, includes all
the branches directly connected to bus m. The symbol M is
the set of electricity buses.

5) Power Flow Constraints: The power flow model is
simplified by employing a decoupled linearized approach
in [50], as derived by:

Py = gmn(Um,t,d - Un,t,d) - bmn(em,t,d - en,t,d)a
Op = _bmn(Um,t,d - Un,t,d) - gmn(em,t,d - en,t,d)a (35)

where g, and by, denote the real and imaginary part of
the admittance of branch b from bus m to bus n, and they
satisty gmn = Fan/ (12, + x2,) and by = —Xpn/ (12, + X2,
respectively. The bus n is the index of B,,. The variables
Un.t.ds Om.t.d> Un,t.4, and 6, 1 4 are the bus m’s and n’s voltages
magnitudes and angles, respectively, satisfying:

— + — +
Um,t,d =< Um,t,d =< Um,t,d’ Qm,t,d =< em,t,d =< Qm,t,d' (36)

All the power flow across the power branches should satisfy
the transmission capacity of transmission lines in the power
systems, as illustrated by:

P <Py <P, Q)" <0, <Ot (37)

C. Percentile-Based Scenario Extraction

After formulating the optimization model for dispatching
large-scale flexible loads in power systems, the PWSO estab-
lishes LAs’ dispatch strategy to provide regulation resources
in one year, as derived by:

O ={AP,4, YVt €T, Vd € D}. (38)

where the strategy for each period is represented by 1 x [
vector of AP g =[APy, ;... AP}, ..., AP}, ]

The total regulation capacity satisfies AP,y =
Y icr APi; 4, establishing the percentile distribution. Then,
to satisfy the communication demands in power systems, the
PWSO extracts the percentile-based scenario of regulation
strategies. It selects the regulation strategy AP;,; where the
regulation power AP,q, exceeds that of other o% situations
in a year, as determined by:

AP*, =arg min |[AP,q — AP 4 - 171]. 39
d gAP,,deO 0% 1d 1x1| (39)
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V. PROBLEM FORMULATION AND SOLUTION METHODS
A. Bi-Level Model

The deployment of hybrid IoT terminals can be formulated
as a bi-level optimization model, by balancing communication
demands from LAs and communication performance from
terminals. In the upper-level problem, the PWSO maintains
the system balance by dispatching LAs while minimizing the
total costs of electricity and communication sectors:

CPWSO — (2 + Cdcs
st (24) — (37).

min
(40)

The decision variables in the upper-level problem are
Dy = (AP, 1. Py g O APy Pova Qv Uit
Om.t.d, Yie L, Vme M, YteT, Vde D }.

In the lower-level problem, the CMSO deploys the IoT
terminals for LAs. The optimal IoT terminal deployment
scheme can be achieved while maximizing the CMSO’s net

income:

QCMSO — dem + thc _ Ceai —_cm
(2) = (22).

max
(41)

s.t.

The decision variables in the lower-level problem are
DV = {v;, t¥, o T ik Vi€, ¥t e T, VdeD }.

B. Tractable Formulations

The lower-level model includes multiple nonlinear terms,
including polynomial terms, bilinear terms, and products of
integer variables. These terms are converted into tractable
forms as follows. Consequently, the model is reformulated into
a MINLP problem.

1) Polynomial Terms: For DTRs, the constraints involve
nonlinear terms. As the bandwidth by, along with the trans-
mission power Pj are input parameters, the DTRs v; are
discrete variables. The nonlinear terms in Eq. (6) can be trans-
formed into the product of binary variables and parameters,
respectively.

Py

=3 yialby - Ib(]
Vi ZXz,k[k ( +Mj+N0

kelkC

N=Y xikvk, (42)
kekC

where vy is the DTR of the IoT type k terminal.

2) Bilinear Terms: The transmission latency constraints
involve decision variables v;, Tilfz, & and rf[, 4 The multiplica-
tion of decision variables leads to the bilinear terms. By using
the McCormick envelopes [51], these terms can be transformed
using the auxiliary variables w; ; 4, as shown below:

u  _ _u . d __ _d .
Witd = TitaVi> Witad = GitdVi- (43)

The solutions after relaxation remain feasible for the original
problem before relaxation. The detailed derivation process can
be found in [52]. Besides, the precision comparison between
relaxed and final solutions can be found in Appendix.

3) Product Terms of Integer Variables: The income of local
access services is the quadratic function of DTRs. We can
see that the DTR involves the linear combination of multiple
IoT terminals by K integer variables, i.e., x;x, Yk € K. The

quadratic terms vl-2 are nonlinear involving products of integer
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variables. Thus, we transform them into linear items by the
big M method [53].

C. Iteration Algorithm

The deployment problem of hybrid IoT terminals involves
numerous integer variables and their products. The bi-level
problem can not be solved by Karush-Kuhn-Tucker conditions
in one step [54]. To solve the bi-level problem, we find the
consensus constraints. They include the data traffic constraints
in Eq. (10) and communication accessibility-impacted regula-
tion constraints in Eq. (27). These constraints are introduced
to guarantee the consistency of the interaction powers between
the CMSO and PWSO. Referring to [55], the bi-level optimal
model will not get an optimal solution until the constraints are
satisfied in the iteration algorithm. Therefore, we establish an
iteration method to address the bi-level optimization problem
in Algorithm 1.

The convergence condition is represented by:

|CPWSO[L] _ CPWSO[L/” <€
|QCMSO[L] _ QCMSO[L/]l <e.
u}‘[t] = u}il [

(44)

If / = — 1, the iteration meets the convergence condition.
The strategy is achieved from the iteration ¢. If / = ¢ — 2,
the iteration results involve the oscillation due to the integer
variables. The strategy is achieved by finding the iteration ¢
within the minimum social costs SC, as following:

mlin {SC[], SCI'1}, 45)

where SC[(] = C*[(] + C®[(] + C™[1].

VI. CASE STUDIES
A. Case Settings

We adopt the modified IEEE 33-bus system with the
integration of distribution energy resources (DER), i.e., WT
generators and PV generators. This modified power system
includes two WTs (WT1 at node 18 and WT2 at node
25) and two PVs (PV1 at node 22 and PV2 at node 33),
respectively [56]. The regulation price is set as 2 CNY/kWh
for the power systems. To simplify, the price is standardized
for all LAs regardless of the location. Besides, the average
regulation power g; is set to 10 kWh for LAs 1-10 and 5 kWh
for LAs 11-32. Considering PLC, MPW, and ZigBee are
specifically adopted in the simulation, the further cost and
technology parameters are outlined in Table I. The maximum
time delay comprehensively refers to the execution standard in
China [46] and the requirement of peak regulation [57]. The
simulations are conducted using MATLAB 2022b with Gurobi
9.5.2 [58] and YALMIP toolbox [59].

B. Dispatch Strategy of the PWSO

1) Power Regulation Results: Although there are varying
generation power and load consumption, twelve typical sce-
narios from the annual output power of WT and PV generators
in [60] are extracted after clustering. We extract one scenario
from each month and finally obtain 12 output power of WT

3865

Algorithm 1 The Iteration Algorithm

Require: Generator and load information for the PMSO,;
Parameters of hybrid IoT terminals for the CMSO.

Ensure: PWSO’s optimal dispatch strategy Dy"PP°";
CMSO’s optimal deployment strategy Dy'°Ve".

1: Initial the iteration index ¢ = O and the iteration times
limit V, and initial communication accessibility variables
(i.e., CA[0] = {v;i}).

2: repeat

3:  Allocate the communication performance according to

the communication accessibility variables CA[(].

4:  Solve the upper-level problem:

Dy"PPeT — argmin (C° 4 C99).
5:  Obtain the dispatch strategy Dv"PP*"[(] and calculate the
PWSO’s total costs CEWSO[,].

6:  Extract the percentile-based scenario and transfer the

extracted dispatch strategy, i.e., AP;‘j 4 to the CMSO.

7:  Solve the reformulated lower-level problem based on

tractable transformation:
Dvlower = arg max (dem + thc _ Ceai) —Ccm),

8:  Obtain the IoT terminal deployment strategy Dv

and calculate the CMSO’s net income Q°MSO[(].

9:  Update communication accessibility CA[t + 1].

10 =1+ 1.
11: until Convergence conditions are satisfied or ¢t < V.

lower []

TABLE I
THE COST AND TECHNOLOGY PARAMETERS

Parameter Value Parameter Value
P =1, ,12 1 ™ (CNY) 20
PN, i =13,---,32 0 ™ (CNY) 100
A} (kbit) 400 ™ (CNY) 40
XY (kbit) 248 & (CNY) 100
v, v5, vY (kbps) 100, 100, 250  T™ (s) 10
vy, v§, v§ (kbps) 100, 100, 250  r 0.05
P 300 a 0.03

and PV generators. Besides, the characteristics of power loads
are also utilized to extend the scenarios. Four power load
profiles are considered, with one profile for each season. By
this way, four scenarios are expended to 12 for 12 months
across 4 seasons (i.e., S1, S2, S3, and S4). The strategy
provides the preliminary information for the deployment of
hybrid IoT terminals. The strategy of the PWSO in twelve
typical scenarios is shown in Fig. 4.

The fluctuation of DERs’ output power results in variations
of the generation power from the utility grid. From January
to March, the PVs play a significant role in the generation
power of DERs. They can contribute up to a maximum of
11.01% in total generation power. From April to July, the WTs
increase their power output and have similar proportion with
PVs, especially in April with the share of 16.32% due to the
weather changes. In June, the combined power output of all the
DERs peaks at 29.42%, the highest among the all scenarios. In
July, the WTs’ power exceeds the PV, reaching 15.30% over
12.31% of PVs. After that, the PVs are the primary DERs
in the power systems since their outputs are roughly double
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Fig. 4. Dispatch plan in twelve typical scenarios.

that of the WTs. The DERs’ output power from August to
December accounts for 15.16% to 18.82%.

To maintain the power balance, the PWSO dispatches
large-scale flexible loads by LAs to provide peak regulation
resources across the power systems. Generally, the LAs con-
tribute up to a maximum of 9% regulation resources during
peak periods of 8:00-12:00 and 17:00-22:00 in S1, S3, and
S4 due to the minimal fluctuation in DERs’ power output.
However, as a result of the significant decrease in PVs in April
and June, the DERs supply reduced power output during the
nighttime (e.g., 17:00-22:00). Thus, the PWSO must dispatch
flexible loads to provide regulation resources. In particular,
the maximum regulation resources reach 334.90 kW with a
decrease of 11.36% of total loads.

2) Scenario Extraction: The violin graph in Fig. 5
describes the distribution of regulation power demands over
ninety-six periods. In over 50% situations, the power sup-
plied by the utility grid and DERs can meet the load
demands in the power systems. The scenario based on per-
centiles is extracted from Fig. 5. For example, the scenario
at the 90th percentile shows the regulation power demand of
270.63 kW during the 21st period in January. The scenario
at the 100th percentile represents a regulation demand of
358.82 kW throughout all periods. This paper regards the
98% percentile regulation demand as the extracted scenario,
specifically, the regulation power demand of 324.09 kW during
the 19th period in January. This suggests that the deployment
strategy tends to cover 98% of scenarios during the operation
of the power systems.

3) Communication Demands: Following the extraction of
the percentile-based scenario, the regulation strategy of each
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Fig. 5. The distribution of regulation power in twelve typical scenarios.

LA throughout all periods is presented in Fig. 6(a). During
the 19th period in Jan., the LAs 1-10 offer a higher amount
of regulation resources in comparison to LAs 11-32. In
the remaining periods across the scenarios, the regulation
resources are mainly provided by the LAs 1-10. In this
way, the data transmission demands can be more intensively
delivered to the CMSO to save communication costs.

Moreover, all related communication demands are illus-
trated from the perspectives of regulation periods and multiple
LAs as follows. In Fig. 6(b), the uplink data traffic between
LAs 1-10 and LAs 11-32 exhibits a significant variance and
amplification due to the variations in regulation power. This
comes from the diverse average regulation capacity parameter
0i- The equivalent regulation power demand results in more
data traffic for LAs 11-32 than for LAs 1-10. Additionally,
the downlink data traffic varies among LAs across scenarios
in a similarly proportional manner rather than a strictly
proportional manner, due to the random nature of the data
traffic. It follows that the data communication demands (uplink
and downlink data volume) vary based on both the internal
regulation power of LAs and the traffic load of bi-directional
data. Thus, the work is widely applicable to other power data
transmission scenarios.

C. Deployment Strategy of Hybrid IoT Terminals

1) Deployment Strategy: To accurately and effectively dis-
patch the flexible loads, the CMSO develops the deployment
strategy of hybrid IoT terminals to provide local access
services for LAs within power systems. Fig. 7(a) and (b)
describe the quantity and DTR for each LA to provide
regulation resources, respectively. The LAs 1-9 have higher
DTRs than LAs 10-32 after implementing the IoT terminals of
PLC, MPW, and ZigBee. The LAs 1-3, and 6-7 are equipped
with three ZigBee terminals to provide a rate of 750 kbps.
LAs 4-5, and 8-9 have 1 ZigBee terminals to maintain the
rate at 250 kbps. LAs 10-15 and LAs 16-32 are each equipped
with two MPW and PLC terminal, respectively, resulting in a
reduced rate of 200 kbps.

Apart from the DTR, data transmission latency also impacts
the IoT terminal deployment strategy. Fig. 8 describes the
communication performance of LAs through the deployment
of hybrid IoT terminals based on the extracted scenario
(i.e., the 19th period in Jan.). The LAs 1-10 provide larger
regulation power, leading to greater data traffic during the data
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uplink process. The greater data traffic leads to higher data
transmission latency, although the latency consistently remains
below five seconds. The latency applies to day-ahead, intra-
day, and hour-ahead regulation scenarios. Due to the lower
data downlink traffic compared to uplink traffic, the downlink
latency naturally meets the limit.

2) Costs and Income: The detailed costs and income of
the PWSO and CMSO are outlined in Table II. Given that the
regulation price is two CNY/kWh across all LAs temporally
and spatially, the regulation power remains consistent across
different periods among four typical scenarios. It leads to the
fixed generators’ costs of 9,738 million CNY and LAs’ costs
of 1.66 million CNY during one year.

Apart from electricity costs, communication costs are also
significant for dispatching large-scale flexible loads. The com-
munication costs of 113.69 million CNY account for around

TABLE II
THE DETAILED COSTS OF THE BILEVEL PROBLEM

The entity Ttem Value (*e+3 CNY)
Generators’ costs 9738.12
LAs’ costs 1659.51
Charge for DTR 23.33

The PWSO Charge for volume 199.33
Latency compensation 108.77
Costs for IoT 113.69
Total costs 11511.32
Terminal costs 1.13
Profit from DTR 23.33

The CMSO Profit from volume 199.13
Penalty from latency 108.77
Net income 112.56

7% of LAs’ regulation costs. This constitutes a significant
portion of the PWSO. For further elaboration, the data com-
munication services encompass DTR, traffic, and latency. It
is easy to see that DTR and traffic are two important indexes
for local access services. The regulation resources from LAs
generate not only electricity costs but also the costs for DTR
and traffic. In the proposed charging scheme in Eq. (4), the
lower DTR will be charged more while the higher rate is
charged less in the early DTR demand development period.
Thus, there are latency compensations for lower DTRs.

The CMSO deploys 34 PLC terminals, 1 PLC relay switch,
12 MPW terminals, and 19 ZigBee terminals for 32 LAs across
power systems. Besides, they have a set of identical terminals
as backup terminals for the simplified “N-1" principle. The
terminal costs amount to 1130 CNY per year, significantly
lower than the CMSO’s income. This demonstrates that the
CMSO mainly generates revenue by offering local access
services through profits from the DTR and traffic, as well as
penalties for latency.

3) Convergence Process: The termination condition of the
iteration process includes two aspects: i) the consistent deploy-
ment strategy for [oT terminals, the maintenance of consistent
objectives of both PWSO and CMSO within specified thresh-
olds; ii) the limitation of the iteration times. Fig. 9 visualizes
the process of iterative convergence in the bi-level problem.
Three kinds of DTRs are deployed across 32 LAs after
three iterations. As shown in Fig. 9 (a), the objectives of
upper-level and lower-level problems, i.e., PWSO’s total cost
and CMSO’s net income, present convergence after three

Authorized licensed use limited to: Zhejiang University. Downloaded on September 05,2025 at 08:48:09 UTC from IEEE Xplore. Restrictions apply.



3868

. 30 (o T A
(= 140 > — LAI6 —»— LA17 —8— LAI8 —%— LA19—8—LA20
- o LA2t o 1A22 4 1423 LA24 425
Z 115501 v=3, convergence & = A6 > Lz o LATH LAz o LAsD
- CMSO: 113.12%¢+3 1120 ¢ D7 AR
+ [EEEE e A 5 3
211520 / (S z 3
< /S TV 2 s
g / PWSO: 1151 1*e+3 g ?
3 : e* 54 5241
e 11490 80 £ =
: ER S
g I =
o 11460f | [L=—rwso = cmsalo g o
172] .
z g
. . . . 40
A 0 B 4 3 s 10° O 0 2 4 6 8 10
Iterations Tterations
(a) Cost. (b) Regulation power.
[Fe—LAl—e—LA2——LA3—v—LA4 LAS
1400 LA6—>— LA7—e—LA8 —+—LA9 —*—LAI0
|—o—LAll ——LA12 —<— LAI3 —%— LA14 ——LAIS
|| LAl6 LA17 LAIS ——LA19 —v—LA20

1200
|—¢—LA2]1 —+—LA22 —»—LA23 —— LA24 —*—LA25

1000 M LA26 —o—LA27 ——LA28 LA29 LA30
|——LA31 ——LA32

LA 1~3, 6~7: 750 kbps

DTR (kbps)

400 | LA 4~5, 8~9: 250 kbps 1

200

LA 10~32: 200 kbps

0 n n
0 2 4 6 8 10
Tterations

(c) DTR.

Fig. 9. The iterative process with convergence.

iterations. The interaction power, i.e., the regulation power
and DTRs, also exhibits convergence after several iterations in
Fig. 9 (b)-(c).

Fig. 9 describes the process of the condition i). The other
iteration condition ii) operates under the situation in Fig. 10,
when the regulation capability of LAs is altered. As shown in
Fig. 10 (a), the objectives of upper-level and lower-level prob-
lems, i.e., PWSO’s total cost and CMSQO’s net income, present
oscillation due to the deployment of integer IoT terminals.
The optimal solution can be found in 3rd iteration within the
minimal social cost. The interaction power, i.e., the regulation
power and DTRs, also exhibits oscillation and convergence
after several iterations in Fig. 10 (b)-(d). Specifically, in the
case of LAs 4-5 and 8-9, the DTR oscillates between 300 kbps
from three MPW terminals and 750 kbps from three ZigBee
terminals. In this situation, we select the strategy from the 9th
iteration, where LAs 4-5 and 8-9 are equipped with a DTR
of 300 kbps from three MPW terminals. This will result in a
marginal reduction in social costs compared to the alternative
strategy from the 9th iteration.

The performance of the proposed method also depends on
the computation time. Each iteration requires approximately
1500 seconds. The optimal strategy is identified by the 3rd
iteration of the iteration process. Consequently, the total
computation time amounts to 4212 seconds. Given that the
proposed method is designed for the deployment of hybrid
IoT terminals, it proves to be practical for the coordination of
power and communication systems.

D. The Effectiveness of the Proposed Method

Five cases are considered in Table III to validate the
effectiveness of the proposed bi-level optimization method.
To simplify, the validation is conducted based on four typical
scenarios from four quarters in a year. Fig. 11 illustrates the
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Fig. 10. The iterative process with convergence and oscillation.

TABLE III
CASE SETTINGS
Case Settings Interaction
PLC MPW Zigbee (40) to (41) (41) to (40)

Case 1 v v v /

Case 2 v v / v v

Case 3 v / v v v

Case 4 / v / v v

Case 5 / / v v v
Proposed method v v v v '

| Casel [\ Case2 [[T[]] Case3 [ 7] Case4 ] Case5 [l Proposed methodl
e — . } R

Terminal costs

400 600 800 1000 1200 1400 1600
DTR costs ~ [fejmm N R (oo o o]
21000 22000 23000 24000
Traffic costs | - — | |
0 30000 60000 90000
Latency I I §§§§§§1
compensation U : L
0 1000 2000
Local access o |
service costs  ELEEoCEr o e i
0 40000 80000 120000
Social costs  FeEEemEm—————r——e _J |
10526000 10526400 10526800 10527200 10527600

Fig. 11. The detailed cost items among cases.

detailed costs and income among five cases and the proposed
method. In Case 1, only the dispatch strategy is transmitted
to the CMSO, while the IoT terminal deployment strategy
does not affect the optimization of the upper-level problem. It
follows that the local access service costs in Case 1 are the
most among all the cases. The service costs account for around
16.70% in LAs’ regulation costs. The high-DTR IoT terminals
lead to the lowest latency compensation. Although the CMSO
attains the greatest income from local access services, the
social costs in Case 1 surpass those in other cases.
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Fig. 12. The impact of the latency requirement on DTR of the deployment
Strategy.

Apart from Case 1, the traffic costs of the PWSO remain
consistent following the interaction between bi-level problems.
In other words, the data traffic demands are uniform among
cases. In Cases 2-4, the CMSO net income declines by 340
CNY and 466 CNY, respectively, compared to that in the
proposed method. Simultaneously, the DTR decreases since
the DTRs of PLC and MPW terminals are lower than the other.
It leads to an increase in transmission latency regardless of the
improved compensation. The DTR of the individual terminal
in Case 5 is the most rapid compared to other cases, while the
terminal costs are the most elevated. Accordingly, the social
cost in Case 5 slightly exceeds that in the proposed method.
Moreover, the CMSO’s net income decreases by around 2.69%
from 88,106.56 CNY in the proposed method to 85,738.80
CNY in Case 5. In other words, the CMSO can obtain higher
net income in the proposed method and simultaneously reduce
additional social costs of around 100-200 CNY per year.

E. Sensitivity Analysis

Considering the diverse latency limits for various regulation
services, we analyze the impact of the latency requirement
on the deployment strategy of IoTs in Fig. 12 and Fig. 13.
On the one hand, when the latency limit increases from 10s
to 12s, the LAs 4-5 and 8-9 decrease by 16.67%. On the
other hand, the DTRs of LAs generally increase when the
required latency gets more critical, especially for LAs 4-5,
and 8-10. When the latency limit decreases from 10s to 8s,
the LAs 4-5 and 8-9 change the deployed IoT terminals from
MPW to ZigBee for around double DTR of 750 kbps. And
the LA 10 slightly increases the DTR by 20%, from 250 kbps
to 300 kbps. In terms of the impact on costs, the decreasing
20% latency limits increase the terminal costs by 23.42%,
while the same increment deduces that by around 2.53% in
Fig. 13(b). However, the income and cost terms for the 9s and
10s requirements are close due to their similar deployment
performance.

Then, we study the impact of the average regulation power
on the deployment strategy in Fig. 14 to further analyze
the influence of power systems on communication systems.
When the average regulation power decreases, LAs’ data
traffic increases. Thus, the average DTR increases within the
consistent latency requirement. Specifically, the LAs 4-5 and
8-9 increase by 150% from 300 kbps by 3 MPW terminals
to 750 kbps by 3 ZigBee terminals, while LA 10 has a
slight increment of 20%. When the average regulation power

3869
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Fig. 13. The impact of the latency requirement on incomes and costs of the
deployment strategy.
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Fig. 15. The distribution of the PWSO’s dispatch strategy across scenarios

in the modified IEEE 123-bus system.

increases, LAs’ data traffic has a much less decrease. The
DTR of IoTs for LAs 4-5 and 8-9 decreases by 50 kbps.
It follows that the deployment of IoTs is sensitive to more
critical communication demands from the power systems.

F. IEEE 123-Bus System

In this section, we verify the effectiveness of the proposed
method in the modified IEEE 123-bus system to delve deeper
into the scalability. There are two WTs on buses 22 and 111
and two PVs on buses 43 and 59. To simplify, the validation is
conducted based on four typical scenarios from four quarters
in a year. We discuss the computation scalability of the
proposed method. The simulation of the modified 123-bus
system finds the optimal solution after five iterations, incurring
an increasing calculation time of 10136 seconds. It follows that
the computation time is relevant to the system scale. But, since
this calculation serves for the deployment, the computation
time is not a burden only if it satisfies the deployment time
requirement.
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For more details, the dispatch strategy of the PWSO is
described in Fig. 15. The regulation resource is mainly pro-
vided by a small number of LAs, i.e., the LAs 33-35. By this
way, the CMSO can centrally deploy high-performance IoTs
for large-scale flexible loads to avoid performance redundancy
and costly investments. As shown in Fig. 16, the LAs 34-35
at nodes 48-49 utilize ZigBee within the highest DTR of
750 kbps. Besides, the LAs 1-15 serve as movable resources
and are equipped with wireless IoT of MPW within the
DTR of 200 kbps, while the LAs 16-33, 36-47, 51-56, and
59-80 utilize wireline IoT of PLC within DTR range of
200-300 kbps. Here, 81 of 85 LAs are deployed with various
IoT terminals as regular regulation resources.

VII. CONCLUSION

In this paper, we propose a deployment strategy of hybrid
IoT terminals to provide local access services for large-scale
flexible loads in power systems. The primary contributions
of this work employ: 1) the deployment strategy of hybrid
IoT terminals with various communication performances;
2) a bi-level optimization model integrating the interaction
between the PWSO and the CMSO; 3) an iterative algorithm
delivering communication demands of LAs and the commu-
nication performance of various IoT terminals. Finally, the
effectiveness of the proposed strategy is validated. In this
work, the DTR, latency, and traffic are well established for
the local access services, constituting approximately 11.39%
of the LAs’ costs. By deploying hybrid IoT terminals for
LAs, the proposed strategy offers superior performance with
an increased average DTR and reduced latency compared to
those associated with single IoT types.

This work focuses on the deployment strategy of IoT
terminals, primarily serving the communication demands of
dispatching LAs in power systems. In the future, data privacy
may have potential impacts on the dispatch strategy of power
systems and further affect the operation of communication
systems. More data privacy impacted deployment approaches
for communication systems will be formulated based on the
proposed framework.

APPENDIX

Based on the relaxed solutions and final solutions, respec-
tively, the detailed costs are compared in the following Tab. I.
The relaxation mainly affects the cost item of penalty from
latency, which decreases by 632 CNY from 109403.71 CNY
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TABLE I
THE PRECISION ANALYSIS ON THE RELAXATION METHOD

Value (e*+3 CNY)

The entity Ttem relaxed solutions  final solutions
generators’ costs 9738.12 9738.12
LAS’ costs 1659.51 1659.51
Charge for speed 23.33 23.33

The PWSO  Charge for volume 199.13 199.13
latency compensation 108.77 109.40
Costs for ICT 113.69 113.05
total costs 11511.32 11510.69
ICT device costs 1.13 1.13
Profit from speed 23.33 23.33

The CMSO  Profit from volume 199.13 199.13
Penalty from latency 108.77 109.40
Net income 112.56 111.92

to 109771.71 CNY. The net income of the CMSO marginally
decreases by 0.57%. It is a minimal gap, therefore solutions
based on the relaxation method may be preferable due to
their lower computational requirements and faster computation
speed, as opposed to seeking highly precise solutions.
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