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Abstract—Demand response (DR) is a crucial component of
power systems that can offer operating reserves by utilizing
flexible loads on the demand side. With the development of com-
munication, information, and control technologies, DR has formed
a cyber-physical system. While deep cyber-physical coupling
improves the performance of DR, it also introduces cyber-security
threats, i.e., deception cyber-attacks (DCAs), which can lead to
DR out-of-control and thus threaten the power system’s safe
operation. To this end, this paper proposes a secure distributed
control to safeguard DR against DCAs. First, a cyber-physical DR
community is developed based on a distributed control framework
for offering operating reserve to power systems. In addition,
considering different patterns, the impacts of DCAs on DR are
quantified, revealing that different attack patterns can lead to
various adverse consequences on DR, such as power deviation,
delayed response, power fluctuation, etc. Furthermore, an anti-
attack secure distributed control is developed for DR to counteract
against arbitrary DCAs. In addition, rigorous proof based on
Lyapunov theorem demonstrates that the proposed control can
ensure the stability and convergence for the DR power regulation
required by power systems, despite arbitrary DCAs. Finally, case
studies validate the efficacy of the proposed control method.

Index Terms—Demand response, deception cyber-attack, ar-
bitrary attack pattern, secure distributed control, Lyapunov
theorem.

I. INTRODUCTION

W Ith growing concerns about climate change caused by
greenhouse gas emissions, the supply side of power

systems is undergoing a shift towards renewable energies
(RENs), e.g., photovoltaics and wind turbines [1], [2]. As per
the 2023 statistics, the world added nearly 295 GW of RENs
last year, accounting for an unprecedented 83% of total power
additions globally [3]. However, RENs are intermittent and
stochastic in nature; hence, grid-connected RENs can bring
power fluctuations to power systems [4]. Furthermore, the
increase in RENs decreases the share of traditional generating
units, resulting in insufficient operating reserves on the supply
side [5]. As a consequence, the power fluctuations cannot be
accommodated, and the safe operation of power systems is
threatened [6]. Demand response (DR) can respond to the
power system’s operating reserve requirements by adjusting
the power consumption of flexible loads on the demand side
[7], thereby effectively mitigating power fluctuations and main-
taining a better balance between supply and demand in power
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systems [8]. Therefore, in the foreseeable future, DR will
become ever more vital in modern power systems [9].

Generally, the control methods of DR can be categorized into
two types, namely centralized control and distributed control
[10]. In centralized control, a control center is involved with
overall decision-making authority, which gathers information
on all flexible loads in DR, and dispatches the control com-
mands directly for all these flexible loads [11]. However,
centralized control presents a high requirement for commu-
nication facilities between the control center and the numerous
flexible loads [12]. Distributed control is a promising solution
to address this problem. This is because, in distributed control,
only a few flexible loads need to receive signals from the
control center, while most flexible loads can make autonomous
decisions based on local feedback and neighboring information
[13]. As a result, the communication burden between the con-
trol center and flexible loads can be released [14]. In addition,
distributed control offers other advantages, such as scalability
and flexibility, making it more suitable for controlling flexible
loads in DR [15]. With the increasing application of advanced
communication, information, and control technologies, DR has
evolved into a cyber-physical system (CPS) with significantly
improved performance [16].

However, deep cyber-physical coupling also introduces vul-
nerabilities to the control system of DR, i.e., potential cyber-
attack threats. Cyber-attacks can disrupt the functionality of
DR and render it incapable of meeting the power system’s
DR requirements. Actually, the threat of cyber-attacks on the
control system of CPS is already an urgent problem with
severe consequences [17]. For example, in December 2015,
due to remote cyber-attacks on the supervisory control and
data acquisition (SCADA) system, the Ukrainian power system
suffered a blackout lasting several hours, affecting approxi-
mately 225,000 customers [18]. Furthermore, in March 2019, a
devastating cyber-attack on industrial control systems plunged
more than 20 states in Venezuela, including the capital city of
Caracas, into darkness for over 24 hours [19]. This widespread
power outage led to serious consequences, such as national
traffic paralysis, the disruption of hospital operations, and the
breakdown of communication lines [20]. The facts show that
cyber-attacks are a severe threat to the control system in CPS
and are becoming a necessary concern nowadays [21].

Likewise, the DR’s control system, a typical CPS, is also
subject to cyber-attack threats. Potential cyber-attacks that
compromise system security include deception cyber-attacks
(DCAs), denial-of-service attacks, delay attacks, replay attacks,
and so on [22]. Among these, the DCA is regarded as the most
typical attack form that threatens the control system, since it
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can destroy the control performance via tampered deceptive
control information [23]. In order to deal with the adverse
impact of attacks on load control on the demand side, some
efforts have been made from the perspective of attack detection
and localization [24]–[26]. For example, a two-dimensional
convolutional neural network-based approach is introduced to
detect and localize attacks on demand-side loads using data
monitored by phasor measurement units (PMUs) in the power
grid [24]. A protection scheme is designed against attacks
on demand-side loads to address attack sensor location [25].
Furthermore, based on the attack detection and localization, a
cyber-resilient economic dispatch framework is presented to
mitigate the impact of attacks on demand-side loads while
minimizing the operational cost by global optimization [26].
However, these existing efforts are based on a centralized
framework, and assume that the control center can monitor the
data of loads, which is not applicable to demand response (DR)
with distributed control [27]. This is because in distributed
control, the control center usually communicates with only
a few flexible loads, and the information of most flexible
loads is unknown [28]. As a result, there is not enough global
information for state estimation, and it is hard to achieve attack
detection and localization for DR with distributed control.

To address this cyber-security problem in DR with dis-
tributed control, Yang et al. [29] propose a resilient distributed
control that operates without relying on detection. This in-
novative control method is the current state-of-the-art in DR
distributed control under DCAs, which, for the first time,
directly defends against static DCAs in distributed DR from
the control perspective. However, beyond static DCAs, there
exist various patterns of DCAs, such as scaling attacks, linear
attacks, impulsive attacks, and so on [30]. When considering
arbitrary attack patterns in distributed control of DR, significant
research gaps remain to be filled. For example, diverse attack
patterns can cause distinct impacts on DR. Therefore, revealing
the specific impact of each attack pattern on DR remains to be
resolved. Moreover, developing a secure control method for DR
that can effectively counteract DCAs with arbitrary patterns has
yet to be addressed.

To this end, this paper develops a novel secure distributed
control for DR in the presence of DCAs with arbitrary patterns.
The salient contributions of this work can be summarized
below:

• We analyze attack impact on DR considering various
patterns of DCAs, and reveal that different attack patterns
are associated with distinct impacts. In particular, linear
attacks, scaling attacks, and impulsive attacks result in
power deviation, delayed response, and power fluctuation,
respectively. Building upon this discovery, we formulate
the cyber-security problem of DR, specifically addressing
arbitrary attack patterns.

• We develop a novel anti-attack secure distributed (ASD)
control for multi-load-based DR, ensuring resilience
against DCAs on control. This ASD control method does
not depend on detection and, for the first time, enables
distributed DR to comprehensively counteract DCAs with
arbitrary patterns.

• We provide rigorous proof based on Lyapunov theorem
to demonstrate that, with the support of ASD control,
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Fig. 1. Illustration of cyber-physical DR community to offer operating reserve
services to the power system.

power regulation in DR can always achieve the globally
uniformly ultimately bounded (GUUB) convergence, even
under arbitrary DCAs. That is, the developed ASD control
can ensure that DR satisfies the power system’s require-
ments, despite arbitrary DCAs.

II. MODELLING OF CYBER-PHYSICAL DR COMMUNITY

In this section, a cyber-physical DR community is modeled
by taking the heating, ventilation, and air conditioning (HVAC)
as a flexible load example. First, the general framework of this
HVAC-based DR community is given to show the DR process
for offering operating reserves. Then, a detailed thermal and
electrical model is presented for HVAC. Finally, distributed
control is designed for the DR community, so that dispersed
HVACs can work cooperatively to offer operating reserve
services to the power system.

A. Overall Framework of Cyber-Physical DR Community
The overall framework of cyber-physical DR community

with HVACs can be illustrated in Fig. 1. The focus of this paper
is on HVACs because of the advantages of high regulation
potential and low regulation influence (due to thermal inertia)
[15]. It is worth noting that the cyber-physical DR community
framework is also applicable to other flexible resources.

As shown in Fig. 1, during the DR process, the power
system side needs to continuously monitor the system’s opera-
tional status and determine the DR requirement. When facing
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power balance challenges, the power system operator will
issue dispatch signals to the aggregator requesting operating
reserves. The aggregator is a provider of DR services, who
has the responsibility for responding to the power system
operator. Upon receiving a dispatch signal, the aggregator
will actively meet the requirements of the power system by
adjusting the power consumption of HVACs. Typically, to
offer considerable DR services, the aggregator has to aggregate
a sufficient number of flexible loads. For this purpose, the
dispersed HVAC-based buildings are aggregated into a DR
community. To control these decentralized HVACs in the DR
community, distributed control is employed, which can avoid
the burden of direct communication between the aggregator
and individual HVACs, and can offer advantages such as plug-
and-play capability. Based on distributed control, local HVAC
individuals can communicate with each other to exchange
information in cyber layer, so as to cooperatively accomplish
the global objective toward the total power adjustment of the
DR community in physical layer. In this manner, the required
operating reserves for the power system can be satisfied, which
means the DR service is accomplished.

B. Thermal and Electrical Model of HVAC

The operating power of HVAC is related to the building’s
thermal characteristics. Therefore, thermal modeling of the
building is necessary for studying HVAC involved in DR
services, which contains two crucial components, i.e., heat gain
and heat loss, as follows [31]:

caρaV
dTi(t)

dt
= QGain(t)︸ ︷︷ ︸

Heat gain

−QLoss(t)︸ ︷︷ ︸
Heat loss

, ∀i ∈ I, ∀t ∈ T , (1)

where ca and ρa denote air heat capacity and air density,
respectively; V is the building’s volume; Ti(t) is the indoor
temperature of building i at time t; QGain and QLoss denote
the heat gain and heat loss, respectively; I denotes the set
of HVACs in DR; and T is the set of time slots. In cooling
mode, the heat gain generally comes from air exchange and
heat transfer from outside, which can be expressed as follows:

QGain(t) = naecaρaV (Tat − Ti(t))︸ ︷︷ ︸
Air exchange

+ΥhtAs(Tat − Ti(t))︸ ︷︷ ︸
Heat transfer

,

∀i ∈ I, ∀t ∈ T , (2)

where nae and Υht denote the time of air exchanges and the
heat transfer coefficient, respectively; Tat denotes the ambient
temperature; As denotes the envelope’s surface area. Likewise,
the heat loss comes from the cooling process of the HVAC, as
follows:

QLoss(t) = QHVAC(t) = κQθi(t)PRated, ∀i ∈ I, ∀t ∈ T , (3)

where κQ denotes the coefficient of performance (COP) of
HVAC, which represents the relationship between cooling
capacity and input electric power; PRated is the rated power
of HVAC; and θi(t) denotes the power state of HVAC i at
time t. Considering HVAC’s participation in DR services, the
power and thermal states are the two main concerns and can

be defined as follows:{
θi(t) = Pi(t)/PRated,

ψi(t) = (Ti(t) + ∆T − Ts)/2∆T ,
∀i ∈ I, ∀t ∈ T , (4)

where Pi(t) is the operating power of HVAC i; ψi(t) is the
thermal state of HVAC i; ∆T and Ts denote the tolerated tem-
perature change and the setting temperature, respectively. With
the definition in (4), the concerned states can be normalized.
Depending on the physical constraints, the power state has to
be within θi ∈ [0, 1], where the lower bound θi = 0 and the
upper bound θi = 1 denote the HVAC i operates at zero power
and PRated, respectively. In addition, considering the customer’s
thermal comfort requirements, the thermal state should also be
within ψi ∈ [0, 1], where the lower bound ψi = 0 and upper
bound ψi = 1 indicate that the indoor temperature Ti touches
the tolerated cold limit TCold = Ts−∆T and tolerated hot limit
THot = Ts +∆T , respectively.

In combination with (1)-(4), the dynamic model of thermal
state can be derived as follows:
dψi(t)

dt
= − κQ · PRated

2∆TcaρaV
θi(t)−

(naecaρaV +ΥhtAs)

caρaV
ψi(t)

+
(naecaρaV +ΥhtAs)(Tat +∆T − Ts)

2∆TcaρaV
, ∀i ∈ I, ∀t ∈ T .

(5)

This dynamic model in (5) shows the relationship between
the power and thermal states. This implies the thermal state ψi

can be controlled by adjusting the power state θi of HVAC.
Note that by making appropriate adjustments to the heat gain
and heat loss components, the dynamic model of thermal state
can still be extracted in modes other than the cooling mode.

For concision, Cth = caρaV and Gth = naecaρaV +ΥhtAs are
utilized in the following text to denote the thermal capacitance
and thermal conductance coefficients, respectively. On this
basis, the state-space model for the HVAC i can be derived:[

θ̇i(t)

ψ̇i(t)

]
︸ ︷︷ ︸

ẋi

=

[
0 0

−κQ·PRated
2∆TCth

−Gth
Cth

]
︸ ︷︷ ︸

A

[
θi(t)

ψi(t)

]
︸ ︷︷ ︸

xi

+

[
1

0

]
︸︷︷︸

B

vi(t)

+

[
0

Gth(Tat+∆T−Ts)
2∆TCth

]
︸ ︷︷ ︸

C

, ∀i ∈ I, ∀t ∈ T . (6)

where ˙[ ] is the differentiation operator; xi = [θi, ψi]
T denotes

the state variable vector, including power and thermal states
described above; A , B, and C denote state transition matrix,
input matrix, and supplementary matrix, respectively; vi is the
control input to be designed, as detailed below.

C. Distributed Cooperative Control for HVAC-Based DR

The DR community is an aggregated entity of several
HVACs depicted by (6). Based on the distributed control
design, the HVACs in the DR community can cooperatively
offer DR services as required by the power system. When
the customer-side HVACs enter into the DR process, the
power system’s power regulation requirements take top priority.
Therefore, the power state θi is a pivotal adjustment variable
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for HVACs during the DR process, which can be selected
for exchange information to realize distributed cooperative
control. On this basis, ∀i ∈ I, the HVAC’s power state θi can
be adjusted by considering the difference between the local
and neighbors, along with the regulation signal sent from the
aggregator, and the control protocol can be expressed:

θ̇i = vi = −kθ
∑

j∈M(i)

aij(θi − θj) + bi(θi − θreg), (7)

where vi denotes designed control input of HVAC i; kθ is a
coupling gain, which is a positive number; M(i) stands for a
set of all neighbors of HVAC i; aij denotes a entry in the
adjacency matrix A of the communication topology, where
aij = 1 implies HVAC i and HVAC j exchange information
with each other, and aij = 0 otherwise; θreg is the regulation
signal sent from the aggregator; bi stands for a pinning gain,
where bi = 1 indicates HVAC i can receive the regulation
signal, and bi = 0 otherwise.

Considering all HVACs in the DR community, the corre-
sponding matrix form of the control protocol (7) is expressed:

v = −kθ(L+ B)θ + kθθregb, (8)

where v = [v1, v2, . . . , vN ]T is the control vector; N represents
the number of HVACs considered in the DR community; L =
D −A is the Laplacian matrix, with D = diag{di} ⊆ RN×N

being the in-degree matrix of the communication topology and
di =

∑
j∈M(i)

aij ; θ = [θ1, θ2, . . . , θN ]T; B = diag{b} ⊆
RN×N is the pinning matrix, with b = [b1, b2, . . . , bN ]T.

Based on the distributed cooperative control above, the state-
space model for the DR community can be obtained:[

θ̇

ψ̇

]
︸︷︷︸

ẋ

=

[
−kθ(L+ B) 0

−κQ·PRated
2∆TCth

IN −Gth
Cth
IN

]
︸ ︷︷ ︸

T

[
θ

ψ

]
︸︷︷︸

x

+

[
kθθregB 0

0 Gth(Tat+∆T−Ts)
2∆TCth

IN

]
︸ ︷︷ ︸

D

[
1N

1N

]
︸ ︷︷ ︸

d

, (9)

where x ⊆ R2N is the vector of state variables; T and D
are the state transition matrix and supplementary matrix of
the DR community; IN ⊆ RN×N denotes the identity matrix;
d ⊆ R2N is a 1-vector. From the state-space model in (9),
it is known that in the DR community, the thermal state of
HVAC can be controlled. Also, the HVAC’s power state can be
adjusted according to the aggregator’s regulation signal, which
implies the DR community can offer operating reserve services
to power systems.

Remark 1: The proposed framework can be robust enough to
handle communication interruptions of aij and bi, if the com-
munication topology of distributed control contains a spanning
tree, and at least one HVAC can receive regulation signals from
the aggregator.

III. ANTI-ATTACK SECURE DISTRIBUTED CONTROL FOR
DR

In this part, we first formulate DR’s cyber-security problem
under DCAs with different patterns. After that, an anti-attack

secure distributed (ASD) control is developed for DR to ad-
dress this problem. Finally, it is rigorously proved by Lyapunov
theorem that the GUUB convergence can be guaranteed even
under DCA with arbitrary patterns.

A. DR’s Cyber-Security Problem Due to Arbitrary DCAs

As appealed in the white paper ‘Cybersecurity for Industrial
Automation and Control Environments,’ cyber-attacks have
become an increasingly severe threat to industry control sys-
tems [32]. In practice, there are cyber-security risks in the
communication between HVAC devices and controllers in DR
[33]. The transmitted control signal can be intercepted and
tampered with by hackers, and the DR task can fail due to
the malicious DCA on the control system.

1) General Form of Different DCA Patterns: Typical DCA
patterns can be classified into the following six categories, i.e.,
(1) shift attack, (2) scaling attack, (3) linear attack, (4) non-
linear attack, (5) impulsive attack, and (6) interruption attack,
and all of them are described in detail as below.

The shift attack can be illustrated as follows:

ṽi(t) = vi(t) +
∑

h∈H
ϕih, ∀i ∈ I, ∀t ∈ T , (10)

where vi(t) denotes the original control input of HVAC i; ϕih
represents the shift attack data h imposed on controller i, which
can offset the original signal; H refers to the set encompassing
all shift attack data; and ṽi(t) denotes the corrupted control
signal by malicious DCAs.

The scaling attack is another type of DCA, which can scale
the original control input:

ṽi(t) = si · vi(t), ∀i ∈ I, ∀t ∈ T , (11)

where si represents the scaling parameter.
The linear attack’s general form can be represented by

combining the shift and scaling attacks described above [30]:

ṽi(t) = si · vi(t) +
∑

h∈H
ϕih, ∀i ∈ I, ∀t ∈ T . (12)

The non-linear attack can be regarded as replacing the
original information with a new non-linear signal [34], which
can be modeled as follows:

ṽi(t) = fi(t), ∀i ∈ I, ∀t ∈ T , (13)

where fi(t) is the replaced signal for the controller i, which
can be an arbitrary pattern, e.g., cosine function.

Moreover, when the impulsive attack occurs, the control
signal can be represented as follows [35]:

ṽi(t) = vi(t) +

n∑
k=1

dkvi(t)δ(t− tk), ∀i ∈ I, ∀t ∈ T , (14)

where dk denotes the destabilizing impulse parameter; δ(·)
denotes the Dirac impulse; and {tk}nk=1 is a sequence of n
impulses.

In addition, the interruption attack can be shown as:

ṽi(t) = vi(t) + (−vi(t)), ∀i ∈ I, ∀t ∈ T , (15)

where −vi(t) indicates the interruption attack signal launched
by a hacker, which is opposite to the original signal. It is clear
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TABLE I
GENERAL FORM OF DIFFERENT DCA PATTERNS AND THEIR EQUIVALENT

EXPRESSIONS

General form of attack patterns
ṽi(t) = vi(t) + ξi

Attack pattern Equivalent expression of ξi
Shift attack ξi =

∑
k∈K ϕik

Scaling attack ξi = [si − 1] · vi(t)
Linear attack ξi = [si−1] ·vi(t)+

∑
k∈K ϕik

Non-linear attack ξi = [fi(t)− vi(t)]
Impulsive attack ξi =

∑n
k=1 dkvi(t)δ(t− tk)

Interruption attack ξi = −vi(t)

from the equation (15) that under interruption attack, ṽi(t) is
equal to 0, i.e., the control signal is interrupted.

It is worth noting that each attack pattern takes a different
form and changes the transmitted data differently. The shift
attack directly injects extra false data, and the scaling attack
scales the original data up or down. The linear deception attack
can be a combination of the shift and scaling attacks, while the
non-linear attack can usually replace the original signal with
a new non-linear signal directly. The impulsive attack can be
thought of as a shift attack carried out in an impulsive manner.
Moreover, the interruption attack can interrupt the transmitted
signal. To consider different DCAs comprehensively, all of
them can be reformulated into a general form:

ṽi(t) = vi(t) + ξi, ∀i ∈ I, ∀t ∈ T , (16)

where ξi is the equivalent injection data of HVAC i, which
can be regarded as the equivalent attack on control inputs
by different attack patterns, as detailed in Table I. With this
basis, all these attack patterns can be analyzed according to
this general form with attack injection ξi.

2) DR’s Cyber-Security Problem Formulation: As illus-
trated in Fig. 2, malicious hackers can inject exogenous signals
to disturb the HVAC’s local control input channel, and aim to
destabilize the HVAC-based DR community by inserting these
DCAs. On this basis, instead of (7), one has:

θ̇i = ṽi = vi + µiξi, ∀i ∈ I, (17)

where µi is the occurring parameter with a binary number;
µi = 1 implies that the cyber-attack occurred for HVAC
i, otherwise, µi = 0. Note that attack injection ξi can be
arbitrary patterns. Considering the numerous HVACs in the
DR community, the attacks launched by the hacker can also be
characterized in vector form as ξ = [µ1ξ1, µ2ξ2, . . . , µNξN ]T,
which represents the attack vector.

In addition, the following assumption is held in this article.
Assumption 1: For all i ∈ I, the attack injection ξi launched

by the hacker is not infinite, but bounded.
This assumption is reasonable since the actuator is subject

to physical constraints. In other words, there is a limitation to
the actual impact of the attack data launched by hackers due to
the practical physical constraints. In particular, the following
boundary exists for the attack injection:

||ξ|| ≤ ρ, (18)

where || · || denotes the 2-norm; ρ is a positive constant, indi-
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Fig. 2. A cyber-attack on the HVAC’s controller.

cating the parameter limit for attack due to physical boundary.
To account for the impact of attack, the regulation error for

the HVAC i’s power state is defined as follows:

ϵi = θi − θreg, ∀i ∈ I, (19)

and its matrix form for the global regulation error of the overall
HVACs in the DR community can be given:

ϵ = θ − θreg1N , (20)

where ϵ = [ϵ1, ϵ2, . . . , ϵN ]T.
Consider the power state dynamics under attack in (17)

and the defined regulation error in (19). We can obtain the
following closed-loop regulation error dynamics:

ϵ̇ = −kθ(L+ B)ϵ+ ξ. (21)

Since attack injection ξ is an equivalent expression, ξ in
each attack pattern will have different impacts. For example,
when the HVAC’s controller is hacked by a shift attack in (10),
it can be derived that the regulation error for HVAC i is:

ϵi =
∑

k∈Iattack

(γik
∑

h∈H
ϕkh), ∀i ∈ I, (22)

where Iattack is the set of attacked HVACs; γik represents
the entries of the attack influence matrix Γ = [kθ (L+ B)]−1;∑

h∈H ϕkh is the shift attack data for HVAC k. This implies
that a power deviation in HVAC i is associated with an attack
on HVAC k, and a shift attack can result in steady-state errors
in the power regulation of all HVACs. Whereas under scaling
attack in (11), the regulation error is:

ϵi = 0, ∀i ∈ I, (23)

which means the scaling attack will not affect the final steady-
state result of the power regulation. In fact, it will only affect
the response speed. However, when the shift attack pattern and
the scaling attack pattern are combined, i.e., under a linear
attack in (12), the regulation error can be derived as:

ϵi =
∑

k∈Iattack

(
1

sk
γik

∑
h∈H

ϕkh), ∀i ∈ I, (24)

where sk is the scaling parameter for HVAC k. It can be seen
that the error can be amplified by adjusting the scaling pa-
rameter. Moreover, in the case of the non-linear and impulsive
attacks, the regulation error will not converge to a steady state
but continuously fluctuate with dynamic attack injection.

Remark 2: By analyzing, different DCA patterns can cause
various adverse consequences on DR. Under different attack
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patterns, DR can exhibit a sluggish response to the power
system, failing to meet the required operating reserve services,
or even introducing harmful power fluctuations to the power
system. These adverse impacts can jeopardize the safe opera-
tion of the power system and must be addressed.

Remark 3: Some smart hackers can adapt their attack models
based on specific information to amplify the attack effect, or
use advanced algorithms to evade detection. However, there
are also many hackers who indiscriminately attack without
considering the attack effect or detection. Both types of attack
behaviors are worth investigating. Therefore, arbitrary patterns
of the DCA should be defended.

Remark 4: In distributed control, there is not enough global
information for state estimation [27]. For this reason, detecting
and localizing the attacked HVACs is also hardly performed
in HVAC-based DR with distributed control. Therefore, a
more direct solution without relying on detection has to be
taken to address the cyber-security problem, i.e., developing
an advanced control strategy.

Therefore, the problem can be formulated as follows:
Problem: It is essential to develop an advanced secure

distributed control strategy for DR to counteract against DCAs
with arbitrary patterns.

B. Anti-Attack Secure Distributed Control Development
In order to defend against arbitrary DCAs, an anti-attack

secure distributed (ASD) control is developed to safeguard the
DR community in power systems:

ϕi = −kθ
∑

j∈M(i)

aij(θi − θj) + bi(θi − θreg) + ζi, (25)

ζi =
ρ2vi
ω

, ∀i ∈ I, (26)

where ϕi is control input of the ASD control for HVAC i; ζi is
the adaptive compensation term; and ω is a positive constant.

Theorem 1: Consider arbitrary DCAs in (17). Let the ASD
control protocol consist of (25) and (26). Then, the global
regulation error of DR community ϵ described in (20) can
achieve GUUB convergence. That is, the DR’s cyber-security
problem is solved.

To assess the convergence results of the developed ASD
control, the following stability result is defined.

Definition 1 [36]: x(t) ∈ R is GUUB with ultimate bound
b, if there exist positive constants b, independent of t0 ≥ 0,
and for arbitrary a, there is tx = tx(a, b) > 0, independent of
t0, such that

||x(t0)|| ≤ a⇒ ||x(t)|| ≤ b, ∀t ≥ t0 + tx. (27)

Now, we prove the Theorem 1. It is worth emphasizing that
the following theoretical derivation is original.

Proof 1: Oriented to numerous HVACs, the ASD control
protocol needs to be expressed in matrix form:

ϕ = −kθ(L+ B)θ + kθθregb+ ζ, (28)

where ζ = [ζ1, ζ2, . . . , ζN ]T is the compensation term in matrix
form.

The derivative of (8) yields:

v̇ = −kθ(L+ B)θ̇. (29)

Considering an arbitrary DCA vector ξ and the proposed
ASD control, the power state dynamics can be obtained as
follows:

θ̇ = v + ζ + ξ. (30)

Then, consider a Lyapunov function candidate as below:

E =
1

2
vTv, (31)

and combining it with (29) and (30) yields the time-derivative
of this Lyapunov function candidate:

Ė= vT v̇

= vT [−kθ(L+ B)θ̇] (32)

= vT [−kθ(L+ B)(v + ζ + ξ)]

= vT [−kθ(L+ B)]v + vT [−kθ(L+ B)](ζ + ξ).

Combining (26) and (32), and applying the method of
enlarging and reducing yields:

Ė= −vT [kθ(L+ B)]v − vT [kθ(L+ B)](ρ
2

ω
v + ξ)

= −vT [kθ(L+ B)]v − ρ2

ω
vT [kθ(L+ B)]v

−vT [kθ(L+ B)]ξ (33)

≤ −vT [kθ(L+ B)]v − ρ2

ω
vT [kθ(L+ B)]v

+||v|| · ||kθ(L+ B) · ξ||.

Recalling Courant–Fischer–Weyl theorem [37] and noting
that kθ(L+ B) is positive-definite, it then follows that:

σmin ≤ ||kθ(L+ B) · β||
||β||

≤ σmax, (34)

where β denotes a column vector; σmax and σmin are the
maximum and minimum singulars of the matrix kθ(L + B),
respectively.

Then, recalling Eigendecomposition of a matrix and com-
bining (33) and (34), one can obtain:

Ė≤ −σminv
Tv − ρ2

ω
σminv

Tv + σmax||v|| · ||ξ||

≤ −σminv
Tv + σmaxρ||v||

(
1− ||v|| ρσmin

ωσmax

)
. (35)

Choosing ||v|| > ωσmax
ρσmin

yields:

Ė ≤ −σmin||v||2 + 0. (36)

In this case, the derivative of Lyapunov function candidate
Ė < 0, i.e., the system described by Lyapunov function in (31)
is negative-definite. Hence, this system is globally uniformly
stable (UGS). That is, conditional stability can be achieved.

When ||v|| ≤ ωσmax
ρσmin

, it yields:

0 ≤
(
1− ||v|| ρσmin

ωσmax

)
≤ 1. (37)

Combining (31), (35) and (37) yields:

Ė≤ −σminv
Tv + σmaxρ||v||

≤ −2σminE +
ωσ2

max

σmin
. (38)
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Introduce a positive function λ(t) > 0 to satisfy:

Ė + λ(t) = −2σminE +
ωσ2

max

σmin
. (39)

We can find that (39) can be reformulated into a non-
homogeneous differential equation:

Ė + 2σminE = −λ(t) + ωσ2
max

σmin
. (40)

The solution of this differential equation is as follows:

E(t) = E(0) · e−2σmint − e−2σmint ·
∫ t

0

e2σminτλ(t)dτ

+
ωσ2

max

σmin
e−2σmint ·

∫ t

0

e2σminτdτ. (41)

Since e−2σmint, e2σminτ , and λ(t) are all positive, the second
term of the right side of (41) is less than zero. Then, we have:

E(t)≤ E(0) · e−2σmint +
ωσ2

max

σmin
e−2σmint ·

∫ t

0

e2σminτdτ

= E(0) · e−2σmint +
ωσ2

max

2σ2
min

e−2σmint · e2σminτ |t0

= E(0) · e−2σmint +
ωσ2

max

2σ2
min

(1− e−2σmint). (42)

Combining (31) and (42) yields:

E(t)=
1

2
v(t)Tv(t) =

1

2
||v(t)||2 (43)

≤ 1

2
v(0)Tv(0) · e−2σmint +

ωσ2
max

2σ2
min

(1− e−2σmint).

Note that e−2σmint → 0 as t→ ∞, then we have:

lim
t→∞

||v(t)|| ≤ σmax
√
ω

σmin
. (44)

Hence, the variable v is GUUB. Combining (8), (20), and
(44) yields:

lim
t→∞

||ϵ(t)||= lim
t→∞

||[kθ(L+ B)]−1 · v(t)||

≤ lim
t→∞

||[kθ(L+ B)]−1|| · ||v(t)||

≤ σmax
√
ω

σmin
· ||[kθ(L+ B)]−1||. (45)

Therefore, ∃ τs > 0, such that ∀t > τs, ||ϵ(t)|| is bounded
by σmax

√
ω

σmin
·||[kθ(L+B)]−1||. That is, the DR’s global regulation

error ϵ described in (20) can achieve GUUB convergence,
despite arbitrary DCAs.

The proof is complete. ■
Remark 5: With the proposed ASD control, for each HVAC

i ∈ I in the DR community, the power state θi can converge
to a tiny neighborhood of the desired regulation value θreg.
That is, the adverse impacts due to arbitrary DCAs can be
counteracted, and the DR’s total power can be controlled by
the aggregator according to the power system’s requirements.
In other words, with the proposed control, DR tasks can still
be realized for power systems even under arbitrary DCAs.

Remark 6: It is worth noting that the defense mechanism of
the proposed solution does not rely on anomaly identification or
detection. Instead, it is based on a control approach to counter

1 32 4 5

6 87 9 10

Fig. 3. The communication topology of HVACs in the DR community.

TABLE II
TYPICAL PARAMETERS FOR THE HVAC-BASED DR COMMUNITY

Symbols Parameters Values Units
ca Air heat capacity 1.005 kJ/(kg·◦C)
ρa Air density 1.205 kg/m3

H Height of building 60 m
S Floor area 5000 m2

nae Air exchange times 0.5 1/h
Υht Heat transfer coefficient 7.69 W/(m2·◦C)
PRated Rated power 331 kW
κQ COP 6.9 –
Pintl Initial power U(215,315)1 kW
Tat Ambient temperature 31 ◦C
Ts Set temperature 25 ◦C
∆T Tolerable temperature change ±2 ◦C
Tintl Initial indoor temperature U(23,27) ◦C
1 U denotes uniform distributions.

against cyber-attacks directly. For this reason, the proposed
solution only involves modifying the HVAC’s control strategy
during DR, without additional monitoring devices for state
estimation and data detection. Therefore, the proposed ASD
control is a feasible implementation solution.

In addition, the proposed ASD control can be scalable to
other distributed control application scenarios, such as large-
scale power systems with diverse power generation sources, to
defend against potential cyber-security risks.

IV. CASE STUDY AND VERIFICATION

A. Test System

In this section, the efficacy of the proposed ASD control is
verified in a DR community with 10 buildings. Each building
is equipped with an inverter-based HVAC, i.e., a central air
conditioner model LSBLX650SVE, which can be applied
to regulate the temperature of a whole building [38]. The
communication topology of these HVACs is shown in Fig. 3,
where each HVAC can communicate locally with its neighbors.
The parameters of the HVAC, such as the COP and rated
power, are from realistic testing according to ARI550/590-
2003 standard operating conditions [38], [39]. In addition, the
ambient temperature parameters are realistic testing data as of
August 28th, 2023, in Macau [40]. The HVAC parameters,
corresponding building parameters, and ambient parameters
[41] are presented in detail in Table II.

The test follows a process outlined below: At 14:00, the
aggregator receives a DR dispatch signal from the power sys-
tem operator, containing information on the required regulation
capacity (750 kW) and duration of the DR task (1 hour). As the
manager of the DR community, the aggregator is responsible
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for offering operating reserves to the power system. Therefore,
by controlling the power state of each HVAC, the aggregator
adjusts the DR community’s total power with the expectation of
meeting the power system’s DR requirements. Also, attacks are
launched at the beginning of the test (14:00) that can disrupt
the 1st HVAC’s local control input channel. In addition, the
normal control presented in equations (7) to (8) is employed
at first, and the secure control, i.e., the proposed ASD control,
is activated at the halfway point of the test (14:30) to defend
against attacks until the end of the test. The test lasts until
15:00 for a total test time of 1 hour.

There are five scenarios considering different DCA patterns:
(S-1) shift attack pattern, (S-2) scaling attack pattern, (S-3)
linear attack pattern, (S-4) non-linear attack pattern, and (S-5)
impulsive attack pattern.

B. Scenario 1: Performance with Shift Attack Pattern

In scenario 1, we consider the shift attack pattern described
in (10), where the attack is injected at the local control input of
the 1st HVAC with a shift attack data of 0.1. The performance
of the HVAC-based DR under attack and the efficacy of the
proposed ASD control can be shown in Fig. 4.

As shown in Fig. 4 (a), under the shift attack, all HVACs
in DR have severe power state deviations, and the hacker can
affect multiple HVACs at the same time. This is because there
exist interactions between the cyber and physical layers, as well
as interactions between the local HVAC and the neighboring
HVACs in the DR community. Due to these deep couplings,
the attack impact can be propagated and amplified. As a
consequence, the DR community’s total power also deviates
significantly from the target total power required by the power
system’s DR task (response gap is about 264.8 kW) 1, as
shown in Fig. 4 (b). Observing over time, when the test is
halfway conducted, the deviations are eliminated in a short
period of time. The response speed is approximately 22.0s and
the consensus is achieved in the power state of all HVACs. This
is because, at 1800s, the proposed ASD control is activated.
The test results imply the proposed ASD control can effectively
counteract the adverse impact caused by shift attacks.

Define completion rate (CR) as an indicator for DR tasks:

χ(t) =
TPintl − TP (t)

Preg
%, (46)

where χ(t) is the CR’s value at time t; TPintl and TP (t)
are the total power of DR community at the initial time and
time t, respectively; Preg is the regulation capacity required by
power systems. Moreover, the average CR denotes the average
completion rate during the test period.

From Fig. 4 (c), it can be seen that under the shift attack,
the average CR can only achieve about 64.25%, which implies
the DR can no longer offer operating reserve services to the
power system as required. However, with the proposed ASD
control, the CR is recovered rapidly, and the average CR can
be improved to about 99.84%, even under attack.

1In order to offer 750 kW of regulation capacity to the power system, the
DR community’s target total power was supposed to be reduced from the initial
value of 2694.3 kW to 1944.3 kW. However, due to the cyber-attack, the total
power can only be regulated to approximately 2209.1 kW.

Under attack Secure control

Under attack Secure control

Under attack Secure control

Under attack
Secure control

(b)

(c)

(a)

(d)

There are deviations

Attack can be 

counteracted

Response gap
Attack can be 

counteracted

Average CR is

 only about 64.25%

Average CR can 

reach about 99.84%

Hot

Cold

Fig. 4. Performance of the HVAC-based DR under shift attack and efficacy of
the proposed ASD control: (a) Power state of each HVAC; (b) DR community’s
total power; (c) Real-time CR of DR; (d) Thermal state.

In addition, as shown in Fig. 4 (d), under the attack, the
thermal states of the 1-th and 6-th HVACs tend towards the
tolerated cold limit gradually, which implies the indoor tem-
perature is affected by the attack non-negligibly. However, with
the proposed ASD control, the thermal state of each HVAC can
be gradually restored to the comfortable temperature region.

This scenario shows that the proposed ASD control can help
DRs to have remarkable resilience against shift attacks.

C. Scenario 2: Performance with Scaling Attack Pattern

In scenario 2, we consider the scaling attack pattern de-
scribed in (11), where the attack can scale the HVAC’s local
control inputs by a ratio of 0.01. The performance of HVAC-
based DR is shown in Fig. 5.

From Fig. 5 (a) and (b), it can be seen that under the scaling
attack, the power states of each HVAC can still achieve con-
sensus convergence, and the DR service can still be completed.
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Fig. 5. Performance of the HVAC-based DR under scaling attack and
efficacy of the proposed ASD control: (a) Power state of each HVAC; (b)
DR community’s total power; (c) Real-time CR of DR; (d) Thermal state.

This implies the scaling attack does not affect the final steady-
state results. However, under the influence of scaling attack, the
convergence and response speed become sluggish, taking about
731.7s. It is noteworthy that power systems typically specify
that DR services should be available within a predetermined
timeframe, e.g., a response time within 5 minutes [42]. This
indicates that a scaling attack can prevent the DR community
from accomplishing DR services within the scheduled time.
Meanwhile, the average CR is only about 96.39% due to the
deteriorated response speed, which indicates deficiencies in the
quality of DR services.

The performance with the proposed ASD control is shown in
Fig. 5 (c) and (d). It can be seen that with the proposed control,
the HVAC’s power state converges quickly, even under scaling
attacks. As a result, the DR service also responds quickly,
taking approximately 29.1s, which means a significant prompt
in response time. As well, the average CR can reach about

(b)

(c)

(a)

(d)

There are deviations

Attack can be 

counteracted

Response gap

Attack can be 

counteracted

Hot

Cold

Average CR is

 only about 29.18%

Average CR can 

reach about 99.67%

Under attack Secure control

Under attack Secure control

Under attack Secure control

Under attack
Secure control

Fig. 6. Performance of the HVAC-based DR under linear attack and efficacy of
the proposed ASD control: (a) Power state of each HVAC; (b) DR community’s
total power; (c) Real-time CR of DR; (d) Thermal state.

99.63%, which implies the DR service quality is effectively
improved. Hence, the proposed ASD control can defend against
scaling attacks and protect the DR community well.

D. Scenario 3: Performance with Linear Attack Pattern

In scenario 3, we consider the linear attack pattern described
in (12), i.e., the simultaneous presence of scaling attack pattern
and shift attack pattern (data is 0.1 again, as in scenario 1). The
performance is shown in Fig. 6.

As shown in Fig. 6 (a), the linear attack pattern can severely
deteriorate the HVAC’s power state deviation. For this reason,
the DR community’s total power deviation can also be severely
deteriorated. As seen in Fig. 6 (b), the total power of DR
community can only be regulated to approximately 2473.9 kW,
and the response gap becomes even more severe than scenario
1, reaching about 529.6 kW. However, by benefiting from our
proposed ASD control, the deviations can be eliminated in a
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Fig. 7. Performance of the HVAC-based DR under non-linear attack and
efficacy of the proposed ASD control: (a) Power state of each HVAC; (b) DR
community’s total power; (c) Real-time CR of DR; (d) Thermal state.

short period of time, and the response speed is approximately
26.7s. This implies that the proposed control can effectively
counteract the adverse impact caused by linear attacks.

Moreover, it can be seen from Fig. 6 (c) that the average
CR can only reach about 29.18% under linear attack, which
implies the cyber-attack can lead to severe dysfunction in
the DR community. However, by applying the proposed ASD
control, all these undesirable results caused by the attack can
be eliminated quickly, and the average CR can be recovered to
about 99.67%.

In addition, as can be seen in Fig. 6 (d), two HVACs have
exceeded the customer’s tolerated cold limit (black part), which
implies the indoor comfort has been compromised severely.
Nevertheless, the thermal state can gradually restored to the
comfortable temperature region by using the proposed ASD
control.

This scenario illustrates that the proposed ASD control can

(a)

Power fluctuations

Attack can be 

counteracted

Under attack Secure control

(b)

Average CR is 

about 97.44%

Average CR can 

reach about 99.99%

Under attack Secure control

Fig. 8. Performance of the HVAC-based DR under impulsive attack and
efficacy of the proposed ASD control: (a) Power state of each HVAC; (b)
Real-time CR of DR.

still protect the DR community from linear attacks.

E. Scenario 4: Performance with Non-Linear Attack Pattern

In scenario 4, we consider the non-linear attack pattern
described in (13). It is noteworthy that the non-linear attack
signal can be arbitrary. Without loss of generality, a cosine
function with an amplitude of 0.1 and a frequency of 1/200π
is tested as a non-linear attack signal. The test results are shown
in Fig. 7.

As illustrated in Fig. 7 (a), under the non-linear attack,
the HVACs not only suffer from power state deviations, but
never reach consensus convergence and have serious power
fluctuations. This is because the injection data of non-linear
attack pattern is continuously changing over time, preventing
the HVAC’s power state from reaching a steady state. As
a result, the DR community’s total power also suffers from
serious power fluctuations over time and can never be stabilized
at the target total power required by the power system, as
shown in Fig. 7 (b). However, by applying the proposed ASD
control, the adverse impacts caused by the non-linear attack are
eliminated promptly, and the response speed is approximately
18.7s. Consensus convergence of each HVAC’s power state
is regained, and the target total power of DR community is
reached again, which demonstrates the proposed ASD control
can withstand the non-linear attack with arbitrary patterns.

From Fig. 7 (c), it can be seen that the real-time CR also
fluctuates under the non-linear attack, and the average CR can
only reach 89.10%. After entering the secure control stage
with the proposed ASD control, the real-time CR is recovered
quickly without further fluctuation, and the average CR can
reach 99.91%, even under non-linear attacks.

As shown in Fig. 7 (d), the thermal state also fluctuates with
the dynamic injection data under the non-linear attack. Also,
the proposed ASD control can help HVACs avoid such thermal
state fluctuation caused by power fluctuation and ultimately
stabilize gradually.
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Fig. 9. Performance comparison of power state of each HVAC in the DR community under impulsive attack: (a) Under cyber-attack with no action;(b) With
the state-of-the-art; (c) With the proposed ASD control.

TABLE III
COMPARATIVE ANALYSIS OF DR IN DIFFERENT SCENARIOS

Scenarios Indexconv Average CR

S-1 without ASDC No 64.25%
with ASDC Yes 99.84%

S-2 without ASDC No 96.39%
with ASDC Yes 99.63%

S-3 without ASDC No 29.18%
with ASDC Yes 99.67%

S-4 without ASDC No 89.10%
with ASDC Yes 99.91%

S-5 without ASDC No 97.44%
with ASDC Yes 99.99%

F. Scenario 5: Performance with Impulsive Attack Pattern

In scenario 5, we involve a minor amplitude and high-
frequency impulsive attack pattern (difficult to detect) to vali-
date the efficacy of the proposed ASD control. The test results
are illustrated in Fig. 8.

As shown in Fig 8 (a), under impulsive attack, the HVACs
in the DR community cannot reach consensus convergence
on power state and have serious power fluctuations. However,
by applying the proposed ASD control, the adverse impacts
caused by the impulsive attack can be eliminated promptly,
about 5.65s. This implies that the proposed ASD control
can effectively withstand minor amplitude and high-frequency
attacks that are difficult to detect.

Moreover, from Fig 8 (b), it can be observed that there are
serious fluctuations in the real-time CR under attack, and the
average CR is about 97.44%. However, with the proposed ASD
control, the undesirable fluctuates can be eliminated quickly,
and the average CR can even reach 99.99%. That means that by
benefiting from our proposed control, DR tasks can be almost
entirely accomplished, despite impulsive attacks.

G. Comparative Analyses for Scenarios with Various DCAs

In this part, a comparative analysis is illustrated in Table III
to show the results in different scenarios considering DCAs
with various attack patterns, especially including the index of
convergence and average CR index. In Table III, the Indexconv
indicates whether the total power of DR community can
converge to the power system’s requirement. A ‘Yes’ indicates
that DR can fulfill the operating reserve service required by
the power system, while a ‘No’ indicates the opposite.

As shown in Table III, DR fails to fulfill the regulation
requirements of the power system under different attack pat-
terns. However, by utilizing the proposed ASD control, DR

can always fulfill the power system’s regulation requirements,
regardless of the attack patterns. In addition, the average CR
is also negatively affected to varying degrees under different
attack patterns. Among them, the S-3 scenario is the most
severe, with an average CR of only 29.18%. However, by
utilizing our proposed ASD control, the average CR can
always exceed 99%. That implies that by benefiting from our
proposed ASD control, the DCA with arbitrary patterns can be
counteracted, and the DR task can always be almost entirely
accomplished.

V. CONCLUSION

DR is vital to power systems since it is conducive to
maintaining the power balance between supply and demand.
In this work, we formulate the cyber-security problem of DR,
specifically addressing DCAs with arbitrary patterns. More-
over, we develop a novel ASD control for DR to defend against
arbitrary DCAs comprehensively without relying on detection.
Furthermore, the stability and the GUUB convergence are
proved rigorously based on Lyapunov theorem. The efficacy
of the proposed ASD control is validated in case studies.

The test results demonstrate that different attack patterns are
associated with distinct impacts on DR, such as power devi-
ation, delayed response, and power fluctuation, which aligns
well with theoretical analyses. However, by using the proposed
ASD control, all these adverse impacts can be counteracted,
and the DR performance can be improved significantly. For
example, under the linear attack, the average CR of DR during
the entire test can be increased from 29.18% to 99.67%.
Therefore, the proposed ASD control can contribute to the
security of DR in harsh cyber environments.

APPENDIX: COMPARISON WITH THE STATE-OF-THE-ART

In this part, we compare and analyze the defense effective-
ness of our proposed ASD control with the state-of-the-art [29]
in the impulsive attack pattern scenario, as shown in Fig 9.

From Fig 9 (a), it can be seen that under the impulsive
pattern DCAs, the HVACs cannot reach consensus convergence
on power state and have serious power fluctuations. This
implies the DR community’s total power also suffers from
serious power fluctuations and cannot be stabilized at the target
total power required by the power system.

As can be observed from Fig 9 (b), the state-of-the-art
solution cannot help HVACs eliminate power fluctuations, and
HVACs still fail to achieve consensus convergence on power
state. This means that the DR community still fails to meet

This article has been accepted for publication in IEEE Transactions on Power Systems. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/TPWRS.2024.3381231

© 2024 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.
Authorized licensed use limited to: Universidade de Macau. Downloaded on March 27,2024 at 02:01:29 UTC from IEEE Xplore.  Restrictions apply. 



the power system’s requirements, even with the state-of-the-
art solution.

The performance of our proposed ASD control under im-
pulsive attack is illustrated in Fig 9 (c). It can be seen that the
consensus convergence of each HVAC’s power state can be
restored, and the adverse attack impacts can be counteracted.

This comparative analysis illustrates that, compared to the
state-of-the-art, the proposed ASD control can effectively de-
fend against DCA with impulsive patterns. This implies that
the efficacy of the proposed ASD control outperforms the state-
of-the-art, and by benefiting from our method, the DR task can
still be accomplished, despite DCAs with arbitrary patterns.
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