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Abstract—To maintain the power system balance, flexible
load resources have been widely employed to provide operating
reserves, which is named demand response (DR). The heating,
ventilation, and air conditioning (HVAC) loads cover a high
percentage of the total power consumption and have a significant
regulation potential that deserves further investigation. To dis-
patch such dispersed HVACs, distributed control techniques are
developed in the DR field due to their flexibility and scalability.
However, the distributed DR system is vulnerable to potential
cyber-attacks, i.e., false data injection (FDI) attacks, which may
lead to DR failure. This paper proposes a resilient distributed
controller to protect HVACs against FDI attacks. Firstly, an
HVAC-based DR system is built by using distributed control to
provide operating reserves for the power grid. Then, the adverse
effect of FDI attacks is quantified with mathematical derivation.
It is found that a small FDI attack can lead to severe power
output deviations, which is a lethal problem for DR. On this
basis, an FDI attack-resilient distributed controller is designed for
HVACs so as to meet the grid’s operating reserve requirements
even under attacks. Moreover, the convergence of the proposed
controller is proved based on the Laplace transform and final
value theorem. Finally, case studies validate the effectiveness of
the proposed resilient controller.

Index Terms—Demand response, HVAC loads, distributed
control, false data injection attack, resilient control.

I. INTRODUCTION

CCORDING to the statistics in 2021, global renew-

able energy generation capacity increased by more than
260 GW last year, accounting for roughly 80% of all new
electricity capacity [1], which creates unprecedented power
fluctuations on the grid due to power mismatch [2], [3].
Therefore, maintaining the real-time power balance between
the demand-side and supply-side is important to the power
grids [4]. The operating reserve is the generating capability
that is “standing by” ready for service in the event that
something happens on the power system [5], which plays
a pivotal role in maintaining the system balance due to the
ability to deal with power fluctuations [6]. Facing the massive
increase in renewable energies, more flexible load resources
on the demand-side are utilized to provide operating reserves
[7], which is named demand response (DR) and has become
a worldwide hot research topic [8].
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Among different flexible load resources, the heating, venti-
lation, and air conditioning (HVAC) loads can be one of the
most potential candidates. We focus on HVACs to provide
DR services for three reasons. i) The HVAC accounts for
more than 40% of the overall power consumption in modern
cities [9], which implies HVACs have a significant regulation
potential. ii) Due to the air’s thermal inertia, the indoor
temperature can be kept within the comfortable range when
the HVAC is involved in DR [10]. iii)) The HVACs of nearby
neighbors are close to each other in apartments. The fact that
wireless networks can cover communication among HVACs
makes distributed control for numerous HVACs a reality [11].

In fact, many works have been developed to validate the
effectiveness of HVAC involvement in DR for system bal-
ancing. For example, in [12], the HVACs are regulated to
provide operating reserves for the power grid considering the
daily demand profile. In [13], HVACs as important flexible
load resources are modeled and regulated to provide operating
reserves for multi-area power grids. In addition, some DR-
related demonstration projects have also been implemented.
For examples, in Bornholm, Denmark, the EcoGrid EU project
helps the grid with high penetration of renewables maintain
system balance [14]. In the United States, a smart HVAC
program involving thousands of customers is originated by the
company Avangrid, which shows that DR for power systems
can be performed by controlling the power of HVACs [15]. In
Jiangsu province, China, the DR project named the friendly
interactive grid has been implemented to decrease pear-valley
loads and maintain the supply and demand balance by control-
ling HVACs [16]. These existing practical applications show
no practical technological obstacles in equipping HVACs with
control modules to provide the DR to power systems. As
a result, the HVAC has become an important demand-side
resource to participate in DR.

In general, the control methods of HVAC-based DR can
be classified into two categories, i.e., centralized control and
distributed control. The key difference between them is the
communication mode [17]. In centralized control methods, a
control center communicates with numerous HVACs directly
[18]. However, this method requires high investment in com-
munication infrastructure between the control center and large-
scale HVACs [19]. In contrast, in distributed control meth-
ods, most HVACs only require point-to-point communication
with their neighbors (but not the control center), so heavy
communication requirements can be avoided [20]. In fact,
applying distributed control technologies in DR has become a
new research direction. For example, by utilizing a distributed
control, [21] shows that the communication and computational
burden on aggregators can be relieved significantly. An inge-
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Fig. 1. The overall dispatch framework of the HVAC-based DRS.

nious distributed consensus control for HVACs is presented
in [22] to meet the grid’s requirements while protecting the
customer’s data privacy. A two-layer distributed controller for
HVACs is designed in [23] to decrease the power variation
caused by solar generators and loads in a building-microgrid
community. All studies above have made remarkable progress
in the distributed control of HVACs. However, potential cyber-
attacks are not considered in the literature above.

Most of the existing works assume that the distributed
control of HVACs can be implemented under a safe cyber
environment [24]. However, cyber-attacks are ever-present in
the control system, which has led to many security problems
and has grown to be a critical issue for industrial control
systems [25]. For example, in the U.S., the control system of
Davis—Besse nuclear power station was penetrated by a cyber-
attack in 2003 [26]. In 2010, the Natanz enrichment plant in
Iran was compromised by the Stuxnet worm [27]. In 2015, the
supervisory control and data acquisition (SCADA) network
of the Ukrainian electric power system was compromised
by false data injection (FDI) attacks [28], leading to several
hours of power outages that affected about 225,000 consumers
[29]. Control systems can be disrupted by various types of
cyber-attacks, such as denial of service (DoS) attacks, replay
attacks, FDI attacks, etc [30], [31]. Among them, the FDI
attack is considered the most typical and threatening risk for
the distributed control system of HVACs since the control
performance can be seriously undermined by malicious false
data [32].

In fact, many works have been developed to verify the
destructiveness of FDI attacks. Liu et al. [33] present an
FDI attack from the attacker’s perspective and indicate that
malicious attacks can undermine the state estimation of power
grids. In addition, FDI attacks can also destroy the distributed
control systems for secondary frequency restoration in micro-
grids [34]. Considering HVAC-based DR with distributed
control, state estimation is hardly performed, since there is
not enough global information to establish a relationship
between the measurement data and each HVAC’s power state.
As a result, the technique in state estimation (e.g., bad data
detection) can not be employed to detect the FDI attack.
Therefore, we address the adverse effects of FDI attacks from
the perspective of designing an attack-resilient controller. To
this end, there are still two significant research gaps to be filled
in the HVAC-based demand response system (DRS) under FDI
attacks. (i) The principle of how FDI attacks affect the power
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output of DRS is unclear, so the seriousness of adverse effects
caused by FDI attacks cannot be quantified. (ii) So far, there is
a lack of research on the defense of DRS against FDI attacks.
To address these problems, we quantify the impact of FDI
attacks on HVACs mathematically and design a novel resilient
distributed controller for the HVAC-based DRS against FDI
attacks. The major contributions of this paper are threefold:

1) An HVAC-based DRS with distributed control is built
to provide operating reserves for the power grid. In
this system, dispersed HVACs are aggregated under the
condition that both power and comfort states are shared
fairly among all HVACs.
The relationship between the arbitrary FDI attack and
the HVAC’s power output is derived mathematically for
the first time to quantify the impact of the FDI attack
on DRS. It is found that even if only one HVAC is
attacked, all the HVACs’ power states will deviate, and
the overall power output of the DRS cannot meet the
grid’s requirement.
A resilient distributed controller is proposed for HVACs
against the FDI attacks (the attack vector can be arbitrary
vector) so as to ensure that the grid’s operating reserves
can be provided by the DRS. Moreover, the convergence
of the proposed controller is proved strictly, and the
steady-state value solved shows that adverse effects
caused by FDI attacks can be completely eliminated.
The remainder of this article is organized as follows. An
HVAC-based DRS with distributed control is developed in
Section II. In Section III, the FDI attack model is given
first, then the impact of FDI attacks on DRS is analyzed and
quantified. In Section IV, a resilient distributed controller is
proposed against FDI attacks. Case studies are presented in
Section V. Finally, Section VI concludes this paper.

2)

3)

II. HVAC-BASED DRS WITH DISTRIBUTED CONTROL

In this section, the model of HVAC is given first. Then, a
distributed control is developed for the HVAC-based DRS, so
that large-scale HVACs can be aggregated to provide operating
reserves to power systems. The overall dispatch framework of
HVAC-based DRS can be illustrated in Fig. 1. In general, the
regulation capacity of one HVAC is not enough to engage
in DR directly. Therefore, to provide significant operating re-
serves, numbers of HVACs have to be aggregated. To maintain
the system power balance, the grid operator sends dispatch
signals to the aggregator (DR provider) for operating reserves.
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After receiving dispatch signals, the aggregator adjusts the
overall power output of the DRS by the distributed control
method. In the distributed manner, just a few HVACs need to
receive the aggregator’s reference signals, and most HVACs
only require communication peer-to-peer with their neighbors.
Then, all the HVACs can cooperatively complete the DR task
with a sparse communication topology. As a result, the DSR’s
power consumption is regulated, and the grid’s requirements
for operating reserves are met.

A. Thermodynamic Model of HVACs

Indoor comfort is a major concern for customers when
participating in DR. Therefore, the thermodynamic model of
the room needs to be developed. The room’s heat variation
can be calculated by heat gains Hg,, and heat losses Hjogs.
The thermodynamics of the room corresponding to HVAC i
can be expressed by an ordinary differential equation as below
[91:

dr;(t)

CAPAV dt = Hgain - Hloss ) (1)

where c4 is the air heat capacity; p4 is the air density, V' is
the room’s volume; T;(¢) is the indoor temperature of room
i at time t. Take the cooling mode as an example. The heat
gain can be calculated by heat transfer from air leakages and
the building envelop, which can be expressed as follows:

Hgain = UpAs(To — T;(t)) + capaVn(T, — Ti(t)) , (@)

where Uy, is the heat transfer coefficient, A, is the envelope’s
surface area, T, is the ambient temperature, n denotes the air
exchange times. The heat loss can be expressed as follows:

Hioss =1 ai(t)PN s 3

where 7 is the coefficient of performance of HVAC, which
implies the relationship between the input power and heat
supply (cooling or heating); «; is the power state of HVAC
i, which stands for the percentage of rated power and can be
expressed as below:

4)

where P;(t) is the power of HVAC 1 at time ¢; Py is the rated
power of HVAC. As well, the denominator also could be the
available regulation capacity quoted by the customer, taking
into account customers’ personal willingness.

Remark 1: The indoor temperature 7; can be controlled by
adjusting the power state of HVAC ¢ («;), as shown in (1)-(3).

To ensure customers’ thermal comfort, the indoor tem-
perature should be maintained within a comfortable range
[Tinins Tmax)> where Ty = Ts — AT and Tinpx = T + AT are
the lower and upper indoor temperature bounds, respectively,
where T is the set temperature and AT is the customers’
tolerable temperature change. On this basis, the index of
thermal comfort can be formulated as follows:

Bi(t) = Lo -1,

AT ®)
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Fig. 2. The communication graph of HVACs in the DRS.

where f3; is the comfort state of room ¢. The value range of this
index is f5; € [—1, 1]. The lower bound -1 and upper bound 1
represent cold and heat tolerance limits, respectively.

Substituting (5) to (1)-(3), the variation of comfort state can
be formulated as follows:

dBi(t) n- PN (UpAs + capaVn)
== ilt) — (T
dt ATCApAVa ®) capaV Bi(t)
(UnAs + capaVn)(T, — Ts) ©)
ATCAPAV '

According to (6), the relationship between the indoor com-
fort state and HVAC’s power state is established.

For brevity, in the following, Gy, = UpAs + capaVn and
Cin, = capaV are denoted as the thermal conductance and
thermal capacitance coefficient, respectively. On this basis, the
state-space equation of the HVAC ¢ can be given as follows:

a(t)] 0 0 o (t)
[Bi(t)] B [_ N rem —2{21 [Bi(t)]
—— —

x; A x;
1 0
1o uwi(t) + | G (-1 | > )
ATCin
B c

where x; = [ay, 3;]7 is the state variable vector, including the
power state and comfort state defined above; u; is the control
input needed to design; A is the state transition matrix; B is
the input matrix; C' is the supplemental matrix.

B. Distributed Control for HVAC-based DRS

For the DRS in Fig. 1, the communication topology of
HVACs can be shown in Fig. 2. For example, there are some
buildings in the DRS, each with eight floors and 25 rooms on
each floor. Each room is assumed to have one HVAC, which is
equipped with a communication and control module. As shown
in Fig. 2, only a few HVACs need to receive the aggregator’s
reference signal (i.e., the red communication links). Moreover,
for the green communication topology, most HVACs just
require peer-to-peer communication with neighbors, including
the upper, lower, left, and right neighbors. By the cooperative
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control of HVACs with this communication topology, the
DRS can achieve the global objective of the grid’s dispatch
assignment.

Based on the feedback linearization, the distributed control
for HVACs’ power regulation can be formulated as &; = u;.
The control input of HVAC 7 (i.e., u;), using the local and
neighboring information as well as the reference signal from
the aggregator, can be expressed as follows:

u; = 0y = —kq Z aij(0; — o) + bi(e; — arey) ,  (8)
JEN;

where k, > 0 is a coupling gain; A; is the set of all the
neighbors of HVAC i; a,; is the entry of the adjacency matrix;
arep is the reference signal; b; is the pinning gain, where
b; = 1 implies the HVAC ¢ can receive the reference signal
from the aggregator and b; = 0 otherwise. The motivation for
selecting « as the control is to regulate (reduce or increase)
the power of HVACs to provide a DR to the power system.
The consensus control of « can enable HVAC to participate in
DR in a fair way, i.e., providing operating reserve services in
equal proportions. The corresponding matrix form of (8) can
be represented as follows:

& = —ko (L + B)a + kooupefBly )

u =

where w = [u1,us,...,uxn]? is the designed control input
vector; @ = [y, g, . .., an]T is the power state vector; £ is
the Laplacian matrix; B = diag{b} C RV*¥ is the pinning
matrix with b = [by,bs,...,bn]T; 1y is the N-dimensional
vector filled with 1 entries.

Under the distributed control manner in (9), the dynamics
of the DRS with the HVAC aggregation (Vi € Z') can be
represented as follows:

s |- Azﬂg\jsh In - gli In| P
—— —~

@ T x
kaarefB 0
|, Cun(r, ) {121\1} . 0)
ATCyn N|——
W C

where T' and W are the state transition matrix and supple-
mental matrix of this DRS, respectively; Iy C RN*V g
the identity matrix;  C R2N s the state variable vector
of the DRS including the power and comfort states; c is the
2N-dimensional vector filled with 1 entries. The state-space
equation of overall HVAC-based DRS with distributed control
is established as shown in (10).

Through separation principle, the power state o and the
comfort state 3 can be analyzed separately, since the matrix
T in (10) is a triangular matrix [35]. For the power state o, the
dynamics of the DRS containing N HVACs can be shown in
(8). According to this dynamics, since k, > 0 and the matrix
L + B is a positive definite matrix, the steady-state value of
« can converge to oy ¢l [36]. This implies the power state

17 = {1 <4 <N i € Z} is the set of all HVACs in the DRS with the
distributed control.

of each HVAC can reach a steady-state consensus according
to the aggregator’s reference signal. On this basis, from the
comfort state part in (10), it can be known that for all HVACs,
the steady-state consensus of 3 can also be reached. Therefore,
by adjusting the reference signal o r, the DRS can ensure the
customer’s comfort, as well as provide operating reserves to
the power system.

III. QUANTIFICATION OF FDI ATTACK IMPACT ON THE
HVAC-BASED DRS

In this section, an FDI attack model is defined first. In ad-
dition, how it affects the HVAC-based DRS is also quantified.

A. FDI Attack Modeling for HVAC’s Controller

According to the white paper ‘Cybersecurity for Industrial
Automation and Control Environments’, cyber-attack has be-
come a serious threat to industrial control systems [25]. In
fact, a malicious FDI attack on the DRS’s control system can
lead to the failure of DR. The controller of each HVAC, as a
component of computing and information exchange, is indeed
vulnerable to FDI attacks. When the HVAC’s controllers are
compromised by FDI attacks, the corrupted control input
vector (ug) of the DRS contains injected malicious data [33]
and can be expressed as follows:

U =u+ 8,

Y

where u = [u1,us,...,uxn]? is the vector of each HVAC’s
original control input; E = [v1£1, v2&a, . .., vnEn]T is an FDI
attack vector, i.e., malicious injected data added to the original
control inputs; v; is a binary number where v; = 1 indicates
the presence of attack, otherwise, v; = 0; &; is the injected
data for the HVAC 1.

Under the FDI attack, for the specific controller of HVAC ¢,
the original control input u; is replaced with a phony control
input u; + v;&;.

Attack on the u; of one HVAC i can indirectly affect
the calculation of the control signals of all HVACs. This
is because the control signal is calculated from distributed
control by using the neighboring information. It is worth
noting that this neighboring information would be affected
by the attack. In addition, the adverse impact caused by an
attack can propagate through the information exchange, which
can make neighboring information of each HVAC affected
by the attack. Therefore, the control signal calculated using
distributed control is affected by the cyber-attack.

B. Impact of FDI Attacks on the DRS

The attacker can choose an arbitrary non-zero vector as
an attack vector Z. From (11), we know that more non-zero
entries in the attack vector = imply more controllers of HVAC
are attacked, which is more difficult for attackers. However,
by theoretical analysis, we find that even if only one controller
of HVAC is attacked, the DR task will also be failed. Theorem
1 will provide the result.

Theorem 1: Suppose the arbitrary attack vector is =. The
steady-state value of power state vector converges to o =
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Fig. 3. Only one FDI attack can deviate the power of all HVACs.

arefln + €, where € = [k, (£ + B)]7'E is the error vector.
This implies all HVACs’ power states will deviate from the
aggregator’s reference signal, even if only one controller is
attacked.

The description of Theorem 1 can be illustrated as Fig. 3.
Only one FDI attack can make all HVACs have power devia-
tions, which means the DR task fails.

Proof 1: Please see Appendix B-A and Appendix B-B. W

To further analyze the adverse impact on each HVAC’s
power state caused by the FDI attack, we define the injection
error matrix © = [k, (£ + B)]~%.

Theorem 1 implies that the error vector € is the combination
of columns of the matrix ®, which can be represented by (12):

€= 0OE
= ZieI vi&i0;

attack attack
£i0i7

ZiEIattack

where the vector 6; represents the ith column of the matrix ©;
the symbol Z,;+4.1 denotes the set of target HVACs chosen by
the attacker. For the specific HVAC k, the power state’s error
€, caused by the FDI attack can be expressed as follows:

=) . &b VKET (13)

where 6;; is the kth entry of the column vector 6;. According
to (13), even if the set Z,4qc1 has only one entry (i.e., only
one attacked controller), all the HVACs’ power states will have
errors, which are determined by the entry 6.

The fact that all the IACs’ power states deviate implies that
the DRS’s overall power output is no longer under the control
of the aggregator. Under a attack, the DRS’s overall power
deviation AP can be expressed as follows:

AP = Z €.
keZ
According to (14), the overall power of DRS has a sig-
nificant deviation, which implies the grid’s operating reserve
requirement cannot be met, and the DR is failed.
In addition, each room’s comfort state 3 is also affected
by the FDI attack. Combining Theorem 1 with dynamic

sziai
(12)

(14)

characteristics in (10), the comfort state’s error ¢ for the
specific room & can be derived as follows:
—n - PNbik
5p = NPk
k Ziezattack & G AT
The equation (15) illustrates that there are deviations in the
comfort states, which may make each indoor temperature out
of its comfortable range.
Remark 2: A small FDI attack can make customers uncom-
fortable, and the operating reserve providing failed, which is
a lethal problem for the DRS and must be addressed.

, Vk € T. (15)

IV. ATTACK-RESILIENT CONTROLLER DESIGN
A. Resilient Distributed Control for HVAC-based DRS

To go against FDI attacks, a resilient distributed controller is
proposed to protect the HVAC-based DRS to provide operating
reserves for the power grid. The proposed resilient distributed
controller for the HVAC ¢ is designed as follows:

—kja /[Z aij(ai — Oéj) + I)Z(Oéz — Oéref)]dt — ), (16)
JEN;

Oriented to a large number of HVACs, this controller in (16)
needs to be expressed in matrix form, which can be expressed

as follows:
u:d:—ka/[(ﬁ—l—B)(a—ozrele)]dt—a. (17)

Theorem 2: For the arbitrary FDI attack vector =, the
steady-state convergence result of the proposed controller is
a = opefly, ie, Vi € T,0; = ogep. This implies by
using the proposed resilient distributed controller, the steady-
state values of the power states are completely unaffected
by attacks, and hence all HVACs can track the aggregator’s
reference signal even under the FDI attack.

Proof 2: Please see Appendix B-C and Appendix B-D. B

Theorem 2 implies that with the proposed resilient dis-
tributed controller, the power state of each HVAC can reach a
steady-state consensus. On this basis, according to the comfort
state part in (10), it can be known that for all the HVACs,
both the power state sharing and comfort state sharing can be
satisfied, shown as follows:

tlggo llai(t) — qrepl] =0, Vie L, (18)
Tim 600 — B =0, Vi,keT . (9)

Combining (18) with the comfort state’s dynamics in (6), the
steady-state value of comfort state 5, is derived as follows:

. To - Ts UN B N

Boo = Jim fi(t) = —<7 G AT
From (18)-(20), it can be found that steady-state values
of both the power state o and comfort state 5 are in fact
controlled by the aggregator’s reference signal ,.¢. In other
words, the DRS can provide operating reserves to power
systems and guarantee the comfort of customers by the
reference signal. Therefore, with the help of our proposed

res, Vi€ T. (20)
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resilient distributed controller, the DR task can be completed
successfully even under FDI attacks.

The proposed control can be implemented in practice. This
is because the compressor is the main power-consuming com-
ponent of the HVAC, and there is a corresponding relationship
between the power and speed of the compressor [13]. As a
result, the target power could be reached by controlling the
speed of the compressor. In fact, some large HVAC companies
(e.g., GREE, 20.6% global market share of residential air
conditioners) have been promoting to the market intelligent
air conditioning products that can control the compressor’s
speed and the HVAC’s power [37].

B. Withdrawal Mechanism to Ensure Comfort Requirement

There are two operating modes for HVAC, i.e., (i) normal
operating mode, and (ii) demand response operating mode.
In the normal operating mode, the HVAC’s power is mainly
determined by the deviation between the temperature setpoint
and the current indoor temperature, which can be shown as
below [13]:

APy(s) = C(8) - AT gen(s), 21
C(s) =0+ p/s, (22)
ATyer(8) = T(s) — Ts(s), (23)

where AP;(s) is the power adjustment to ensure the set
temperature; C(s) is the PI-based temperature controller of the
HVAC; o and p are the constant coefficients of the controller,
respectively; and ATy, is the deviation between the indoor
temperature 7' and the set temperature 7. In this normal
operating mode, the indoor temperature can be controlled to
the set temperature 7.

In the demand response operating mode, the proposed
controller described in (16) is activated to meet the regu-
lation requirements of the power system. In general, for a
given available regulation capacity from the evaluation, the
proposed controller can regulate distributed HVACs to satisfy
the power system’s DR requirement even under cyber-attacks.
In some emergency situations, for example, when an individual
HVAC'’s regulation capability is evaluated incorrectly, or when
an individual HVAC suffers unexpected physical damage, the
temperature may be affected negatively and be out of the tol-
erable temperature range. To address this issue, a withdrawal
mechanism is added in control, i.e., when the comfort limit
is touched for a particular customer, the corresponding HVAC
need to withdraw from the demand response operating mode to

TABLE I
TYPICAL PARAMETERS FOR HVACS AND CORRESPONDING ROOMS
Symbols Parameters Values Units

H Height of room 3 m

S Living area 100 m?

ca Heat capacity of air 1.005 kJ/(kg°C)
pA Density of air 1.205 kg/m>
Up Heat transfer coefficient 7.69 W/(m? °C)
n Air exchange times 0.5 1/h

n Coefficient of performance 3 -

Pn Rated power 8 kW
P Initial power U2,8)" kW
Tini Initial indoor temperature  14(23.4,26.6) °C

Ts Set temperature 25 °C
AT  Tolerable temperature change +2 °C

To Ambient temperature 31 °C

1 U denotes uniform distributions.

the normal operating mode. In this way, the indoor temperature
can be recovered back to the comfort range.

The withdrawal mechanism of HVACs can be illustrated
in Figure 4. In Figure 4, H; is the cooling capacity of the
HVAC i; S; and S5 are switches. If the indoor temperature
is within the comfort range, switch S; remains closed, and
switch S5 remains open. In this scenario, the HVAC provides
the operating reserve for power systems. In contrast, if the
indoor temperature is detected to touch the customer’s comfort
limits (i.e., Tmin O Tmax), switch S; will be opened and
switch S5 will be closed. This means that the consensus
control output is disabled for this HVAC while the normal
operating state is enabled. In other words, the corresponding
HVAC withdraws from providing service to power systems
and returns to the original operating state to ensure the comfort
requirement. It is worth noting that the withdrawal of HVAC
is different from the attack on HVAC. The key difference is
that when an HVAC is compromised by cyber-attacks, the
control system is unaware of it, thus leading to failures in the
control and the providing operating reserve. However, when
an HVAC withdraws actively, this event can be known, and
an appropriate adjustment can be done. To be specific, the
adjustment is as follows: the withdrawn HVAC stops uploading
its own power state o; as exchange information. Instead,
the withdrawn HVAC functions as an intermediary for its
neighbors, and transfers the neighboring HVACs’ information.
As a result, the normal information exchange in distributed
control is not affected. Moreover, for the aggregation of
HVAC s, despite the withdrawal of individual HVACs, the rest
of the HVACs will still provide significant operating reserves
for power systems. Therefore, this withdrawal mechanism can
ensure the comfort requirement of an individual customer (who
is in an emergency) while still maintaining the service quality
of the DRS to the power system.

V. CASE STUDY AND VERIFICATION
A. Test System

Both the quantitative analysis of FDI attack impact and the
proposed resilient distributed controller are validated in an
HVAC-based DRS. It is assumed that the aggregator controls
200 HVAC:s in this DRS to meet the grid’s operating reserve
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Fig. 5. Benchmark case 1 without any attack: the performance of HVAC-based DRS with the original distributed controller: (a) Power states of HVACs; (b)
Overall power of the DRS; (c) DR completion rate; (d) Comfort states of HVACs.

requirements, and its associated communication topology is
shown in Fig. 2. The communication frequency of HVACs in
this test DRS is set to 0.01 kHz, which is well suited to general
wireless communication [38]. The parameters of HVACs and
corresponding rooms are detailed in Table I. The parameters
of ambient temperature are realistic test data in Macao on July
Ist, 2022 [39]. More parameters are The CPU model for case
studies is Intel Core i7-10700 at 2.90 GHz, and the simulation
environment is Matlab R2022a.

The test is conducted according to the following process:
At 14:15, the aggregator receives a dispatch signal from the
grid operator with information on the regulation capacity
(300 kW) and duration time (15 minutes). The aggregator,
as the manager of the DRS, has the responsibility to provide
operating reserves to the grid. Therefore, the aggregator needs
to adjust the DRS’s overall power output as soon as possible
until the dispatch signal is met. Attacks are also launched at
14:15, which can lead to power deviation and thus failure of
the DR task. The total test time is 15 minutes.

Two types of cyber-attacks are launched in case studies, i.e.,
single-action cyber-attack and series-of-actions cyber-attacks.
The single-action cyber-attack means that at the beginning of
DR, the hacker launches a cyber-attack by injecting false data,
and this attack lasts until the end of the DR (the attack lasts
15 minutes). The series-of-actions cyber-attack means that at
the beginning of DR, the hacker maliciously launches a cyber-
attack by injecting false data, and this round of attack lasts 3
minutes (from 0 to 3 minutes). At 3 minutes, the first round of
attack is stopped, and the second round of attack is launched,
which also lasts 3 minutes (from 3 to 6 minutes). In this way,
within 15 minutes of the DR, there are 5 times of cyber-attack

actions in total. In addition, the value of the injected data under
each attack action can be different. Thus dynamic false data
can be injected by this series-of-actions cyber-attack.

There are two benchmark cases and three scenarios with
cyber-attacks. Symbols B-1, B-2, S-1, S-1, and S-3 represent
benchmark case 1, benchmark case 2, attack scenario 1, attack
scenario 2, and attack scenario 3, respectively, which can be
listed as follows:

[B-1] Benchmark case without any cyber-attack and without
the proposed resilient controller.

[B-2] Benchmark case without any cyber-attack but with the
proposed resilient controller.

[S-1] Attack scenario with a single-action cyber-attack with-
out the proposed resilient controller.

[S-2] Attack scenario with series-of-actions cyber-attacks
without the proposed resilient controller.

[S-3] Attack scenario with series-of-actions cyber-attacks
with the proposed resilient controller.

B. Benchmark Cases without Any Attack

The benchmark cases without any attack (B-1 and B-2) are
shown as Figure 5 and 6.

Benchmark case 1 is shown as Figure 5, which is the
performance of HVAC-based DRS without any attack, and
based on the original distributed controller described in (8).
As shown in Figure 5 (a) and (d), the consensus control
of different HVAC’s power states and comfort states can be
achieved. In addition, as shown in Figure 5 (b), the DRS’s
overall power can be reduced and converged to the target value
at about 38s (less than 1 minute), which implies the DRS can
regulate the overall power according to the aggregator’s signal.
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Fig. 6. Benchmark case 2 without any attack: the performance of HVAC-based DRS with the proposed resilient distributed controller: (a) Power states of
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Moreover, as shown in Figure 5 (c), the DR completion rate
can reach 100%, which implies the DR can be achieved.

Benchmark case 2 is shown as Figure 6, which is also
the performance of HVAC-based DRS without any attack, but
based on the proposed resilient distributed controller described
in (16). From Figure 6 (a) and (d), the consensus control of
different HVAC’s power states and comfort states can also be
achieved with the proposed controller described in equation
(22). In addition, as shown in Figure 6 (b), the DRS’s overall
power can be reduced and converged to the target value (i.e.,
from 1006 kW to 706 kW) at about 37s, which implies the
response speed is also less than 1 minute. Moreover, from
Figure 6 (c), the DR completion rate can also reach 100%,
which implies the DR can also be achieved with the proposed
controller.

It is worth noting that both response speeds in two bench-
mark cases are sufficient to meet the requirement of providing
reserve capacity (i.e., the response time should be less than
5 minutes [40]). Therefore, without any attack, the proposed
controller can also accomplish the power system’s DR task.

C. Scenario 1: Result Analysis of the DRS with a Single-action
Cyber-attack

According to Theorem 1, we know that even if only one
HVAC is attacked, the DRS’s overall power can have a severe
deviation. It has been proved theoretically in Section III-B. To
further validate the effectiveness of Theorem 1, it is assumed
that only one HVAC (Take No. 13 HVAC as an example) has
been compromised by an FDI attack in this case. The injected

false data for No.13 HVAC’s controller is set to 0.8, and the
attack vector can be described as follows:

E=[0,0,...,0,08,0,...,0, 0 ]". (4
~— ~—~ ~—
No.1 No.13 No.200

Under this small attack, the performance of the HVAC-based
DRS is shown in Fig. 7 from four different perspectives. Fig. 7
(a) shows that after receiving the dispatch signal from the grid
operator, the power states of all the HVACs are adjusted in
anticipation of a consistent convergence to the aggregator’s
reference value. Moreover, from the steady-state results in
Fig. 7 (a), it is found that even if only one HVAC is attacked,
the power states of all the HVACs can have different degrees
of deviation and can no longer track the reference signal. For
this reason, the overall power of DRS cannot converge to the
target value, as shown in Fig. 7 (b).

The operating reserve is based on the overall power con-
sumption, which can be calculated by the difference between
the overall power consumption before and after the DR. In
this case, the overall power needs to be reduced from 1006
kW to 706 kW to provide operating reserves to the grid.
However, under a small attack, the overall power of DRS can
only be reduced to 757 kW and cannot meet the grid’s DR
requirement.

Furthermore, the DR completion rate for tests, which im-
plies the completion rate of the DR task, is defined as follows:

Porig - P(t)
Preg

where C'R(t) is the DR completion rate at time t; Py is
the original overall power of the DRS before participating the

CR(t) = %, (25)
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DR; P(t) is the overall power of the DRS at time ¢; Preg is the
power regulation requirement of grid. Even if only one HVAC
has been attacked, the regulation completion rate of the DRS
can achieve only 83.10% of the target requirement, as shown
in Fig. 7 (c). This indicates that a small FDI attack has a
significant adverse effect on the DRS and leads to the failure
of the DR task. Fig. 7 (d) demonstrates that the comfort state of
each room is within the comfortable range because the attack is
very mild. However, from the fairness perspective, the comfort
states of different rooms cannot converge to a consensus. This
indicates that the FDI attack can also have a different degree
of impact on each room’s comfort state. It is worth noting that
deviation values in this test satisfy calculation results by using
(13), (14), and (15). Therefore, the quantitative analyses of the
impact of FDI attacks in Section III are verified to be correct.

D. Scenario 2: Result Analysis of the DRS with Series-of-
actions Dynamic Cyber-attacks

Without loss of generality, this case further explores the
impact of different attacks on the DRS. It is assumed that
three HVACs (No. 12, 13, and 14 HVACs) are compromised
and attack vectors are time-varying in this case. In particular,
the injected data for the three HVACs’ controllers at each time
period are different, as shown in Table II. Take time periods
I and IV as examples. Attack vectors at I and IV periods can
be expressed as follows:

Z=[0,..,0, 080808 .,0,..., 0 |7, (26)
~ —— ~—
No.l No.12, 13, & 14 No.200
Eyv=[0,...,0, 02,0202 ,0,..., 0 7. @7
~~ —_———— ~—
No.l No.12, 13, & 14 No0.200

TABLE II
TIME-VARYING ATTACK VECTORS AT DIFFERENT TIME PERIODS
Time Period 1 I 11 v A%
No.12 HVAC | 0.8 0.8 0 0.2 0.8
No.13 HVAC | 0.8 0 0.8 0.2 0.8
No.14 HVAC | 0.8 0 0 0.2 0.8
Time (min) 1-3 | 46 | 79 10-12 13-15

Under these time-varying attacks in Table II, the perfor-
mance of the DRS is shown in Fig. 8. Fig. 8 (a) shows that each
HVAC’s power deviations under time-varying attack vectors.
We find that no matter which attack vector is launched, the
power states of all HVACs are always deviated and cannot
converge to the reference signal congruously. For the specific
analysis with Table II and Fig. 8 (a), comparing time periods
I and II, when the injected data is the same, the more HVACs
are attacked, the larger power state deviations (i.e., attack
result) will be. Comparing time periods II and III, when both
the injected data and the number of attacked HVACs are the
same, choosing to attack the different HVAC, the power state
deviations are still different. In particular, it can be found that
the DR completion rate during time periods III is lower than
that during time periods II from Fig. 8 (c). This is because
No.13 HVAC is a key one that can receive the aggregator’s
reference signal. Comparing time periods I and IV, when
attacking the same HVAC, the degree of power deviation
depends on the injected data. A larger injected data results
in a more severe power deviation, and vice versa. Comparing
time periods I and V, the steady-state values are the same when
both the attacked HVACs and the injected data are the same,
which verifies the effectiveness of the test results. In fact, the
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Fig. 8. The performance of HVAC-based DRS with series-of-actions dynamic cyber-attacks: (a) Power states of HVACs; (b) Overall power of the DRS; (c)

DR completion rate; (d) Comfort states of HVACs.

results for all the attack vectors mentioned above satisfy the
theoretical derivations in Section III.

In addition, as shown in Fig. 8 (b), under any attack vector,
the overall power is deviated and cannot converge to the target
value (706 kW), which makes it difficult to meet the grid’s
operating reserve requirement. The deviation of the overall
power also differs for varying attack vectors. In particular,
deviation becomes larger as the value of the injected data or
the number of attacked HVACs increases.

Moreover, when all three HVACs are attacked, the DRS’s
DR completion rate can only achieve 58.63% of the target.
This means that the FDI attack can have a significant impact
on the DRS. The DR completion rate of DRS also becomes
different when the attack vector is changed, as shown in
Fig. 8 (c). This indicates that the attacker can control the
impact of the attack by adjusting the attack vector.

The comfort states are shown in Fig. 8 (d). During the
time period I, the indoor temperature trend can be out of the
comfortable range. However, as shown in time period II, by
adjusting the attack vector and reducing the HVACs’ power
deviation, the indoor temperature is avoided from being too
cold, which increases the stealthiness of the attack in a sense
(i.e., customers cannot perceive the problem directly). This
indicates that attacks can impact the regulation results within
the customer’s comfortable indoor temperature.

It is worth noting that the test results under time-varying
multiple attacks are also consistent with the theoretical analy-
sis in Section III. Therefore, the effectiveness of quantitative
analyses is validated.

E. Scenario 3: Result Analysis of the DRS with Series-of-
actions Dynamic Cyber-attacks and with the Proposed Re-
silient Distributed Controller

To go against FDI attacks, a resilient distributed controller is
proposed to protect the DRS to provide operating reserves for
the power grid. The convergence of this resilient distributed
controller is proved mathematically in Section IV. To further
test the effectiveness, this case explores the performance of
DRS under the different FDI attacks in Table II by using the
resilient distributed controller. The results are shown in Fig. 9.

It is shown in Fig. 9 (a) that under different FDI attacks, the
steady-state values of each HVAC’s power state can converge
to the aggregator’s signal congruously. This indicates that the
adverse effect caused by FDI attacks is eliminated, which
conforms with the theoretical analysis in Section IV.

Furthermore, with the help of the resilient distributed con-
troller, the DRS’s overall power can be reduced and converged
to the target value (i.e., from 1006 kW to 706 kW). When new
FDI attacks are launched, the overall power can immediately
converge to the target again after a minor adjustment, as shown
in Fig. 9 (b). This shows that with the proposed controller,
the DRS can still regulate the overall power according to the
aggregator’s signal even under FDI attacks.

Moreover, as shown in Fig. 9 (c), the DR completion rate
can reach 100% quickly by using the proposed controller.
When new attacks are launched, the DR completion rate
can also immediately return to 100% completion again after
a minor perturbation. This shows that with the proposed
controller, the DRS is still able to fulfill the grid’s operating
reserve requirements even under FDI attacks.

According to Fig. 9 (d), by using the proposed controller,
the comfort state of each room can be within the comfortable

Authorized licensed use limited to: Universidade de Macau. Downloaded on June 29,2023 at 06:24:49 UTC from IEEE Xplore. Restrictions apply.

© 2023 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Power Systems. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TPWRS.2023.3287205

@ 1.0 o5 : ; :
. 0.6 i "
%) iy 0.4 B —— 1 1
O 0.8} 0.2 I ] J
SR Rty A— I I
o it 0 10 20430 40 |
S 061 1 oI ;1\ m | { Voo
” i ! it |
R ? L |
Zoat [l b
5 i i —
£ 02l W 0! [
~ “e‘l | | '8‘3‘ Frr'
i + I Y.
0.0 \ ! . :0'2360 1370 380
0 180 360 540 720 900
Time(s)
© . .
[\ N
100 {4 : &
SR R PTY N ———
° 998
g il 1996
] H
§ il 1994l ,
£ sl ! 360: 380 400: 420
s i b o100 720 740 760 780
g | B : :
53 ! ,’ 50 | |
g TR | |
A i 80 02704 0.6 §.8 1.0 L
¥ \ , ‘ DR completion rate‘
0 b 1 1 1 1
0 180 360 540 720 900
Time(s)

(b)
1000 — Overall p(iwer
—~ i — Target overall power
i 800:,’ : i _
5 . w7
z 600 ! N J
2, ! 720
T 400] 710/ N ]
2 i R
© 200} 70%20: 740 760 780
o |
11 | A% | \%
360 540 720 900
Time(s)
(d) . .
- i . Hot
@) 1 1 4
2 ! :
> 1 1 1
m 1 1 1
G | I |
o 1 1 1
g l : : 1
ﬁ 1 1 1
@ | | |
E 1 1 1
‘2 ! ' Comfgrtable
o 1 1 1 i
© | | |
| 1 1 Cold
360 540 720 900
Time(s)

Fig. 9. The performance of HVAC-based DRS with series-of-actions dynamic cyber-attacks and with the proposed resilient distributed controller: (a) Power
states of HVACs; (b) Overall power of the DRS; (c) DR completion rate; (d) Comfort states of HVACs.

TABLE III

RESULT COMPARISON OF HVAC-BASED DRS IN SCENARIOS WITH

CYBER-ATTACKS

Scenarios Con, Cong Rec  APnx(kW) C Ruin
S-1 No No No 51 83.10%
S-2 No No No 124 58.63%
S-3 Yes Yes Yes 0 100.00%

range and can converge congruously even under different
attacks. This indicates that the FDI attack’s adverse effect on
the indoor temperature can be avoided, and thus both customer
comfort and inter-customer fairness are ensured.

Compared with the severe deviations in four perspectives
shown in Fig. 8, the DRS with the proposed resilient dis-
tributed controller still works well even under FDI attacks.
The aggregator’s control signals can be tracked and the grid’s
operating reserve requirements can be met by the HVAC-based
DRS. Moreover, the fair sharing of both power and comfort
states can be ensured. The test results show that adverse effects
of FDI attacks can be avoided by using the proposed controller.

F. Comparative Analyses for Scenarios with Cyber-attacks

To improve readability, a table is illustrated to show the
results in all three scenarios with cyber-attacks, especially
including whether the consensus control can be achieved,
whether DR can recover from the cyber-attacks, maximum
overall power deviation, and minimum DR completion rate,
illustrated in Table III.

In Table III, C'on, denotes whether HVACs’ power states
can be controlled to the aggregator’s reference signal; Cong

denotes whether the consensus control of HVACs’ comfort
states can be achieved; Rec indicates whether the DRS can
recover from the cyber-attacks; AP,,.x denotes the DRS’s
maximum power deviation from the target overall power at
steady state; C'Rp;, denotes the minimum DR completion
rate at steady state due to cyber-attacks; ‘Yes’ means the
corresponding condition variable can be achieved, and ‘No’
means the condition variable cannot be achieved.

As shown in Table III (S-1), the consensus control of
HVACSs’ power states and comfort states cannot be achieved
under a single-action cyber-attack. In addition, the DRS cannot
recover from the cyber-attack. The maximum power deviation
in this scenario is about 51 kW, and the minimum DR com-
pletion rate is about 83.10%. This means the HVACs’ power
states cannot be controlled to the aggregator’s reference signal,
and the DRS cannot meet the operating reserve requirement
of power systems due to the cyber-attack.

From Table III (S-2), under series-of-actions cyber-attacks,
the consensus control of HVACs’ power states and comfort
states remains unachievable. The DRS still cannot recover
from cyber-attacks. Moreover, the maximum power deviation
reaches about 124 kW, and the minimum DR completion
rate is only about 58.63% in this scenario. This means the
performance of DRS degraded severely caused of the series-
of-actions attacks.

As shown in Table III (S-3), with the proposed resilient
distributed controller, the consensus control of HVACs’ power
states and comfort states can be achieved even under series-of-
actions attacks. In addition, the DRS can recover from cyber-
attacks by using the proposed resilient distributed controller.
As a result, there is no power deviation in this scenario, and
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the DR completion rate can achieve 100%. This means adverse
effects caused by cyber-attacks can be eliminated effectively,
and the operating reserve requirement of power systems can
still be met by using the proposed controller.

VI. CONCLUSION

DR is necessary for the power balance of grids due to
the ability to deal with power fluctuations. In this paper, we
consider an HVAC-based DRS to provide operating reserves to
the grid. Moreover, we quantify the adverse impact caused by
an arbitrary FDI attack on the DRS theoretically. Furthermore,
we propose a novel resilient distributed controller for the DRS
against FDI attacks. Test results indicate that the power output
of DRS can be disturbed by FDI attacks and the degree of
impact can be controlled by attackers, which are consistent
with the theoretical analyses. In addition, the case studies show
that by using the proposed resilient distributed controller, the
completion rate of DR task can be recovered from 58.63%
to 100% even under FDI attacks, which verifies the proposed
controller’s effectiveness.

APPENDIX A: BASIC GRAPH THEORY

The graph theory is fundamental to distributed control. In
this HVAC-based DRS problem, a communication topology
of HVACs Z = {1 < ¢ < N |i € Z} can be described by
a directed graph G = (V,€), where V = {v1,v2,...,0n}
is the set of vertices and & is the set of edges £ C V x
V. Each vertex v; is associated with an HVAC ¢. Each edge
(vs,v5) € € represents a communication link for information
exchange from vertex v; to vertex v; ( vertex v; and vertex
v; are neighbors). The set of all the neighbors of vertex v;
is defined as NV; = {v; |(v;,v;) € £}. The adjacency matrix
A = [a;;] of a graph G can be defined with N dimensions as
follows:

1, V(v;,v;) €€,

Q;i = 28

/ 0, otherwise. (28)

The Laplacian matrix £ of a graph G is defined by:
L=D-A, (29)

where D is the in-degree matrix defined as D = diag{d} C
RNXN with d = [dl,dg, ey dN]T and dl = ZjEM Qg

APPENDIX B: PROOF OF THEOREMS
A. Proof of Theorem 1 from the Time Domain Perspective

Since the Laplacian matrix £ has a zero eigenvalue (i.e.,
Ao = 0), and the corresponding eigenvector is 1y, the
following equation can be derived as follows:

Combining (9), (11) and the property in (30), the dynamic
behaviors of the power state vector under the attack can be
reformulated as follows:

a=us=u+E
= —ko(L+ B)a+ kqorefBly + 2

= —kal[(L+B)a — pef LIN — e fBly] + E
= —ka[(L+ B)a — apef(L+ B)1y] + E

= —ka(£+3)(a—arele)+E. a3n

When the power state o reaches a steady-state, the deriva-
tive of a¢ (i.e., &) is equal to zero. Therefore, for calculating
steady-state values, this dynamic can directly be equated to
zero to obtain the result as follows:

a= aref]-N + [ka(ﬁ + B)]715

= O4ref]-N + €, (32)

where € = [k, (£ + B)]7'E is the error vector. In this case,
HVAC’s power states have steady-state errors, and the steady-
state value of power state converges to o fl N T E

The proof of Theorem 1 is complete. ]

B. Proof of Theorem 1 from the Frequency Domain Perspective
By performing the Laplace transform on (31), the dynamics
of the power state vector can be transferred from the time
domain to the complex frequency domain as follows:
sa(s) — a(0)

—
T

ko =
= —ka(L+B)a(s) + “ares(L+B)Iv + —. (33)

where s is the Laplace operator; the a(s) is the form of a(t)
in the complex frequency domain; the (0) is the initial value
vector of a(t). Since [£+ B] is a diagonally dominant matrix,
[sIN + ko(L + B)] is also a diagonally dominant matrix, and
then it is non-singular. Therefore, the power state vector in the
complex frequency domain can be reformulated as follows:

als) = [sIx + ka(L + B)) "

k:(l re =
x a(O)-l—%(ﬁ—FB)lN‘F; (34)

By applying the final value theorem (FVT) to (34), the
steady-state value of HVAC’s power state is driven as follows:
Jim, () = g e
= lim [sIy + ka(L + B)] ! [katurer (L + B)ly
S—r
+ sa(0) + E]
= Qrefly + [ko (L + B)'E

:Ozrele+6. (35)

Therefore, the error vector is € = [k, (£ + B)]"'E and the
steady-state value of power state converges to o = a1y €
under the attack.

The proof of Theorem 1 is complete. ]

C. Proof of Theorem 2 from the Time Domain Perspective

With the proposed controller in (17), the dynamic behaviors
of the power state under an arbitrary attack vector = can be
described as follows:

a=ug=u+E

. /[(z: +B)(a—apsln)di—a+ B (36)
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The difference between the power state and the reference
signal about power state is defined as the tracking error 9,
which can be shown as below:

5:(170@6]011\/. (37)

Then, combined with the definition of the tracking error 4,
the dynamics in (36) can be reformulated as follows:
6= —kq /[(E + B)dldt — 6 — aperln + E. (38)
When the power state o reaches a steady state, the tracking
error 6 can also reach a steady state, and the derivative of &
(i.e., 0) is equal to zero. Therefore, for calculating steady-state
values, this dynamic described in (38) can directly be equated
to zero to obtain the result, as follows:
m/ﬂ£+mﬂm+ﬁ+awﬂN—E:0 (39)
The derivative of dynamics in (39) yields the following
equation:

0+ k(L +B)d =0. (40)

Since k, is a positive constant and the matrix £ + B is
a positive definite matrix, the tracking error & in (40) can
converge to zero (6 = & — a1y = 0) [36], which implies
the steady-state value of power state converges to the reference
signal, which can be shown as below:

}E&‘s“) =0= tli)rgo[a(t) — pefln] =0

= tlgglo a(t) = arerln. 41
According to (41), it is shown that the power state’s steady-
state value of all the HVAC can converge to the reference
value, i.e., a,.cf, from the power system operator even under
the attack.
The proof of Theorem 2 is complete. ]

D. Proof of Theorem 2 from the Frequency Domain Perspective

By the Laplace transform of (36), the dynamics of the
power state in the complex frequency domain can be shown
as follows:

sals) — a(0) = —k, %(z + B)a(s) + %(a + B)a—(0)

m.\ [11

ka
+8—2amf(£+8)11v—a(s)+ (42)

where a1 (0) = [ [ a(t)dt],_. Since [L+B] is non-singular,
the [(s? + s)Iy + ko(L + B)] is also non-singular. On this
basis, to obtain the «(s), the power state vector in (42) can
be reformulated by shifting the terms as follows:
a(s) = [* + s+ ka(L+B)] " [~ka(L + B)a"(0)
ka
+?aref(£+6)1]\] —sa(s) + E]. (43)

According to the FVT, the steady-state value of HVAC’s
power state is driven as follows:

Jim al0) =l sas)

= lim [s* + 5+ ka(L + B)] ! =ska(L + B)a™(0)
+ koo (L + B)1y — s%a(s) + sE]
= [ka(L +B)] ™" [Fatures (L + B)1x]

= Oéref]-N- (44)

The result from (44) shows that there is no error caused by
the FDI attack. Moreover, for all the HVACs ¢ € Z, the power
state’s steady-state value converges to the reference value from
the aggregator, i.e., Q.

The proof of Theorem 2 is complete. ]

APPENDIX C: DISCUSSIONS

A. Discussion on Transients

The cyber-attacks are the direct reason for transients. The
processes of power deviations caused by cyber-attacks and
rapid recovery due to the attack-resilient controller are pre-
sented as transients. In addition, transients are indeed also
related to the control gain k,. When the selected control
gain is large, the power states of HVACs are less affected by
cyber-attacks, resulting in smaller transients, and vice versa. To
demonstrate transients under different control gains, additional
cases have also been supplemented, which can be shown in
Figure 10.

Figure 10 shows the power states of HVACs under different
control gains (i.e., control gain k, = 2, 1, 0.5, and 0.1,
respectively). In Case 1, the control gain is equal to 2, and the
deviations caused by cyber-attacks can be recovered quickly.
Therefore, the power states of HVACs are less affected by
cyber-attacks, and for example, the maximum deviation at
360s is about 0.188. As a result, the transients are smaller.
In Case 2, the control gain is equal to 1. In this case,
the maximum deviation at 360s is about 0.246. In Case 3,
the control gain is equal to 0.5, and the deviations caused
by cyber-attacks are recovered slowly. Therefore, the power
states of HVACs are more affected by cyber-attacks, and for
example, the maximum deviation at 360s is about 0.315. As
a result, the transients become larger. As shown in Figure 10
(d), the control gain is equal to 0.1, which is the minimum
value for these cases. In this case 4, the transients are large
enough to cause the control saturation effects. Through the
saturation function module, the range of HVAC’s power state
is constrained to the interval from 0 to 1 (ie., a € [0,1]).
In reality, the power of HVAC is generally below the rated
power and above zero, i.e., below 1 and above 0. Therefore,
this saturation function module makes practical physical sense
and can be consistent with reality.

B. Discussion on Withdrawal Mechanism

A case is given to show that when the customer enters
the hot range, the withdrawal mechanism can satisfy the
customer’s comfort requirements, as below.

As shown in Figure 11 (Case 1), with an appropriate
evaluated regulation capacity, the maximum fluctuation of the
corresponding comfort state index can be maintained at less
than 1, which means the customer’s comfort requirement can
be satisfied. In an extreme case, the evaluated regulation ca-
pacity may become inaccurate. With the regulation command
with inaccurate evaluation, a certain room’s comfort state
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Fig. 10. Power states of HVACs with different control gains: (a) gain = 2; (b) gain = 1; (c) gain = 0.5; (d) gain = 0.1.
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Fig. 11. Fluctuations of the room’s comfort state: (i) Case 1: with an

appropriate regulation capacity evaluation; (ii) Case 2-1: with an inaccurate
regulation capacity evaluation but without the withdrawal mechanism; (iii)
Case 2-2: with an inaccurate regulation capacity evaluation and with the
activated withdrawal mechanism.

may be out of the hot tolerance limit during the process of
providing service to power systems (Case 2-1). To ensure the
customer’s comfort, the withdrawal mechanism is activated,
i.e., the corresponding HVAC will stop providing service and
return to the normal operating state, as shown in Figure 11
(Case 2-2). However, there would be few HVACs whose
comfort states reach the upper bound during the process
of providing service, since the regulation capacity can be
evaluated accurately in general. For an aggregation of HVACs,
the rest of the HVACs will still provide significant operating
reserves for power systems, which means the service quality
can still be maintained.

C. Discussion on HVAC Receiving the Reference Signal

To make the distributed control work, the communication
topology should be constructed as a spanning tree?, and at

2A spanning tree is a tree that connects all of the vertices of the graph.

least one HVAC should receive the signal from the aggregator.
Therefore, the number of HVAC (i.e., n,) that should com-
municate with and receive signals from the aggregator should
satisfy 1 < n, < N, where N is the total number of HVACs
considered.

The performance of DRS can be affected by the change
in HVACs that receive the reference signal. In general, the
distributed control converges faster and the DRS responds
faster when there are more HVACs receiving the reference
signal, and vice versa. In addition, when the number of HVACs
receiving the reference signal is unchanged, the distributed
control converges faster and the DRS responds faster when the
HVAC:s receiving the reference signal are located at the middle
position of the communication topology, and vice versa.

Additional case studies are given to verify how the perfor-
mance is affected by the change in the HVACs that receive
the reference signal. There are 3 cases, namely (i) case 1:
benchmark case; (ii) case 2: number change, i.e., reduction
in the number of HVACs receiving the reference signal;
(iii) case 3: position change, i.e., moving the position of
HVACs selected to receive the reference signal from the
middle position to the end position. In these case studies, the
performance of HVACs’ power states, DRS’s overall power,
and DRS’s DR completion rate are simulated under different
HVAC S receiving the reference signal, which are illustrated in
Figure 12, Figure 13 (a), and Figure 13 (b), respectively.

Figure 12 shows power states of HVACs under different
HVACs receiving the reference signal (3 cases mentioned
above). In case 1 (benchmark case), the power states of HVACs
can converge to the reference signal at about 38s. However,
in case 2 (number change) and case 3 (position change), the
convergence time is at about 171s and 116s, respectively. The
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Fig. 13. The performance of DRS with different HVAC receiving the reference signal: (a) Overall power of the DRS; (b) DR completion rate of the DRS.

results imply that the convergence speed of distributed control
decreases obviously, when the number of HVACs receiving the
reference signal is reduced, or when the position of HVACs
selected to receive the reference signal is moved from the
middle position to the end position.

Figure 13 shows the performance of DRS in different cases,
especially including the overall power of DRS and the DR
completion rate of DRS. From Figure 13 (a), the overall power
of DRS can be regulated to the target overall power required
by the power system operator. This response time of DRS
in case 1 (benchmark case) is about 38s, while in case 2
(number change) and case 3 (position change), the response
time is about 171s and 116s, respectively. The results imply
that the response time of DRS becomes longer obviously,
when the number of HVACs receiving the reference signal
is reduced, or when the position of HVACs selected to receive
the reference signal is moved from the middle position to
the end position. How the topology and number of HVACs
receiving the reference signal affect the performance deserves
further investigation. The response time in different cases is
also illustrated in Figure 13 (b). In addition, the DR completion
rate can achieve 100% in different cases, which implies the
response time of DRS can be affected by the change in HVACs
receiving the reference signal, and yet DRS can still meet the
power system’s requirements for operating reserves.
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