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Emergency events, e.g., accidental generator outages and abrupt steeps in electric load in physical layer,
and unexpected communication time delays in cyber layer, are raising increasing concerns in modern power
systems, and can cause system frequency deterioration, thus threatening power energy security. However,
currently there is few discussions on dealing with multiple emergency events in power system comprehensively
and simultaneously. In order to counter the adverse effects caused by these various emergency events and
maintain the system frequency, a robustness-enhanced frequency regulation scheme is proposed in this article
based on the coordinate transformation technique and Lyapunov theorem. First, to analyze the dynamic
process of the power system in contingency conditions, the model of the power system frequency regulation is
reconstructed considering multiple emergency events. Furthermore, to guarantee the power system frequency
stability, a virtual auxiliary surface is constructed based on the coordinate transformation technique, which can
provide the control reference for frequency regulation. On this basis, a robust controller is developed to drive
the system’s trajectory to the proposed virtual auxiliary surface, thus guaranteeing the robustness of power
system frequency, e.g., minor frequency deviation and faster recovery speed, even with emergency events. In
addition, the stability of the system with the proposed controller is rigorously proved by Lyapunov theorem.
Finally, the effectiveness of the proposed scheme is verified by case studies. The results show that by using the
proposed scheme, the maximum frequency deviation and recovery time can be improved to about 61.11% and
46.40% of the original value under multiple emergency events, respectively. Therefore, the proposed scheme
can counter well against emergency events and contribute to the power system’s frequency regulation and
energy security.

1. Introduction accident in the past 20 years in Taiwan, and affected 17 cities and

about 5.92 million customers [4]. Therefore, frequency regulation is

Maintaining the system frequency at the scheduled value (e.g.,
50 Hz in China and 60 Hz in the USA) is a basic requirement for the
power system’s safe and stable operation [1,2]. The frequency deviation
may lead to severe damage and even cause the system to collapse. For
example, in the UK, on Aug 9, 2019, the frequency of the Great Britain
transmission system dropped from 50 Hz to 48.8 Hz, which triggered
a system operators’ low frequency demand disconnection for the first
time in 11 years and interrupted electricity supply to approximately 1.1
million customers [3]. Similarly, in Taiwan, China, on Aug 15, 2017,
the sudden shutdown of six gas generating units at the Datan power
plant led to the frequency dropping, which became the worst power

one of the most essential operating functions for the power system [5,
6], which can maintain system frequency by increasing or decreasing
power generation or consumption according to the frequency deviation
(i.e., the deviation between the actual frequency and the scheduled
frequency value) [7].

The performance of frequency regulation in the modern power
system can be mainly reflected in three aspects, i.e., maximum fre-
quency deviation, recovery time, and frequency oscillation [8]. (i)
Maximum frequency deviation is the deviation between the actual
system’s maximum frequency value and the scheduled frequency value
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Fig. 1. Negative consequences of power systems frequency caused by cyber and physical emergency events.

(or the deviation between the scheduled frequency value and the
actual system’s minimum frequency value) during the whole regulation
process, which is an important index to evaluate the system frequency
performance [9]. In general, large maximum frequency deviation im-
plies sharp frequency fluctuations, which ought to be avoided for
the power system [10]. (ii) Recovery time denotes the time duration
between the start of frequency regulation (generally when the system
frequency deviation exceeds the frequency deviation threshold) and
the completion of frequency regulation [11]. A fast recovery speed
implies a short time for system frequency fluctuations, contributing
to the frequency stability of the power system [12]. (iii) Frequency
oscillation in the power system denotes the periodic or repetitive vari-
ation, typically in time, of the system frequency around the scheduled
frequency, e.g., 50 Hz [13]. Frequency oscillation means that the
system frequency is severely unstable, and can be quite damaging to
the power system [14]. All of these performances deserve attention to
better regulate the power system frequency.

Recently, several works have been developed to improve the per-
formance of frequency regulation. For example, to achieve frequency
regulation in islanded microgrids, a self-triggered distributed control is
presented, which also considers the control burden of communication
and computation [15]. In addition, to maintain frequency stability,
a novel optimal dispatching control strategy is proposed for electric
vehicle aggregators, with a high utilization efficiency of electric vehi-
cles [16]. Moreover, a coordination control method is developed for
frequency regulation in urban microgrids, which can tap flexibility
from both load resources on the demand-side and distributed gener-
ators on the supply-side [17]. A two-layer coordinated control strategy
is proposed for central air conditioning to offer frequency regulation
services for the power system [18]. A model predictive control scheme
is presented for providing frequency reserves to the electricity grid,
which exploits the energy flexibility of buildings [19]. Many factors,

including the burden of communication and computation, the coor-
dination between the demand and supply sides, and the flexibility of
different types of load resources, have been considered in frequency
regulation, and these efforts have made significant progress.

However, one of the most crucial impact factors in the modern
power system, i.e., the emergency event, has not been fully considered
and addressed in the previous literature. In fact, emergency events
have become a severe problem in the power system’s frequency regula-
tion [20], which can be illustrated in Fig. 1. For example, an accidental
generator outage is an emergency event that can result in system
frequency deviation [21]. The widespread deployment of renewable
energies worldwide has made the risk of accidental generator outages
higher than ever before [22], since renewable energies are heavily
affected by variable environments and are more difficult for equipment
maintenance due to their dispersal in remote areas [23]. Moreover,
the abrupt steep (increase or decrease) in electric load requirements
is another type of emergency event [24]. On the demand side of power
systems, the electrification of some other industrial sectors is proceed-
ing (e.g., transportation sector) [25]. Therefore, the situation of electric
load requirement has become increasingly complex [26], which also
presents potential risks [27]. For instance, the emergency braking of
high-speed rail trains can cause a severe power impulse (even over 13
MW) on the power system [28], which can also cause a deviation of the
system frequency [29]. Furthermore, in cyber layer, the communication
time delay is also a type of critical unexpected contingencies [30]. For
frequency regulation, it is necessary to measure the system frequency
deviation and transfer the related signal to the control center in a timely
and accurate manner [31]. However, when there is a communication
time delay, the control decision is according to the frequency signal of
the past time, which may cause an opposite regulation, thus leading
to frequency oscillations and further deteriorating the power system
frequency [32]. All of these emergency events bring new problems for
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Fig. 2. The control block diagram of frequency regulation system considering emergency events.

frequency regulation, such as large frequency deviation, long recovery
time, and frequency oscillation [33]. The negative consequences of
these emergency events on frequency regulation can severely threaten
the power energy security, which has become one of the main chal-
lenges for modern power systems [34]. How to regulate the system
frequency with a tolerable deviation and fast recovery speed even
during multiple cyber and physical emergency events is an essential
task for power system frequency regulation.

To address this issue described above, this paper focuses on the
power system frequency regulation with the problem of multiple cyber
and physical emergency events. A novel robustness-enhanced frequency
regulation (REFR) scheme is proposed to counter the negative con-
sequences caused by emergencies, thus achieving high-performance
frequency regulation and guaranteeing power energy security. The
major contributions of this paper are threefold:

+ A model of the power system frequency regulation is recon-
structed considering multiple contingencies, so as to analyze the
dynamic process of the power system with cyber and physical
emergency events.

A virtual auxiliary surface is constructed based on the coordinate
transformation technique to ensure the system frequency stability.
Based on the proposed virtual auxiliary surface, a robust con-
troller is developed to achieve a minor frequency deviation and
a faster recovery for frequency regulation, as well as to avoid
frequency oscillations.

Rigorous proofs show that the stability of power system fre-
quency can be guaranteed by the proposed method, despite mul-
tiple emergency events, e.g., accidental generator outages, abrupt
steeps in electric load requirements, and unexpected communica-
tion time delays.

The rest of this paper is organized as follows: the frequency reg-
ulation system considering multiple emergency events is modeled in
Section 2. Then, a REFR scheme is proposed for the power system
in Section 3. To be specific, a virtual auxiliary surface is constructed
and a robust controller is developed to counter adverse impacts caused
by multiple emergency events. Furthermore, the rigorous proof of
stability is also given in this section. In Section 4, the effectiveness
of the proposed scheme is verified by case studies. Finally, Section 5
concludes this article.

2. Model of power system frequency regulation considering mul-
tiple emergency events

As a foundation, the model of frequency regulation system with
multiple emergency events is developed in this section. The control
block diagram of power system frequency regulation [35] can be shown
in Fig. 2. On this basis, the dynamical equations for the control block
diagram can be expressed as follows:

. K
Af0) = -2 4f 0+ %APg(t) - %APSSI(I) + %AP‘MU), @
P P p P
APy(t) = —TltAPg(z) + TitAXg(z), 2
¢ (=L _1 Ln- L
AX (1) = RT, Af(t) T AE(D) + T u(®) T AX, (1), 3)
AE(t) = K Af (1), @

where variable states Af(7), AP (1), AX, (1), and AE(¢) are the frequency
deviation of power system, generator mechanical output deviation,
governor valve position deviation, and integral control deviation, re-
spectively; u is the control input; 7, and 7, are the time constants
of speed governor and steam turbine, respectively; R, K, T, and Kq
are drooping characteristic, integral control gain, equivalent inertia
constant and equivalent damping coefficient, respectively; AP, () and
AP (1) are the power disturbances caused by emergency events, i.e., ac-
cidental generator outages and abrupt steeps of load requirements,
respectively, which can cause severe disruptions to the power system.

The dynamics in (1)-(4) can be formulated into a matrix form,
which can be presented below:

x(1) = Ax(t) + Bu(t) + DAP, (1) — DAP(t), (5)

T,
where x(t) = [Af(t) AP,() AX,(t) AE()] is the state vector
of this state-space equation; A is the state-transition matrix; B =
T
0 0 TL 0| is the control matrix, which can indicate how the
&
control signal regulates the system; u is the control input to be designed;

D = —2K—7f; 0 0 0| is the influence matrix, which can indicate
how the system affected by the emergency events.

Furthermore, in cyber layer, considering the contingency arising
from the communication time delay, there will be a system frequency
detection error:

Aferr = Afteas — Af curls ©
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where Af,., is the detection error of system frequency for the controller;
Afmeas = AS (tid) is the deviation value of system frequency measured
by the PMU, which can be regarded as the exact value; tid is the sending
time for deviation value of system frequency; Af.q = Af(#) is the
deviation value of system frequency received by the controller, which
is affected by the communication time delay; 7} is the receiving time for
frequency deviation value by the control center, which can be expressed
as follows:

rc sd
e =15~ tdelays 7)

where 7401,y denotes the delay time of communication.

Due to the system frequency detection error caused by the commu-
nication time delay, the dynamical equation of the system described in
(5) has modeling errors and needs to be revised as follows:

Xx(t) = Ax(t) + Bu(t) + DAP,(t) — DAP(t) + €(2), 8)
where €(t) = [e,(1) 6,(1) e5(t) 54(t)]T is the error vector describing
modeling errors caused by the communication time delay, with ¢,(1) =
FE A fer (), €2(1) = 0, €3(1) = = Af (1), and (1) = —K A fore(1). Since
all of AP, (1), AP, (1), and e(r) terms are from emergency events, they
can be aggregated as a contingency term. On this basis, the dynamics
of power system frequency regulation can be given as follows:

x(t) = Ax(t) + Bu(t) + £(1), 9

where £(f) = DAP,, (1) — DAPy (1) + e(?) is the contingency vector
describing multiple emergency events on the power system, e.g., ac-
cidental generator outages, abrupt steeps in load requirements and
unexpected communication time delays.

According to the projection of the contingency vector & onto the
control matrix B, the contingency term & can be decomposed into two
mutually perpendicular directions. To be clear, a schematic diagram is
presented in Fig. 3.

As shown in Fig. 3, the vector & in space is projected and decom-
posed into two mutually perpendicular vectors. One is the vector B¢,,,

which is related to the known control matrix B, and the other is the
vector B,,,. Therefore, the definition of B,,,, is the vector that satisfies
the decomposition relation and is also mutually perpendicular to BE,,.
Based on the decomposition of the vector &, and the vertical rela-
tionship between B¢,, and B,,,, we have the following equation:

&= B.fm + B, (10)
(BE,)"B,,, =0, an

where £, is the projection coefficient (numeric value or vector), which
can be solved as below. Two parts on the right side in (10), B£,, and
B,,,, are named matched contingency and mismatched contingency in
this work, respectively.

Since (BE,)T = EEBT and the projection coefficient &, is not zero,
(11) can be rewritten as follows:

B'B,,, =0. 12

The projection coefficient &, can be uniquely determined by left-
multiplying BT for (10), as follows:

B¢ =B"B¢, + B'B,,,. 13

Considering the relationship in (12) and rearranging (13), the pro-
jection coefficient £,, can be obtained as follows:

T T T
ém:Bf BBmm:Bé, a4
I B]? I B|>
where || - || stands for the 2-norm. Then, both the matched contingency
B¢, and the mismatched contingency B,,,, can be uniquely determined
by projecting and decomposing original contingency term & as follows:

—pBe
B _B”B”Z;Tg as)
Bmm = 5 - BW

Moreover, two assumptions are held for the system as follows.
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Assumption 1. The pair (A, B) is controllable.

Assumption 2. The contingency term £ is not infinite but bounded, and
the mismatched contingency has a limited impact on the power system.

These assumptions are reasonable since the frequency regulation
system is controllable, and the impact on the power system caused by
emergency events is generally within a certain range. In detail, upper
boundaries exist for the contingency terms, which can be shown as
follows:

1€l < Bons 1Bl < Brums 16)

where g, and f,, are the upper boundaries for the matched and the
mismatched contingency, respectively.

On this basis, the dynamics of the system considering multiple
emergency events can be formulated as follows:

x(t) = Ax(t) + Bu(t) + B&,,(t1) + B,,,,(1). a7

In this section, the model of frequency regulation system is de-
veloped with multiple cyber and physical emergency events under
investigation, which can be utilized to analyze the dynamic process of
the power system considering emergency events.

3. Proposed robustness-enhanced frequency regulation scheme

In order to counter the negative consequences of emergency events
and achieve high-performance frequency regulation, a robustness-
enhanced frequency regulation (REFR) scheme is proposed in this
section.

3.1. Overall framework of the proposed REFR scheme

The overall framework of the proposed REFR scheme is illustrated
in Fig. 4. In particular, there exists a main challenge in designing the
REFR scheme. That is how to guarantee the system frequency stability
under multiple emergency events, e.g., unexpected communication
time delays. To address this issue, firstly a virtual auxiliary surface
is constructed based on the coordinate transformation technique to
provide a surface for control reference.

Definition. The approaching condition denotes that the system’s tra-
jectory can approach the constructed virtual auxiliary surface.

The constructed surface can act as a target that the system’s trajec-
tory needs to be driven to, until the approaching condition is satisfied.
In this way, the stability of the system can then be guaranteed by the
eigenvalue assignment method, even under unexpected disturbances

caused by emergency events. Furthermore, it is because the approach-
ing condition is so vital that a robust controller has to be developed, so
as to ensure the approaching condition and make the system’s trajec-
tory stay on the virtual auxiliary surface afterward. With the proposed
robust controller based on Lyapunov theorem, the approaching condi-
tion can be satisfied, and high-performance control for power system
frequency can be achieved even under multiple emergency events.

Both the surface construction and controller development of the
proposed scheme are described in the following subsections.

3.2. Virtual auxiliary surface construction based on coordinate transforma-
tion technique

In order to enhance the robustness of emergency events, a virtual
auxiliary surface is constructed based on the coordinate transforma-
tion technique. This constructed surface can provide the reference
for the control of frequency regulation, thus guaranteeing the system
frequency stability, which is shown below:

I'x(t) =0, (18)

where I is the auxiliary surface matrix and should be constructed to
guarantee that matrix I’ B is non-singular. In this work, the matrix I’ is
constructed to satisfy the equation as follows:

r=[k 1T, 19)

where K is the state feedback control matrix, which can be designed
according to the desired eigenvalues; I is the identity matrix; T is
the coordinate transformation matrix which satisfies the following
equation:

BT
T= [(BTB)'lBT] ’ 20

where B, is a matrix satisfying the following relationship B,,,, = B,
and ¢, is a coefficient (numeric value or vector). On this basis,
considering (12), we have:

BB, =0. (21)

Then, according to the equation of virtual auxiliary surface in (18),
the surface function can be given as follows:

s(t) = I'x (7). (22)

The surface function described in (22) is a function of x(¢). There-
fore, it varies with the system’s state variables. When the approaching
condition is satisfied, it means the trajectory of the system achieves and
maintains on the constructed virtual auxiliary surface, and in this case,
the surface function meets the following relationship:

s(t) =0. (23)
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With the constructed virtual auxiliary surface, the main result of
the frequency regulation system considering multiple emergency events
can be given, which is presented below.

Theorem 1. When the approaching condition is satisfied for the con-
structed virtual auxiliary surface, i.e., s(t) = 0, the dynamic performance
of the frequency regulation system is stable.

Proof. According to the coordinate transformation matrix T in (20),
the new coordinates z(7) can be obtained as follows:

2() = Tx(1) = [ly) gﬂ , 24

where y(f) € R"™" and v(r) € R™ are two parts of the new coordinates.
Moreover, the control matrix can be transformed and partitioned as a
zero matrix and an identity matrix, shown as follows:

BT 0
=[] 2= [2] @)

Based on the coordinate transformation operation, the frequency
regulation system in (17) can be rewritten as follows:

2(1) = Tx(t) (26)
=T Ax(1) + T Bu(t) + TBE,,(t) + TB,,,(?)
=TAT z(t) + [(I)] u(t) + m E,() +TB,,, (1),

where

TATL = |[H1 le]_

H21 H22

Combining (20), (24), and (26), the power system considered emer-
gency events can be shown as follows:

y®) = Hy y(0) + H,v@) + || B, ||€,,,,(1), (27)
(1) = Hyyy(@) + Hypv(t) + Tu(t) + IE, (1), (28)

The auxiliary surface matrix in the new coordinate system can be
partitioned as follows:

rrt=[k ITT'=|K 1. (29)
Since the approaching condition is satisfied, i.e., s(r) = 0, we have:

y(®
v(t)

Moreover, since identity matrix I is non-singular, the relationship
in (30) can be rewritten as follows:

s =TTz =[K 1] [ =0. (30)

v(t) = —Ky(t). 31

Based on the state feedback control theorem, the matrix K can
be determined by the eigenvalue assignment method to satisfy the
inequality as follows:

Re(4;(H,; — H3K)) <0, fori=1,2, ... ,n—m, (32)

where A(-) stands for the eigenvalue; Re(-) represents the real part
of eigenvalues. On this basis, the system in (27) can be considered
isolation with y(r) thought of as the state vector and v(¢) as a virtual
control input, then the system can be thought of as a closed-loop system
applying the feedback controller in (31), which can be reformulated as
follows:

y@©) = Hyy(®) — H, Ky(@) + || B,||€,,,, (1)
=(Hy = HpK)y@ + | B 1§ () (33)
———
A

s

The stability of the system is determined by the first term, specif-
ically by the state transfer matrix A,, as the second term in (33)

Applied Energy 350 (2023) 121725

is uncoupled from the state variable y(¢). Furthermore, since all the
eigenvalues of A, have a negative real part as shown in (32), the system
in (33) and the variable state y(r) can be stable. Moreover, according
to the linear relationship shown in (31), variable state v(¢) can also be
stable with state vector y(f). Performing an inverse transformation on
the z(¢) = [y(t) v(t)]" by using the coordinate transformation matrix T, it
is easy to know that all the state variable x(¢) in the original coordinate
system is stable with z(z), i.e., the dynamics of frequency regulation
system in (17) can be stable. The proof is complete. [ |

Theorem 1 shows that the virtual auxiliary surface is constructed
successfully. This is because through the constructed surface in (18),
the stability of frequency regulation system can be guaranteed, even
with multiple emergency events.

3.3. Robust controller design

A virtual auxiliary surface is constructed in the preceding section to
ensure stability when the approaching condition is satisfied. However,
the problem of how to make the system’s trajectory approach the virtual
auxiliary surface still need to be solved. To address this problem, a
robust controller of the proposed REFR scheme is designed to drive the
trajectory to and maintain on the designed surface. The controller of
the proposed REFR scheme can be shown as follows:

s(t)
lsoll”
where o is a positive constant; § is a parameter satisfying the following
equation:

u(t) = —(I'B)"' T Ax(1) — (6 + o) (34)

8= P+ 1B DB (35)

On this basis, the main result of the approaching condition can be
given, which is presented below.

Theorem 2. With the controller designed in (34), the system’s trajectory
can be guaranteed to approach the constructed auxiliary surface in (18),
i.e., the approaching condition is satisfied.

Proof. A Lyapunov function is considered as follows:
V)= sT(®)s(). (36)

When s(r) = 0, i.e., the surface function is equal to zero, then the
approaching condition is satisfied as shown in (23).

When s(f) # 0, then the Lyapunov function V(¢) is always greater
than zero. Moreover, combining (17), (22), and (36) yields the deriva-
tive of the Lyapunov function:

V)= sT(0)s@) + 5T (1)s@)
=2sT("s(t) = 2sT (T %)
= 2sT(t)[[Ax(r) + Bu(t) + BE, (t) + B, ()] 37)

According to the proposed controller in (34) and (35), and substi-
tuting (34) into (37) further yields the derivative as follows:
s(t)
ls@Il

V() =2sT()I[Ax(t) + B[-B~'I'"'T'Ax(t) — (6 + 0) ]

+ B¢,,(t)+ B, ()]
=2sT(I'[Ax(t) — Ax(t) + B[—(5 + o)

50
sl
Then, considering I'B is an identity matrix and substituting (35) into
(38) further yields the following derivative:

s(t)
[Is@l

+I'B¢,(1)+ I'B,, ()] (38)

1+ B¢, () + B,,,(1]

=2sTO[-T'B@ + o)

s(1)
sl

V(#) =25" O[T B((B, + (T B) " D)l Bl + 0) + I'BE,, (1)

+IB,, )]
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=257 WPy + (T B T )
TS
—20|s@)|l + 25" (@) |€,(t) + (' B)~' B, ()] (39)

Combining (16) and (39) yields the following inequation:

V@) < =2ls@)l - 1€, @l = 2l - 1T B D) - || B, )]
— 26|Is@)|| + 25T ()&, () + 25T (1) (T B) ' T'B,,,,(t)
< =2l - 118,01l = 26]Is@)] + 25T (D&, (1)
< =2¢||s(t)]| < 0. (40)

According to Egs. (36) and (40), it is found that when s(t) # 0,
the Lyapunov function V(r) > 0 and its derivative V(r) < 0. Based on
Lyapunov theorem, the Lyapunov function V(¢) can always converge to
zero. Furthermore, the surface function s(r) can also converge to zero
since it is contained in the Lyapunov function. This implies the system’s
trajectory can always approach the virtual auxiliary surface and stay
there afterward, i.e., the approaching condition can be satisfied. The
proof is complete. [ |

Theorem 2 shows that with the proposed robust controller in (34),
the approaching condition can be satisfied, despite multiple emergency
events. This implies the controller is designed successfully. Moreover,
Theorem 1 indicates that when the approaching condition is satisfied
for the constructed virtual auxiliary surface, the stability of system
frequency can be guaranteed. This means by using the proposed REFR

scheme based on the constructed surface and the designed controller,
the stability of power system frequency can be guaranteed, even with
multiple emergency events.

4. Case studies
4.1. Test system

In this section, the power system in Fig. 2 is adopted as the test
system to validate the effectiveness of the proposed REFR scheme
against multiple cyber and physical emergency events. The generation
capacity and the scheduled frequency of the power system are 800 MW
and 50 Hz, respectively [32]. The time constants of the speed governor
(Tg) and the steam turbine (7}) are 0.1 s and 0.3 s, respectively [36].
The drooping characteristic (R) and the integral control gain (K,) are
0.05 and 21, respectively [36]. The equivalent inertia constant (7},) and
the equivalent damping coefficient (K,;) are 10 and 1, respectively [32].

The test system is formulated by the Simulink of Matlab R2021a.
The implementation procedure of the test system is shown in Fig. 5.
After the initialization and setting, the power system operation center
monitors the system frequency in real time. When emergency events
occur, such as accidental generator outages, abrupt steeps in electric
load, and unexpected communication time delays, the system frequency
will deviate from the scheduled frequency. In practical applications,
if frequency deviation Af exceeds the frequency deviation threshold,
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Fig. 6. Normal operation cases for frequency regulation performance without emergency event (a) also without initial deviation of frequency; (b) with 0.01 Hz initial deviation

of frequency.

e.g., finr = 0.001 Hz, the system operator will issue a frequency reg-
ulation order with the detected parameter about frequency deviation.
After receiving the order, the frequency regulation is started through
the proposed REFR scheme according to the received detection param-
eter, which may be inaccurate due to communication time delay. An
auxiliary surface is constructed based on the coordinate transformation
technique by Egs. (15)-(17) to provide a control reference. On this
basis, the control signal is generated by the controller described in
Egs. (30)-(31). As a result, the frequency deviation of power system
will be improved. The total test time is set to 30 s (or other value).
If the test is not over, the operation center continuously detects the
system frequency, and the frequency regulation will continuously. The
system frequency is monitored by smart meters, and the frequency
regulation will continue until the frequency deviation Af is constantly
less than the threshold, then this round of frequency regulation can be
regarded as complete. Finally, if a new emergency event occurs and
causes sufficient frequency deviation, the process will enter the next
round of frequency regulation.

The proposed REFR scheme is validated in one normal case and four
emergency cases, for a total of five cases. Symbols C-0, C-1, C-2, C-3,
C-4, and C-5 represent the normal operation case and emergency case 1,
emergency case 2, emergency case 3, emergency case 4, and emergency
case 5, respectively, which are specifically listed as follows.

[C-0]: Normal operation case without any emergency event;

[C-1]: Frequency regulation performance with accidental generator
outages (emergency event in physical layer);

[C-2]: Frequency regulation performance with abrupt steeps in elec-
tric load (emergency event in physical layer);

[C-3]: Frequency regulation performance with communication time
delay (emergency event in cyber layer);

[C-4]: Frequency regulation performance with multiple cyber and
physical emergency events simultaneously;

[C-5]: Frequency regulation performance with emergency events
over a long period of time.

4.2. Normal operation case without any emergency event

The REFR method is proposed to counter the adverse impacts caused
by emergency events. However, it is critical that it can be applied to
normal operating situations without any emergency event. Therefore,
in this subsection, the effectiveness of the proposed REFR method is
verified in two normal operation cases, i.e., (a) without emergency
event and initial deviation (b) without emergency event but with
0.01 Hz initial deviation of frequency. Based on the proposed method,
the frequency regulation performance with these two normal operation
cases can be shown in Fig. 6(a) and (b), respectively.

From Fig. 6(a), it is shown that the frequency deviation is always
zero with and without the proposed REFR method. It is reasonable since
the initial deviation of frequency is already zero. This indicates that the
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Fig. 7. Frequency regulation performance with accidental generator outages (a) 3 MW;
(b) 7.5 MW; (c) 15 MW.

proposed REFR method will no longer change the control results if the
control target has been achieved, and this verifies the effectiveness of
the proposed method in the regular situation.

The recovery time and the maximum frequency deviation are essen-
tial indicators of the frequency regulation process. The recovery time
can be expressed as follows:

AT = teng — tstars (41)

where 1.4 indicates the time when frequency regulation ends, and
fstare denotes the time when frequency regulation starts. In addition,
the maximum frequency deviation can be expressed by the following
equation:

Jmax = max{(max{f ()} = f5), (min{f ()} = fO)}, VI ET, (42)



S. Yang et al.

~
[
N

—————— Af (Benchmark, Emergency braking)

0.04 —
| |— Af(Proposed REFR, Emergency braking)
N
= 003rn 0.04 1
o P
=} L S . i
£ 0021 | N 003 / .
& 001f—\ ool 1
2 \\ 0.0 05 1.0 1.5 2.0
£ 000 O\
2 Lo
= .
g 001 .
=
_002 1 1 1 1 1
0 5 10 15 20 25 30

Time (s)

Applied Energy 350 (2023) 121725

(b) 002 — Af (Benchmark, Emergency traction)

s —— Af(Proposed REFR, Emergency traction)
N

= 001F g
= FEN

2

2 o00f —

3 0.010 —

z -0.01f oolsl S ]
5 ! \ /

=] ! -0.020 A

g -0.02 — S .
2 09235705 1.0 1.5 2.0

-0.03 1 1 1 1 1
0 5 10 15 20 25 30

Time (s)
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where f,.x is the maximum frequency deviation; max{-} denotes the
function that gets the maximum value; f(¢) is the system frequency
at time #; min{-} denotes the function that gets the minimum value;
fs is the scheduled frequency; and 7 is the time set of the frequency
regulation process.

On this basis, from Fig. 6(b), it is shown that the recovery time and
the maximum frequency deviation of the original are about 6.35 s and
0.0061 Hz, respectively. Moreover, the recovery time and the maximum
frequency deviation with the proposed method are only about 3.11s
and 0.0022 Hz, respectively. The recovery time of the proposed method
is significantly shorter than the original one, about 48.98%. In addition,
the maximum frequency deviation of the proposed method is only
36.07% of the original value. This implies that by using the proposed
method, the power system’s frequency fluctuations can be minor, and
the recovery can be faster. Therefore, our proposed REFR method
is high-performance and can facilitate frequency stability of power
systems under normal operating situations without any emergency
event.

4.3. Frequency regulation performance with accidental generator outages

In this case, some emergency events (i.e., accidental generator
outages) occur on the physical layer of the power system. Taking the
double-fed induction generator (DFIG) of wind farm as an example,
it is assumed that there are 2, 5, and 10 DFIGs accidentally out of
power in three different scenarios, respectively. According to the actual
wind farm in northwest China, the generation capacity of the DFIG is
1.5 MW [37]. This means in the three scenarios, the power shocks to
the power system due to accidental generator outages can be 3 MW,
7.5 MW, and 15 MW, respectively. Based on the proposed method, the
frequency regulation performance with different levels of accidental
generator outages is illustrated in Fig. 7.

From Fig. 7, the proposed method can well counter the adverse
impact arising from accidental generator outages. Moreover, it can be
known that regardless of the power shocks from the generator outages
(83 MW, 7.5 MW, or 15 MW), the system frequency with the proposed
method have a shorter recovery time and a minor maximum frequency
deviation.

Taking the outage of 5 DFIGs as an example, as shown in Fig. 7(b),
the original maximum frequency deviation deteriorates to about
0.0174 Hz due to the outage of generators. However, by using the
proposed method, the maximum frequency deviation is only about
0.0106 Hz, which is only 60.92% of the original value. In addition, the
original recovery time deteriorates to about 9.81 s because of generator
outages. However, by using the proposed method, the recovery time is
only about 4.19 s, which is also obviously shorter and only 42.71%
of the original recovery time. Therefore, the proposed method can
contribute to the power system frequency regulation with accidental
generator outages.

4.4. Frequency regulation performance with abrupt steeps in electric load

In this part, some abrupt steeps in electric load occur in the power
system. This is practical since, for instance, emergency braking and
emergency traction of high-speed rail train, as well as attacks on
demand-side flexible resources, can lead to abrupt steeps in electric
load [38]. For this case study, emergency events of high-speed rail train
are taken as examples for the test. According to the actual parameters
of the 350 km/h standard electric multiple unit (EMU) train in China
Railway Rolling Stock (CRRC) Corporation Limited, the traction power
and braking power of the entire EMU is 10.140MW and 13.182 MW, re-
spectively [28]. The frequency regulation performance with emergency
braking and emergency traction of the high-speed rail train is shown in
Fig. 8.

From Fig. 8, it can be seen that no matter with emergency braking
or emergency traction, the recovery time can always be shorter, and
the maximum frequency deviation can always be minor by using the
proposed method.

To be specific, under the emergency braking scenario, the maximum
frequency deviation with the proposed method is reduced from the
original about 0.0306 Hz to about 0.0187 Hz. Moreover, the recovery
time is also significantly shorter. In addition, under the emergency
traction scenario, the original maximum frequency deviation deterio-
rates to about 0.0235 Hz. However, by using the proposed method, the
maximum frequency deviation can be reduced to only about 0.0144 Hz,
which is only 61.28% of the original value. And the recovery time is
also markedly reduced from about 10.11 s to about 4.63 s, which is
only 45.80% of the original value.

Results of these cases imply that the proposed REFR method is
high-performance, i.e., small frequency deviation and fast frequency
recovery, even with abrupt steeps in electric load. Therefore, our
proposed method can contribute to the frequency stability of power
systems during these emergency events.

4.5. Frequency regulation performance with communication time delay

In this part, it is assumed that there are communication time delays
in the control process of the power system frequency regulation. There
are four scenarios employed to verify the effectiveness of the proposed
method with communication time delays of 50 ms, 100 ms, 200 ms, and
300 ms, respectively. The results of these communication time delays
are illustrated in Fig. 9.

It is shown in Fig. 9, without the proposed method, the maximum
frequency deviation is deteriorated due to the communication time
delays. However, by using the proposed method, this index can be
improved significantly. Moreover, without the proposed method, dif-
ferent levels of system frequency oscillation occur, which may cause
severe damage to the power system. However, by using the proposed
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method, the system frequency can always converge to the scheduled
frequency rapidly, and there is no system frequency oscillation, even
with different levels of communication time delay.

Specifically, take the fourth scenario as an example. From Fig. 9(d),
due to the communication time delay, the maximum frequency devia-
tion would have deteriorated to about 0.0312 Hz. However, this index
can be improved to about 0.0215 Hz by using the proposed method.
In addition, as shown in Fig. 9(d), because of the communication
time delay, the system frequency oscillation would have occurred,
and the system frequency would no longer converge to the scheduled
frequency. This is reasonable since the control decision is according
to the detected frequency information, and the information with a
time delay can mislead the control center, thus leading to an opposite
regulation and even causing the frequency oscillation. However, by
using the proposed method, the system frequency can still converge to
the scheduled frequency, and the recovery time achieves only about
4.96 s. This implies the system frequency can rapidly converge to
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the scheduled frequency with our proposed method, even under the
communication time delay condition.

In addition, the maximum frequency deviation in these different
scenarios with communication time delay is compared and illustrated
in Fig. 10.

As shown in Fig. 10, by using the proposed REFR method, the max-
imum frequency deviation is improved from 0.0241 Hz to 0.0151 Hz,
from 0.0257 Hz to 0.0161 Hz, from 0.0284 Hz to 0.0186 Hz, and from
0.0312 Hz to 0.0215 Hz in four scenarios with communication time
delay, respectively. This implies that even with the communication
time delay, the maximum frequency deviation can be significantly
improved by the proposed REFR method. Therefore, our method is
helpful for the power system to overcome the negative impact caused
by communication time delays.

4.6. Frequency regulation performance with multiple cyber—physical emer-
gency events

To verify the effectiveness of the proposed method in a compli-
cated situation with multiple emergencies in the both cyber layer
and physical layer, this case takes into account accidental generator
outage, abrupt steep in electric load, and communication time delay
comprehensively and simultaneously.

The test process is as follows: at 20 s, an emergency braking event
occurs in the power system; at 50 s, an accidental generator outage
occurs; then, at 100 s, a communication time delay occurs, which is
an emergency event in cyber layer, and it lasts until 200 s; at the
same time, at 100 s, another emergency braking event occurs; then,
at 170 s, another accidental generator outage occurs; at 200 s, the
communication time delay ends, and communication is returned to
normal; then, at 250 s, an emergency traction event occurs; and finally,
this test ends at 300 s, for a total test time of 300 s. The results of these
multiple cyber and physical emergency events are illustrated in Fig. 11.

According to Fig. 11, it is shown that the system frequency deviates
affected by the multiple emergency events. Especially when there is
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Fig. 11. Frequency regulation performance with multiple cyber and physical emergency events.

a communication time delay, emergency events in cyber layer and
physical occur simultaneously at this time band (from 100 to 200 s).
As a result, the frequency oscillation occurs, and the system frequency
cannot converge to scheduled frequency anymore. This means the
frequency of the power system has deteriorated severely. However,
by using our proposed REFR method, the system frequency can al-
ways be promptly regulated to the scheduled frequency, even in such
complicated situations with multiple emergencies.

To show more specifics, the two spikes in Fig. 11 are enlarged to
show details of the curves. In the first enlarged view, the maximum
frequency deviation without and with the proposed REFR method is
0.0306 Hz and 0.0187 Hz, respectively. And the recovery time without
and with the proposed REFR method is 10.28 s and 4.77 s, respectively.
That is to say, by using the proposed method, the maximum frequency
deviation and the recovery time can be improved to about 61.11%
and 46.40% of the original value, respectively. In the second enlarged
view, the system frequency is affected by multiple cyber and physical
emergency events simultaneously. The maximum frequency deviation
is 0.0432 Hz and 0.0316 Hz without and with the proposed method,
respectively. And without the proposed method, frequency oscillation
occurs, and the system frequency is hard to converge back to the
scheduled frequency. However, benefiting from the proposed method,
the system frequency can be regulated to the scheduled frequency after
only about 4.98 s of the multiple emergency events. These results
show the REFR method can still be effective in improving frequency
performance even with multiple emergencies simultaneously.

4.7. Frequency regulation performance with emergency events over a long
period of time

In order to validate the effectiveness of the proposed REFR method
over a long time, the test is carried out for 24 h (0:00-24:00) consider-
ing emergency events, including accidental generator outages, abrupt
steeps in electric load, and communication time delay. Each emergency
event has two states, O-state and 1-state. The O-state indicates the
normal state, i.e., the emergency event does not occur, while the 1-
state indicates the emergency state, i.e., the emergency event occurs.
The time duration of each emergency event’s state is assumed to follow
a Gaussian distribution, as detailed in Table 1.

As described in Table 1, the time duration of the accidental genera-
tor outage event in emergency state obeys a Gaussian distribution with
a mean value of 1 h and a standard deviation of 15 min. And in normal
state, the time duration of this event obeys a Gaussian distribution
with a mean of 4 h and a standard deviation of 1 h. Besides, the time
duration of the communication time delay event in emergency state and
normal state obeys a Gaussian distribution with a mean value of 3 min
and a standard deviation of 1 min and a Gaussian distribution with a
mean of 6 h and a standard deviation of 1.5 h, respectively. This implies
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Table 1
Parameters of Gaussian distribution for the time duration of emergency events.

Emergency event State? Mean Standard deviation
Value Unit Value Unit
Accidental 1-state 1 hour 0.25 hour
generator outage 0-state 4 hour 1 hour
Abrupt steep 1-state 60 sec 20 sec
in electric load 0-state 3 hour 1 hour
Communication 1-state 180 sec 60 sec
time delay 0O-state 6 hour 1.5 hour

aThe O-state denotes the normal state, and the 1-state denotes the emergency state.

that these cyber and physical emergencies can occur during the whole
testing process. Therefore, the proposed method has to counter against
all of these emergency events occurring within a 24-hour period. The
results of this long period of time test are illustrated in Fig. 12.

From Fig. 12(a), it can be observed that within the 24-hour pe-
riod, dozens of cyber-physical emergency events occurred, resulting in
system frequency deviations. It is practical, since actually emergencies
in the power system do not just appear once and then never happen
again, but can occur many times over a period of time. However,
with the proposed REFR method, these emergencies can always be
accommodated, and the system frequency can be regulated to the
scheduled frequency rapidly over this long period of time. This implies
the proposed method can continuously regulate the power system
frequency to counter against a lot of emergency events.

In addition, from the detailed performance graphs from Fig. 12(b),
(c), and (d), it is found that due to emergency events, the system
frequency deteriorates severely, and even frequency oscillations occur.
However, with the proposed method, the maximum frequency devi-
ation becomes noticeably more minor, the recovery time of system
frequency is remarkably shortened, and even the original frequency
oscillations can be avoided. This means that by using the proposed
method, the frequency performance of the power system is significantly
improved.

Therefore, the proposed method can continuously contribute to the
power system frequency regulation with multiple cyber and physical
emergency events over a long period of time.

5. Conclusion

In order to counter against multiple cyber and physical emergency
events and guarantee power energy security, a REFR scheme is pro-
posed for the power system to achieve high-performance frequency
regulation. First, a virtual auxiliary surface is constructed based on the
coordinate transformation technique to ensure the system frequency
stability. On this basis, a robust controller is developed to achieve a
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Fig. 12. Frequency regulation performance with emergency events: (a) Performance over a long period of time; (b), (¢), and (d) Detailed performance graphs.

minor frequency deviation and a faster recovery for frequency regula-
tion. In addition, rigorous proofs show that stability can be guaranteed
by the proposed method, despite multiple emergency events.

The results of case studies show that the recovery speed of system
frequency becomes faster by benefiting from the proposed method,
up to 46.40% of the original one. Moreover, the maximum frequency
deviation can also be improved to about 61.11% of the original value
by using the proposed REFR method, which implies that the frequency
fluctuation during the regulation process can be mitigated remarkably.
In addition, in a complicated situation with multiple emergency events
in cyber and physical layer simultaneously, the frequency oscillation
occurs, and the system frequency cannot converge to the scheduled
frequency anymore. However, by using our proposed method, the
frequency deviation can still converge to zero within about 4.98s,
even with multiple emergencies. Therefore, the effectiveness of the
proposed REFR scheme is verified, and it can withstand multiple cyber
and physical emergency events, thus contributing to the frequency
regulation of the power system.
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